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Preface

These are the proceedings of VIETCRYPT 2006, the first international confer-
ence on cryptology hosted in Vietnam. The conference was organized by FPT
Software, in cooperation with Vietnam’s Institute of Mathematics. It was held
in the beautiful city of Hanoi, September 25-28, 2006. This conference would
certainly not have been possible without Phan Dinh Dieu, the General Chair.
I also wish to thank Nguyen Quoc Khanh, Nguyen Duy Lan and Phan Duong
Hieu for their invaluable help in organizing the conference.

The Program Committee, consisting of 36 members from 17 countries, consid-
ered 78 papers (from 19 countries) and selected 24 for presentation. These pro-
ceedings include the revised versions of the 24 papers accepted by the Program
Committee. These papers were selected from all the anonymous submissions to
the conference on the basis of originality, quality and relevance to cryptography.
Revisions were not checked and the authors bear full responsibility for the con-
tents of their papers. The conference program also included two invited talks: it
was a great honor to have Tatsuaki Okamoto and Jacques Stern as invited speak-
ers. Their talks were entitled, respectively, “On Pairing-Based Cryptosystems”
and “Cryptography in Financial Transactions: Current Practice and Future
Directions.”

The selection of papers was a difficult and challenging task. Each submission
was reviewed by at least three referees. I wish to thank the Program Committee
members, who did an excellent job, and devoted much effort and valuable time
to read and select the papers. In addition, I gratefully acknowledge the help of a
large number of colleagues who reviewed submissions in their areas of expertise.
They are all listed here and I apologize for any inadvertent omission. I also
wish to thank Springer for publishing the proceedings in the Lecture Notes in
Computer Science series.

All paper submissions to VIETCRYPT 2006 were handled electronically,
using the amazing iChair software developed at the Ecole Polytechnique Fédérale
de Lausanne (EPFL) by Thomas Baignéres and Matthieu Finiasz. I also wish to
thank Jacques Beigbeder for installing iChair at the ENS.

Finally, I would like to thank all the authors who submitted papers.

October 2006 Nguyén Phong Quang
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Probabilistic Multivariate Cryptography*

Aline Gouget! and Jacques Patarin?

! Gemalto, 34 rue Guynemer, F-92447 Issy-les-Moulineaux, France
2 University of Versailles, 45 avenue des Etats-Unis, F-78035 Versailles, France

Abstract. In public key schemes based on multivariate cryptography,
the public key is a finite set of m (generally quadratic) polynomial equa-
tions and the private key is a trapdoor allowing the owner of the private
key to invert the public key. In existing schemes, a signature or an answer
to an authentication is valid if all the m equations of the public key are
satisfied. In this paper, we study the idea of probabilistic multivariate
cryptography, i.e., a signature or an authentication value is valid when
at least o equations of the m equations of the public key are satisfied,
where « is a fixed parameter of the scheme. We show that many new
public key signature and authentication schemes can be built using this
concept. We apply this concept on some known multivariate schemes and
we show how it can improve the security of the schemes.

1 Introduction

The security of most of the public key schemes relies on the difficulty of solv-
ing one of the two problems that are currently considered to be hard, i.e., the
problem of factoring large integers and the problem of computing discrete loga-
rithms. However, the techniques for solving these two famous problems improve
continually. Then, it becomes very important to find alternative problems and
to proceed further to the study of known candidates that are considered to be
minors until now. Furthermore, some new attractive properties may be achieved
by using alternative difficult problems.

One possibility for secure public key schemes is based on the problem of
solving multivariate nonlinear equations over small finite fields. In multivariate
cryptography, the public key is a set A of m polynomial equations in n variables
over a small finite field K. Public key schemes for encryption, signature or au-
thentication can be built with such public keys. Most of the time, the equations
are chosen quadratic since solving quadratic systems is already N P-complete
and also hard on average.

1.1 Related Work

Since the introduction of the first multivariate schemes [7JI5/9] in 1985, many
schemes have been proposed. Most of these schemes have been broken but several

* This work has been partially financially supported by the European Commission
through the IST Program under Contract IST-2002-507932 ECRYPT.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 1-[I8] 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 A. Gouget and J. Patarin

schemes are still unbroken. Recently, C. Wolf and B. Preneel proposed a taxon-
omy [25] of public key schemes based on the problem of multivariate quadratic
equations. They grouped the known schemes into a taxonomy of only four
schemes: Matsumoto Imai (C*) [15], Hidden Field Equations (HFE) [18], Step-
wise Triangular Systems (STS) [24] and Unbalanced Oil and Vinegar (UOV) [10].

Some of these schemes [I5/24] are broken. However, from these four basic
schemes, it is possible to design more schemes by applying a perturbation in
order to improve the security of the basic scheme. For instance, the scheme
C*~~ which is a variant of the C* scheme using the perturbation minus (i.e., a
part of the public key is kept secret) is still unbroken.

The security of unbroken schemes is most of the time an open problem since
it consists in checking that all known attacks do not apply. However, multivari-
ate schemes have attractive properties that cannot be reached using classical
public key schemes based on factorization or discrete logarithm. For instance, it
becomes possible to get very short signatures or very fast computations. Further-
more, the study of multivariate schemes is interesting from a theoretical point
of view since it leads to the study of some new specific problems.

A notion close to the idea of probabilistic multivariate cryptography presented
in this paper is given in [I] but the context is different since it is the IP problem-
based traitor tracing.

1.2 Outline

In Section [2] we first present the general problem of multivariate polynomials
and the public key of multivariate schemes. Then, we compare how this public
key is used in classical (non-probabilistic) schemes and in probabilistic schemes.
In Section Bl we explain how a probabilistic scheme can be built from a classical
trapdoor. This construction will sometimes also hide the trapdoor in a much
better way than in a classical construction. In Sections @ and [Bl, we present some
explicit probabilistic multivariate schemes: in Section[] we present an adaptation
of the multivariate scheme C* in a probabilistic way (several variants of the
proposed scheme are discussed in Appendix [D), and in Section [l we present an
adaptation of the multivariate scheme UOV. In Section[f, we give some security
arguments for the proposed schemes. Finally, we conclude in Section [1l

2 Public Key of Multivariate Schemes

In this section, we first recall the general difficult problem underlying multivari-
ate cryptography. Next, we briefly describe public key schemes in the context
of classical multivariate cryptography (i.e. the multivariate cryptography of the
state of the art). Then, we describe the public key protocols in the context of
probabilistic multivariate cryptography.

2.1 Problem of Polynomial Equations in Finite Fields

Let K be a finite field. Let A = (a1, ...,a;) be a system of m € N polynomials
in n € N variables with degree d € N. Given y = (y1,...,Ym) € K™, the
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problem is to find a solution x = (z1,...,2,) € K" of the equation system
yi = ai(x1, ..., 2n),1 <i<m.

Most of the time, the polynomial equations of a multivariate cryptographic
scheme are quadratic (i.e. d = 2) since the problem of solving such system is N P-
complete and hard on average. In this case, the problem is called Multivariate
Quadratic Equations problem and for every i, 1 < i < m, the polynomial a; has

the form:
a; = g E Virj kT Th + g bijri +&
1<j<n 1<k<n 1<j<n

where the coefficients v; j x, 0;,; and & are elements of K.

2.2 Classical Multivariate Schemes

A classical multivariate scheme relies on the knowledge of a trapdoor T4 in
connection with a system 4 of m polynomial equations in n variables over a
finite field K.

The public key is the system A and the private key is the trapdoor T 4 that

allows to compute, for any given value y = (y1,...,ym), a value x = (z1,...,2y)
such that, y; = a;(z1,...,2z,) for every ¢, 1 < i < m (or equivalently such that
y = A(z)).

On the one hand, the computation of x such that y = A(x) must be easy
using the trapdoor T4, and on the other hand, the computation of x without
the knowledge of the trapdoor T4 must be computationally difficult (i.e. the
number of operations must be greater than 280).

Multivariate Signature. Given a message M, one can compute the hash value
y of the message M, i.e. y = H(M), where H is a collision resistant hash function.
Then, given a hash value y of a message M, a signature of the message M is
a value z such that y = A(x). Only the owner of the private key can compute
such a value z, and any verifier can check that y = A(z) for the hash value y of
a given message M, its signature x and the public key A.

Multivariate Authentication. An authentication between a prover and a
verifier works as follows. The verifier sends a challenge y to the prover. Then,
by using the trapdoor T4, the prover computes the value x such that y =
A(x), and he sends = to the verifier. At last, the verifier computes A(x) and
the authentication protocol is valid if and only if the equality y = A(z) holds.

Multivariate Public Key Encryption. For an encryption scheme, anybody
can encrypt a message x by using the public key A, that is, anybody can com-
putes the ciphertext y = A(z). Furthermore, only the owner of the private key
T4 can decrypt the value y = A(x) and recovers the value x.

Then, in classical multivariate schemes, all the m equations of the system
y = A(x) must be satisfied in order to validate a protocol.
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2.3 Probabilistic Multivariate Schemes

In this paper, we focus on authentication protocols and signature schemes (it may
also be possible to build probabilistic encryption scheme but this is a difficult
problem that we will not study here).

In a probabilistic multivariate scheme, the public key is a system A of m
polynomial equations in n variables. A signature (resp. a response to a challenge)
will be valid if at least « equations of the system A are satisfied where « is
a fixed parameter of the scheme (or more generally, if at least «; of the my
first equations of A are satisfied, and at least as equations of the mgy next
equations of A are satisfied etc., and at least oy of the my last equations of A
are satisfied, where a1,...,ap,m1,...,my and ¢ are well chosen integers with
my+ - +mg=m).

General Description When m; = m. Let K be a finite field. The public

key A is a system of m polynomial equations of the form y; = a;(z1,...,2zn)
where 1 < i < m, and x1,...,%pn,Y1,-.-,Ym are variables defined over K and
a1, ...,a, are polynomials of degree d with coefficients in K.

The construction of a probabilistic multivariate scheme relies on the existence
of a trapdoor T4 such that, given a value y, it is possible with a probability close
to 1, to find a value x such that at least o equations of the m equations of A
are satisfied. The parameter « is fixed (e.g. if K = GF'(2) then we have a > 7).
In exchange, the probability to find a value x (such that « equations of A are
satisfied) without the knowledge of T4 must be very close to 0.

Assuming that such a trapdoor exists, one can construct a probabilistic mul-
tivariate scheme for signature or authentication. A value y is either generated
by the prover and called a challenge in an authentication protocol or the hash
value of the message M to be signed (i.e. y = H(M) where H is a hash function
assumed to be not only collision resistant but also near-collision resistant, i.e.,
we assume that it is difficult to find y and 3’ such that H(y) & H(y’) has low
Hamming Weigh) in a signature scheme. Then, a value x such that at least «
equations of the m equations of A are satisfied is a valid authentication value or
a valid signature.

In this paper, we only consider the construction of probabilistic multivariate
schemes based on known trapdoors. However, it would be very interesting (but
certainly very difficult) to find new basic trapdoors and it may be easier to
find a basic trapdoor for probabilistic multivariate schemes than for classical
multivariate schemes.

3 Probabilistic Schemes Using a Classical Trapdoor

3.1 General Construction

Let B denote the public key of a classical multivariate scheme and Tz denote the
trapdoor associated to B. For simplicity, we set the finite field K to be GF(2).

! Assuming this additional condition on H is one possibility to avoid existential
forgery; alternative techniques will be presented in the full version of this paper.
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Construction of the Public Key A. Recall that B = (by,...,b,,) is a system
of m € N polynomial equations in n € N variables with degree d € N. Let
C=(c1,-..,cm) be a system of m € N polynomial equations in n € N variables
such that ¢;(z1,...,z,) = 0 with probability x, where x > ; (e.g. in Section [l
the quadratic polynomials ¢; are chosen such that x = Z) The public key A is
defined to be the set of m equations of the form:

yi = bi(z1, ..., xn) Fci(x1 .. x0) = ai(z1, ... x0)
where 1 <3 < m.

Remark 1. The system C can be used to mask the algebraic structure of any
classical system B. For instance, in Section Bl we use the C* scheme and in
Section Bl we use the Oil and Vinegar scheme. It is also possible to use for
example a FLASH scheme, i.e. the C*~~ scheme [20] or the HFE scheme [18].

Authentication Scheme

1. The verifier randomly chooses a challenge y = (y1,...,ym) in € K™ and
sends it to the prover.
2. The prover follows three steps:
(a) For every i € , the value y; is replaced by y; ® 1 with probability
ﬂ (where 3 # (ﬁ is a fixed parameter)). Then, the prover gets the value
vy = (yi,-..,9.,). In average, Bm values of y are modified to get y'.
(b) Using the trapdoor Tg, the prover computes the value © = (x1,...,2y,)
such that for every i € [1;m], we have y} = b;(z1,...,2n).
(¢) The prover checks that for at least « integers i of [1;m], the equation

Y = bi(l‘l, .. .,xn) + Ci(l‘l, L ,In)

is satisfied. If not, then the prover restart at the beginning of step 2 else

the prover sends z = (z1,...,z,) to the verifier.
3. Finally, the verifier checks that at least @ among the m equations of the
form:
?
Yi = ai(z1,...,75)

where 1 < 7 < m are satisfied.
The general execution of a probabilistic scheme is summarized in Figure [Il

Remark 2. In practice, the indices ¢ such that y; # y; are chosen with a pseudo-
random algorithm that depends only of (y1,...,ym) such that for every i, 1 <
i < m, we have y; # y, with probability 8 and of the current run. Then, if the
challenge y = (y1,...,ym) is given twice, then the prover will always answer
with the same z = (x1,...,2,). Here the aim is to prevent the attacker from
replaying the same challenge several times in order to get information of the
system C.

2 The reason why 3 must be different from 0 will be explained in Section
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Y= (Y1, ¥2,--Ym)

First perturbation:
modification of the vector y

’_

Y =W Y2, Um)

Inversion of y with respect

tothesystemB from T
Computation of ¢ = (x1,Z2,...,%n)
such that y’ = B(z)
Second perturbation:
testing of the solution x with
respect to the system A

Is yi =" a(x) for |at least a integer i?

no

yes

z = (z1,T2,...,%n)

Fig. 1. Example of a probabilistic scheme

Signature Scheme. One possibility to construct a probabilistic multivariate
scheme based on a known trapdoor is to assume the knowledge of a near-collision
hash function H and to replace the challenge y sent by the verifier into the
authentication protocol by the hash value y = H(M) of the message M to
be signed. This condition on H is to avoid the following attack. Assume that
(M,y = H(M),x) is a valid tuple such that there are a + a equations satisfied
with @ > 0. Then, one can construct a new pair (y’,z) by changing up to a
component in y. Thus, if H is not near-collision resistant, then an attacker will
be able to construct a valid tuple (M',y’ = H(M'), z).
Alternative solutions will be presented in the full version of this paper.

3.2 The Parameter 3 Must Be Different from 0

Recall that 3 is the probability that a bit y; of the received challenge y is modified
by the prover (before inverting the system). The role of the perturbation system
C is to mask the algebraic structure of the system B (the aim is to prevent the
attacker from accessing the system B). However, in order to prevent the attacker
to reconstruct the system C, and then, to retrieve the system B, the parameter
[ must be chosen in a better way.

Suppose that § = 0. Then, for every pair (z,y) the attacker would know that
all the equations of B are satisfied by (z,y) with probability 1. If 5 = 0, then
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from O(n?) pairs (z,y), an attacker will be able to reconstruct the system B
with probability 1 by Gaussian reductions (on the quadratic coefficients of the
equations of B). In this case the difficulty of breaking the system is equivalent
to the difficulty of breaking the original trapdoor associated to the system B.
Thus C has no interest anymore since it can be removed. Thus, we have 3 # 0.
When £ is different from zero, the attacker has to deal with several cases:

— if a relation y; = a(z) is valid, then:
1. y; equals y} and ¢;(z) = 0 happens with probability (1 — 8)(1 — k) (on
average);
2. y; is different from y} and ¢;(z) = 1 happens with probability Sx (on
average);
— if a relation y; is different from a(z), then:
1. y; equals y; and ¢;(z) = 1 happens with probability (1—3)x (on average);
2. y; is different from y} and ¢;(z) = 0 happens with probability 5(1 — &)
(on average).

Then, the value of the parameter 8 must be chosen in accordance with the
value of k (recall that the value k is fixed by choosing the polynomials ¢;, 1 <
i <m).

3.3 Relation Between the Parameters a, 8 and

Recall that « is the number of equations of the public key that must be satisfied
to validate an authentication or a signature. The parameters 8 and k concern
the two perturbations involved in a multivariate probabilistic scheme based on a
known trapdoor: the value [ is the probability that a bit of the received challenge
y is modified by the prover before inverting the system, and the value k is the
probability that a polynomial equation of the perturbation system C equals 1.

The value o depends on the probability that the equation y; . ai(x1, ..., ),
1 < i < m,is not satisfied, that is, & depends on the two values 8 and x. There are
(on average) km integers i € [1;m] such that y, = b;(z1,...,2n) + (21, .., Tp)
and the prover has changed Om values of y. Thus, the parameter « must be
chosen such that:

a~(k—pF)m .

Since the probability « is fixed by choosing the polynomials ¢;, 1 < ¢ < m,
the values of o and 8 must be chosen in accordance with the value of k. Notice
that we must choose a: such that o > "} in order to prevent that a random value
is valid with a probability é and  must be different from 0.

3.4 Size of the Public Key

Assume that the equations of the public key look as random equations of degree
d for an adversary who do not have the secret key. We have ) < a < m. Let A
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be the value defined by a = Am. Then, in order to ensure a security in 23, the
number m of equations of a public key must be chosen such that:

In A In(1 —X)
m<1+)\ln2+(1—/\) 102 >_80 .

Details of this approximation are given in Appendix [Al

3

e we get m ~ 150

Ezxample 1. For A = we get m ~ 423, and for A = 1907

equations.

Remark 3. As a consequence, the public key is larger in a probabilistic scheme
than in a non-probabilistic where at least about 80 equations are required.

4 The Probabilistic Multivariate Scheme C* + LL’

The Matsumoto-Imai scheme (also called C*) was presented in [I5] and crypt-
analysed in [I73]; the description of the scheme C* is briefly recalled in Ap-
pendix [Cl We present a probabilistic variation of the C* scheme, called C* + LL’
where no attack is known; another way to repair the C* scheme is for example
the FLASH scheme of [20].

In this section, we keep the notation of Section Bl the public key A = B+ C
will be constructed such that B is a public key of a C* scheme and C is a set of
product of linear forms (B and C are kept secret).

4.1 Construction of the Public Key A

Let K = GF(2). Let B be the public key of a C* scheme, that is, B is a set of n
quadratic equations in n variables over GF(2) of the form

yi = bi(x1,...,2n)

where 1 < ¢ < n and z1,...,%pn, Y1---,Yn are elements of K. The trapdoor
associated to B is denoted by Tg. Notice that both B and T are kept secret.

Let Ly,..., Ly, LY, ..., L), be 2n secret linear forms in the variables 21, ..., z,.
For every i, 1 < i < n, let ¢; = L; - L. Then, the public key A of the scheme
C* + LL' is the set of the n quadratic equations in n variables of the form:

yi = bi(x1,. .. 2n) + Li(x, ..., xn) - Li(xe, ... xn) = a1(x1, ..., )
where 1 < i <n.

Remark 4. The classification of quadratic forms over GF(q) (for ¢ odd or even)
is well-known; it is given for example in [I3] pp. 278-289 and recalled in Ap-
pendix [Bl We are interested here in the case ¢ even since ¢ is generally a power
of two. Then, we have only one or two canonic forms when n is fixed and non
degenerated, so we have at least 2n possible canonic forms when ¢ is fixed.
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4.2 The Scheme C* + LL’

As usual, y = (y1,...,yn) is the challenge of an authentication scheme or the
hash value of the message to be signed in a signature scheme. The value x =
(z1,...,2z,) will be a successful authentication value or a valid signature if at
least a equations of A are satisfied. Recall that 4’ = (yi,...,y.,) is the modified
challenge computed at the first step of the computation of the value x (see
Section B]).

We do not describe precisely the authentication protocol of the C* + LL’ since
it is straightforward from Section [§ and the description above of the C* + LL’
public key. We only discuss the parameters of the scheme.

For every i,1 < i < m, we have L;(z1,...,2,) - Li(x1,...,2,) = 0 with prob-
ability £ = 3. Then we have y! = b;(z1,...,2) + Li(1, ..., 20) - Li(21,. .., 70)
1-—

n
with a probability 3 1 Next, we have y; = y; with a probability (1 — 3). Thus, we
deduce that we have y; = fl(axl, coisZn) + Li(x1, .. xp) - Li(21, ..., @) with a
probability greater than or equal to i — 0.

Then, the expectation value of the number N of equations of A that are
satisfied is greater than or equal to (i —ﬁ) n ~ «. For a given (y1,...,Yn),
if N is lower than «, then we can try again at step 1 by computing another
(y1,--.,y,) with again about Sn values changed from (yi,...,y,) chosen with
a deterministic pseudo-random algorithm that depends only of (y1,...,y,) and
of the current run. After a few tries, we get a solution (z1,...,z,) with at least
« equations of B that are satisfied, i.e., a valid signature or a valid answer to a
challenge.

Remark 5. For a security greater than or equal to 289, we need n > 423 when (3
is small. For instance, with 8 =  and n ~ 500, no attack of this scheme exists
to the best of our knowledge.

10

Many variants of the scheme C* 4+ LL’ are described in Appendix [D

5 The Probabilistic Multivariate Scheme UOV + LL’

The scheme Oil and Vinegar was introduced in [I9] and it was broken in [12].
Next, a generalisation of the original scheme, called Unbalanced Oil and Vinegar
(UOV), was introduced in [10]; the scheme UOV is not broken for well-chosen
parameters. In this section, we will be able to use more possible parameters since
some attacks valid for UOV will not work any more for UOV+LL’. The scheme
UOV is briefly recalled in Appendix

The scheme UOV+LL’ proceeds exactly as the scheme C* + LL' except that
the C* equations are changed with UOV equations. Since this UOV+LL’ scheme
looks particularly interesting, we describe the construction of the public key and
the scheme and we give some remarks on its efficiency.

5.1 Construction of the Public Key .4

Let K = GF(2) and B be the public key of a UOV scheme, i.e., B is a set of m
quadratic equations in n variables (z1,...,zy) over GF(2). Each equation of B
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is of the form y; = fi(x1,...,2,) where 1 <i < m, 1,...,Zn,y; € K, and f; is
a quadratic function.

There are n — p oil variables denoted by o1,...,0,—p, € K and p vinegar
variables denoted by vi,...,v, € K and there is a secret affine and invertible
transformation s such that (x1,...,z,) = s(o1,...,0n—p,v1,...,vp) and such
that each y; of B written in the o01,...,0p—p,v1,...,v, variables (instead of
X1,...,T, variables) is of the form:

n—p p D D n—p p
Yi= DD Wdk0iVk Y Y Hig k0O + ) 6i0j + ) vijvj +E&
Jj=1k=1 Jj=1k=1 J=1 j=1

where 1 <4 < m and 7, jk, [i ks 0, Vi,; and & are elements of K. Notice that
we do not have any term in a;a;: we can have oil x vinegar, vinegar x vinegar
but never oil x oil.

Let Ly,..., Ly, Ly, ..., L], be 2m secret linear forms in 1, . .., 2, (or equiva-
lently in the variables aq, ..., an, b1,...,b,). Let A be the set of the m quadratic
equations of the form y; = fi(z1,...,2n) + Li(z1,...,24) - Li(z1,...,2,) . The
set A will be the public key of the scheme UOV+LL’ (while f;, B, L;, L} and s
are kept secret).

5.2 The Scheme UOV + LL’

Recall that y is the challenge in an authentication scheme, or the hash value of
the message to be signed in a signature scheme. The value x is a valid signature
or a successful authentication if at least o equations of A are satisfied, with o ~

(3 — B) m, where 3 is a fixed parameter (for example, we can choose 3 ~ ).
Computation of the Value z. In order to compute x = (z1,...,z,) with the

secrets, the prover proceeds as follows.

1. For every i € [1;m], the value y; is replaced by y; & 1 with probability 8 and
then the value y' = (v},...,y,,) is obtained.

2. The prover randomly chooses the vinegar variables vy, ..., vp,.
3. The prover computes the values aq,...,a,, such that:
Viv 1 S 1 S m,y; = fi(mlv e 7$n) = fi(s(017 ey On—p,V1,... 7“;0))
Here we have a linear system of m equations in the variables o1,...,0,—p. If
we have no solution we try again with other random vinegar values vy, ..., vp.
Foralli, 1 <i < m,wehavey, = fi(x1,...,2n)+Li(x1,...,2n)-Li(z1,...,2,) .
with a probability i. Moreover, with a probability (1— /), we have y; = y;. Thus,
with a probability greater than or equal to i — B we have y; = fi(x1,...,2,) +
Li(z1,...,20) - Li(21,...,2,). Then, the expectation value of the number N of

equations of A that are satisfied is greater than or equal to (Z — ﬁ) ~ a. If we
have N < «, then we can try again with new random vinegar variables.
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Remark 6. The random variables v, ..., v, and the indices 7 such that y; # y;
are chosen with a pseudo-random algorithm that depends only of y and of the
current run. Thus, if twice the same challenge (y1,...,ym) is given, the prover
will always answer with the same (z1,...,z,).

Remark 7. If we compare UOV and UOV + LL’, we can notice that in UOV +
LL' we do not need any more to have v > 2m in order to avoid the Shamir-
Kipnis attack of [12]. Moreover in the equations of UOV, we have oil x oil, oil x
vinegar and vinegar x vinegar, so the scheme might be more secure for smaller
values of the parameters.

Notice that the variations given in Appendix [Dl for C* + LL’ are also possible
variants for UOV + LL'.

6 Security Arguments

In this section, we discuss the three main techniques generally used to attack
multivariate schemes and we explain why our schemes should resist these attacks.

6.1 Grobner Bases

Grobner bases are used as a general attack method for any multivariate cryp-
tographic schemes. There are several algorithms for computing Grébner basis
including Buchberger’s, F4[5] and F5[q].

When using the perturbation LL’ in a probabilistic multivariate scheme, we
involve 2n linear forms. That comes to add n additional momomials to the basic
set of monomials deduced from the public key of a basic multivariate scheme.
Then, the perturbation LL’ increases the complexity of the computation of the
Grobner basis.

Moreover recall that for the proposed schemes (e.g. C* + LL’ or UOV+LL’),
nobody knows how to invert the system (the knowledge of the secret key does
not allow to inverse the system). Thus, we do not expect to be able to inverse
the system even with Grobner basis.

6.2 Rank Attack on One Quadratic Equation

The idea of exploiting the rank to attack a multivariate scheme was first used
by T. Patarin [I7] to separate branches in the Matsumoto-Imai scheme. Next,
C. Wolf et al. [24] used a similar idea to attack the STS scheme.

For example, in the C* scheme, the rank is near the maximum, i.e. near
n, and the effect of the perturbation LL’ when adding to a basic multivariate
scheme is that the rank is eiher increased by one, decreased by one or unchanged.
Therefore, the rank of C* + LL’ will be very near the maximum as for random
quadratic equations with high probability. Thus, we do not expect this attack
to work here.
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6.3 Differential Cryptanalysis (i.e. Rank of the Polar Form Attack)

Differential cryptanalysis for multivariate schemes was recently introduced by
P.-A. Fouque, L. Granboulan and J. Stern in [§] to attack the scheme PMI (Per-
turbated Matsumoto-Imai) which is a variant of the scheme C* using the internal
perturbation of Ding [4]. The key point of the attack is that the dimension of
the kernel can be used to identify elements that cancel the perturbation. More
precisely, the attack consists first on the reconstruction of the linear space K
where there is no noise.

In the case of the probabilistic multivariate scheme C* + LL’, there is no set
equivalent to the set K. Indeed, in the PMI scheme, the perturbation is a set
of r quadratic equations where r is a small value and the set K is of dimension
n —r. In the scheme C* + LL’, the perturbation is a set of n quadratic equations
construct by using 2n random linear forms. The dimension of the perturbation
of the C* + LL' scheme is n with high probability and then there is no set K to
recover. Thus the attack described in [8] does not directly apply on the scheme
C*+ LL.

Furthermore, it may be not possible to distinguish a public key of the scheme
C* + LL' from a random set of quadratic equations by using the technique
proposed in [§] since the first part of the attack requires O(¢") computations and
in the PMI scheme, the value » must be small since the secret key computation
part costs O(q") whereas in the C* + LL’ scheme, we have r = n and ¢" > 2%.

7 Conclusion

Probabilistic Multivariate Cryptography is a new concept in public key cryptog-
raphy with many possible schemes. It opens new opportunities and new questions
that we think are interesting, both from a practical and from a theoretical point
of view. In this paper we have presented some new public key schemes (C* 4+ LL’
and UOV + LL’ for example) based on this idea of probabilistic Multivariate
Cryptography with some explicit examples for the parameters. These schemes
were built from the transformation of non-probabilistic multivariate schemes
to probabilistic multivariate schemes in order to get more security or more effi-
ciency. An interesting problem is to find a trapdoor for probabilistic multivariate
schemes which allows directly to find an approximation of the solution associated
to the challenge or the message to be signed. Another interesting problem is to
find probabilistic multivariate schemes for encryption (not only for signatures or
authentications).
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A Size of the Public Key

Let K = GF(2). We want to evaluate the minimum number of equations of a
public key in order to ensure a security in 289, Notice that, we also assume that
the equations look as random equations of degree d for an adversary who do not
have the secret key.

Given a hash value of a message or a challenge y € K™, an adversary can
choose a random value z € K" for the signature or the authentication value. For
each try, the attacker has a probability 2},1 DIy (T) to have a or more satisfied
equations. Then, m must be chosen such that:

S ER

We have 7' < a < m. Let A be the value defined by o = Am. If A is sufficiently
different from 57 then the dominant term in » ;" (T) is (Z’) More precisely,
we can overvalue » ;* (T) by a geometric sum with the first term (Z’) Thus,
we want to evaluate:

1 /m 1 m! 1 m!
om (a) Tom alm—a)l  2m (m)! (m(1 = M\)!

From stirling formula n! ~ n" exp~™ v/27n, we get:

1 (m) 1 mmexp ™/ 2mm
2m 2™ (Am) A exp=Am /27 Am - (m(1 — X)) (=) exp=m (=) | 2rm(1 — \)

After simplifications, we get:

1 (mY _ 1
2 \a) " gm(1Al}+1-0"05Y) ) \/2rmA(1 — )

In first approximation, this will be about ,i when m (1+ A3+ (1—X)
“‘(1**)) ~ 80.

In2

B Classification of Quadratic Forms over GF'(q)

The classification of quadratic forms over GF(q) (for ¢ odd or even) is well-
known; it is given for example in [I3] pp. 278-289. We are interested here in the
case ¢ even since ¢ is generally a power of two. Then, we recall here the two
main theorems for the case g even.
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Theorem 1 ([13] p.287). Let GF(q) be a finite field with q even. Let f €
GF(q)[z1,...,xs] be a non degenerate quadratic form. If n is odd, then f is
equivalent to:

T1T9 +T3%4 + ..., Tp_2Tp_1 + m% .

If n is even, then f is equivalent to one of the two forms:

1. 21To 4+ T3T4+ ..., Tp_1Tp
2 2
2. T1T2 +X3%4 + ..., Tp_1Tp + x5 _; +axs,

where a € GF(q) satisfies Trgpg)(a) = 1.

Theorem 2 ([13] p.288). Let GF(q) be a finite field with q even. Let b €
GF(q).
For odd n, the number of solutions of the equation

2
122 + 3T4 + ... + Tp_2Tn_1+ 2, =0

in GF(q)™ is ¢" .
For even n, the number of solutions of the equation

T1Xo + T34 + ... + Tpp_1Tp = b

in GF(q)" is ¢ +v(b)q"z ", with v(b) = —1 if b0 and v(0) = g — 1.
For even n and a € GF(q) with Trgpqg)(a) = 1, the number of solutions of
the equation
T1Xo + T3L4 + ... + Ty 1Ty + xi_l + aax% =b

in GF(q)" is ¢ —v(b)q"2 ", with v(b) = —1 if b0 and v(0) = g — 1.

Then, we have only one or two canonic forms when n is fixed and non-degenerate,
so we have at most 2n possible canonic forms when ¢ is fixed. This number is
generally too small to give any useful information in our schemes, for example
when the transformation LL’ is applied.

C Basic Trapdoors

C.1 Matsumoto-Imai Scheme (C*)

Let K =T, be a finite field and [E be an extension field of dimension n over K.
Let @ be an isomorphism from E to K". Let f be the function defined over E by

fixr— mH'qg,

where § € N. If the finite field K has characteristic 2 and ged(¢" —1,¢% +1) =1,
then f is a bijection. Furthermore, the restriction on 8 allows an efficient inversion
of the function f. Indeed, f~'(y) = 3", where A’ is the inverse of 1+ ¢ modulo
q" — 1.

The public key is the function A :=x +— T o®o foPo S(x). The hardness of
the Matsumoto-Imai scheme is based on the IP-problem, that is, the difficulty
of finding transformations S and T for given polynomials equations P and P’.
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C.2 The Scheme UOV

Let K =F, be a small finite field. Let m, n and p be three positive integers. The
hash value y of the message to be signed is an element of K™, and the signature
x is an element of K™.

The public key is a set A of m polynomials in n variables of the form:

yi = filx1,.. xn), 1<i<m .
There exists a bijective affine function s : K™ — K™ such that:
(1, Tn) = 8(01, -, 0n—p, V1, ..., Up)
and such that for every 7, 1 < i < m:

P p p p
Z'Yz,] kO Vg + Z Z,U/z,] KUV + Z b; 1,jOj + ZV’L,]b + gz
1 k=1 k=1

j=1

n—

Jj=

Note that the vinegar variables v;’s are combined quadratically while the oil vari-
ables 0;’s are only combined with vinegar variables in a quadratic way. There-
fore assigning random values to the vinegar variables results in a system of linear
equations in the oil variables which can be solved, for instance, by using gaussian
elimination.

D Variants of the Scheme C* + LL’

First Variant: C* + LL’ + L"”L'”. The first variant consists in replacing the
linear product LL’ by the linear product LL' + L”L" (as a consequence, the
value of the parameter x is modified). We keep the same notations, that is, B is
a public key of a C* scheme and A is the set of n equations of the form:

Yi = bi(xl,...,a:n) —|—ci(x1,...,3:n) = ai(ajl,...,xn) R

where ¢;, 1 <i < mn, is a product a linear forms which is defines as follows.
Let L;, L}, L and L}, 1 < i < n, be 4n secret linear forms in the n variables
Z1,...,Zn. The set C is defined by the set of n equations of the form:

vi=bi(x1,...,xn)+Li(x1, ... xn)Li(x1, .. . xn)+ L) (1, .. ) LY (21, .. )

where 1 < i <n.
The value of the parameter s is the probability that the equation L, - L, +

L} LY = 20is 5at15ﬁed that is, k = ]g. according to the figure 21

Slnce we have ) < K = %g 3 , the scheme C*+ LL'+ L"L"" will generally be
less efficient than the scheme C* —|—LL’ However, it may be difficult to distinguish
the public key of C* + LL' + L”L"" from random quadratic equations than the
public key of C*+LL', and thus, for C* public key B, the scheme C*+LL'+L"L""
may be more secure than the scheme C* + LL'.

More generally, we know [I3] the exact numbers of solutions 1, ..., x, of any

quadratic form ¢(z1,...,x,) = 0. For instance, the number of (z1,...,z,) € F}
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LiL, L)LV Li-Ly+ LY LY L L, L L) Li - L, + L - L}

111 1 0 011 1 1
111 0 1 011 0 0
110 1 1 01 0 1 0
110 0 1 010 O 0
101 1 1 001 1 1
101 0 0 001 0 0
10 0 1 0 000 1 0
100 O 0 000 O 0

Fig. 2. Truth table of L;L; + L)L}’

such that z1ze + 324 + -+ + Tp_1Zn, = 0 with n even is 2771 + 2”527 ie.

gn—1 (1 + 213 ) instead of 2"~ for an average quadratic form of n variables.

Second Variant: Decomposing A in Sets of Equations with Various
Probability. Instead of having about 423 equations C*+ LL’ in A, we can have,
for example, 40 equations that come from a C*~~ scheme (all these equations
will have to be satisfied) and 160 equations that come from a C*+ LL’ scheme (at
least 120 equations will have to be satisfied). Many other choices of parameters
are possible.

Third Variant: Public Key of Degree 3 Instead of 2. When using a
public key formed with quadratic polynomials, it is not possible to prevent the
attacker that observe an equation y; # a(x) from distinguishing between the
first case [y; = y, and L;(z) - Li(x) = 1] and the second case [y; # y, and
Li(z) - Li(x) = 0]. Indeed, we have y; = y, with probability (1 — ) and we
have L;(x) - Li(z) = 0 with probability . Then, to prevent the attacker from
distinguishing between case 1 and case 2, we have to choose the values of § and
# such that (1 —3)(1 — ) = Bk. Furthermore, we have o = (k — 3)n > . That
comes to choose the values of k and § such that k + =1 and K — 3 > ;

These conditions imply that « > i. When the public key has degree 2 then,
the higher value of « is Z (c.f. the weight distribution of quadratic forms). If
K = %, then there is no solution 3 fulfilling both x + #=1and k — 8 > ;.

This property can be achieved by using public key of degree 3. In a C* scheme,
a monomial b = '’ is hidden by affine transformations. In [16], the possibility
of replacing b = a!*7 by b = al*9’+9” is studied; the public key has degree 3
instead of 2. The attack of the scheme C* given in [I7] does not apply directly
on the scheme “C* of degree 3”. However the scheme is insecure as it is shown
n [I6]. We use the scheme “C* of degree 3” as a basic scheme to construct a
probabilistic multivariate scheme.

Let B be the public key of a scheme “C* of degree 3”7, that is B is a set of n
equations in n variables of degree 3 over K of the form y; = b;(x1, ..., x,) where
1<i<nandzi,...,Tn,Y1,...,Yn are elements of K. The trapdoor associated
to B is denoted by 7.
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Let Li,...,Ly,LY,..., LI, LY{,...,L! be 3n secret linear forms in the vari-
ables x1,...,x,. Then, the public key A is the set of the n equations of degree
3in n variables y; = bi(z1,...,2n) + Li(x1, ..., xn)Li(x1, ...y 2n) Li(z1, . .., 20),
1<i1<n.

Parameter . For all i, 1 < i < n, we have L;(z1,...,2,) = 0 with a prob-
ability ; and we also have L/(21,...,2,) = 0 and L/(z1,...,z,) = 0 with a
probability ;. Thus, we have Li(z1,...,2,)Li(21,...,20) L (z1,...,2n) = 0
with probability x = {.

Parameters a and 3. Recall that «, § and x must fulfill the relation a ~
(k—a)n=3n>" . By choosing 3 =1—k = {, an attacker would not be able
to distinguish between the two possible cases when a relation of the public key

is not satisfied.
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Abstract. Attempting to reach a minimal number of moves in cryp-
tographic protocols is a quite classical issue. Besides the theoretical in-
terests, minimizing the number of moves can clearly facilitate practical
implementations in environments with communication constraints. In
this paper, we offer a solution to this problem in the context of undeni-
able signatures with interactive verification protocols by proposing a way
to achieve these protocols in 2 moves. To this goal, we review a scheme
we proposed at Asiacrypt 2004 whose property is the full scalability of
the signature length against security. We slightly modify (to make it non-
transferable) a 2-move version of this scheme which was mentioned in the
original article without a proof of security. In the random oracle model,
we prove the security of the modified version against an active adversary
and precisely assess the security in terms of the signature length. To the
best of our knowledge, this scheme is the first 2-move undeniable signa-
ture scheme with a security proof.

Keywords: Undeniable signatures, 2-move protocols.

1 Introduction

The concept of undeniable signature was introduced by Chaum and van Antwer-
pen [6] in 1989. The difference between this kind of signature and a classical one
is that the verification of a signature cannot be achieved without the cooper-
ation of the signer (originally, for privacy motivations). Namely, by interacting
with a verifier in a so-called confirmation (resp. denial) protocol the signer is
able to prove the validity (resp. invalidity) of a given message-signature pair.
This property opposes to the universal verifiability of classical digital signatures
and allows the signer to have a control on the spread of his signatures. Further
applications of undeniable signatures such as licensing software or auctions were
proposed in the literature. Since then, lots of contributions and new schemes
have been published, among them are [35ISIQT3TAT7IIRITI].

At Eurocrypt 2005, Kurosawa et al. [13] proposed a variant of the scheme of
Chaum [5] with 3-move confirmation and denial protocols in the random oracle
model. Although this scheme does not achieve non-transferability, it is the first
one presenting 3-move protocols with a security proof. Until this scheme pro-
posal, all provably secure interactive undeniable signature schemes were com-
posed of zero-knowledge confirmation and denial protocols which required at
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least 4 moves. Non-interactive variants of undeniable signatures can be obtained
as shown in [I2I15] using a so-called designated verifier technique by using clas-
sical techniques for non-transferability. In this setting, the signature is only in-
tended to one designated recipient. To ensure that this one cannot convince an-
other party of the validity of the signature, it is required that the recipient could
have been able (with his secret key) to produce the signature. When this can
be done perfectly, we say that the scheme satisfies perfect non-transferability. In
this case, such (designated verifier) signatures cannot satisfy the non-repudiation
property.

The main contribution of this article is to show how to achieve a scheme with
interactive protocols having a minimal number of rounds. To this end, we revisit a
2-move variant of the MOVA undeniable signature we mentioned in [I7] (without
any security proof). In order to achieve perfect non-transferability, we modify
the protocols of the MOVA scheme by adding a trapdoor one-way permutation
with a secret key associated to the verifier. This differs from the commonly
used techniques of trapdoor commitments which does not seem appropriate for
a 2-move protocol. In the random oracle model, we provide some formal security
proofs on the different required properties related to the confirmation and denial
protocols such as the soundness, zero-knowledge and non-transferability. We redo
the invisibility and unforgeability analysis in settings where the attacker has
access to signing, confirmation and denial oracles. This provides precise security
bounds and explain how to select MOVA parameters.

In the next section, we recall the definition of an undeniable signature. Sec-
tion B is devoted to the security model of an undeniable signature. Then, we
present the 4-move and modified 2-move versions of the MOVA scheme [I7] in
Section [l We prove security properties of the modified 2-move version in the
subsequent section. Finally, Section [f] concludes this paper.

2 Undeniable Signature

We consider two players who are the signer (S) and the verifier (V). Let k € N
be a security parameter, M be the message space and X' be the signature space.
An undeniable signature scheme is composed of the four following algorithms.

Setup. The setup is composed of two probabilistic polynomial time algorithms
Setup® and Setup producing the signer’s key pair (K5,K8) < Setup®(1¥)
and the verifier’s key pair (KY,KY) — Setup" (1%).

Sign. Let m € M be a message to sign. On the input of the signer’s secret key
KCS, the (probabilistic) polynomial time algorithm Sign generates a signature
o « Sign(m, K3) of m (which lies in X). We say that (m, o) is valid if there
exists a random tape such that Sign(m, KS) outputs o. Otherwise, we say
that (m, o) is invalid.

Confirm. Let (m,0) € M x X be a supposedly valid message-signature pair.
Confirm is an interactive protocol between S and V i.e., a pair of interactive
probabilistic polynomial time algorithms Confirmg and Confirmy such that
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m, o, K5, KY is input of both, KF is the auxiliary input of Confirmg, KY is
the auxiliary input of Confirmy . At the end of the protocol, Confirmy; outputs
a boolean value which tells whether o is accepted as valid signature of m.

Deny. Let (m,c’) € M x X be an alleged invalid message-signature pair. Deny
is an interactive protocol between S and V i.e., a pair of interactive proba-
bilistic polynomial time algorithms Denyg and Denyy; such that m, o’, ICg,
KY . is input of both, K is the auxiliary input of Denyg, KY is the auxiliary
input of Denys,. At the end of the protocol, Denyy, outputs a boolean value
which tells whether ¢’ is accepted as invalid signature.

An execution of the confirmation (resp. denial) protocol will be denoted by
Confirms v (x) (resp. Denyg y/ (%) ), where x is the common input of the players.

3 Security Model

This section is devoted to the different security notions which are required for
an undeniable signature to be secure. We consider four basic security notions
related to the confirmation and denial protocols which are the completeness,
the soundness, zero-knowledge, and the non-transferability. The last one ensures
that a malicious verifier is not able to convince any third party of the validity of
the statement (e.g., a given message signature is valid) proven in the protocol.
The non-transferability notion may be important in some applications where the
validity of the proof itself is valuable (like for licensing software).

Security notions about the undeniable signature are considered as well. We re-
quire non-repudiation by resisting adaptive existential forgery attacks. Further-
more, since the motivation of undeniable signature was to avoid the universal
verifiability (like for classical signatures), it is important that a scheme satisfies
the wnvistbility property. We will consider an active attacker who has access to
some oracles and who will have to distinguish a valid message-signature pair
from a randomly picked one.

We recall the definition of the statistical distance between two distributions.

Definition 1. The statistical distance A between two random variables X1 and
Xy with range X is A(X1, X1) == 3 > ,cx | Pr[X1 = 2] — Pr[Xs = 1]

Completeness. Given random key pairs (K3, KS) — Setup® (1), (KY,KY) —
Setupv(lk), for any valid (resp. invalid) message-signature pair (m,o) €
M x X the confirmation (resp. denial) protocol Confirmg v(m, o, ICE,ICB’)
(resp. Denyg y(m, 0, ICS,ICB’)) outputs 1 with probability 1 when S and V
correctly follow all steps of the protocol.

Soundness. Given random key pairs (K5,KS) — Setup® (1*), (KY,KY) —
Setupv(lk), for any invalid (resp. wvalid) message-signature pair (m,o) €
M x X and any cheating signer S* (modelled as a probabilistic polynomial
time interactive algorithm with access to KS), the probability that the pro-
tocol Confirmg= v (m, o, ICg,ICIY) (resp. Denyg. v (m, 0, ’CSJC;Y)) succeeds 1s
negligible with respect to k.

The success probability of S* is denoted by Succi®" (resp. Succiiden).
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Straight-Line Zero-Knowledge. Let us consider some random key pairs gen-
erated as follows

(IS, KS)  SetupS(1F), (kY KY) — SetupY (1%).

The confirmation (resp. denial) protocol is zero-knowledge if there exists a
probabilistic polynomial time oracle machine B called simulator such that for
any probabilistic polynomial verifier V* (with or without KY ) and any valid
(resp. invalid) pair (m,o) € M x X, BV outputs a transcript which is in-
distinguishable from the transcript of the protocol Confirmg v+ (m, o, ICIS), ICB’)
(resp. Denyg v+ (m, o, ICS,ICIY)), where S is the honest signer. We assume
that B and V* share the same information (e.g., KY if any). Namely, when
V* has access to some random oracles, B can see the queries (and answers)
as well. Moreover, we say that the protocol is straight-line zero-knowledge if
B does not need to rewind V*.

Non-Transferability. Let us consider some random key pairs generated as
follows

(ICE,ICSS) — Setup®(1¥), (ICIY,IC:’) — Setup¥ (1%).

The confirmation (resp. denial) protocol is said non-transferable if there ex-
ists a probabilistic polynomial time interactive machine B with input Y such
that for any computationally unbounded verifier v, any pair (m,o0) € MxX,
the transcript of Confirm&(, (m, o, ICIS), ICB’) (resp. Deny; 3 (m, o, ICIS), ICIY)) 18
indistinguishable from that of the protocol Confirmsvv(m,a, ICg,ICIY) (resp.
Denyg ¢ (m, 0, ng’7 KY)). When V has access to some random oracles, B does
not see any queries (nor answers) made to them. However, B is assumed to
be given a bit telling whether (m, o) is valid or not.

We consider here the two following notions of indistinguishability.

Perfect Zero-Knowledge (resp. Non-Transferability). Both  transcript
distributions are identical.

Statistical Zero-Knowledge (resp. Non-Transferability). The statistical
distance between the two transcript distributions is negligible.

We note that the definition of non-transferability allows to avoid some attacks
in which the verifier V* identified with ’C;Y forwards messages to the honest

signer which were generated by a hidden verifier V. Namely, our definition as-
sures that V* with knowledge of KXY could simulate the answer of S (without
any help from S) so that V does not have evidence of the proof validity.

Our definition of non-transferability is similar to that proposed by Camenisch
and Michels [4] with the main difference that our version assumes that V is
computationally unbounded. We can thus assume that V makes no queries to
the signing and confirmation/denial oracles. Therefore, the non-transferability
of the protocols presented below will also hold with respect to the Camenisch-
Michels definition.
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We note that the above definition of zero-knowledge is black-box which means
that we require the existence of one “universal” simulator having an oracle access
to the verifier which is able to produce an indistinguishable transcript for any
verifier. More details about the black-box zero-knowledge notion are given in [10].

In the standard model, Barak et al. [T] proved that zero-knowledge proofs of
an NP-complete language (possibly non-black-box) requires at least 3 moves.
To overcome this limitation, the notion of zero-knowledge was extended in the
random oracle model (for more details, see [2]) in which the queries to the ran-
dom oracles are controlled by the simulator, i.e., it can simulate the output of
the oracles provided that the output distribution is correct. Recently, Pass [21]
proposed the notion of deniable zero-knowledge in the random oracle. The differ-
ence with classical zero-knowledge in the random oracle is that the simulator is
no longer allowed to simulate the output of the random oracles, but is only able
to observe the queries made to the random oracles as well as the corresponding
answers. This actually means that the simulator’s transcript really corresponds
to the view of the verifier. In this model, Pass [21] showed that 2 moves are nec-
essary to achieve zero-knowledge for NP and proposed a general 2-move protocol
for NP which is not very convenient for practical purposes. In our results, proofs
of zero-knowledge in the random oracle will be deniable as well.

Existential Unforgeability. We consider the standard security notion of exis-
tential forgery under an adaptive chosen-message attack as defined by Gold-
wasser et al. [I1] for classical digital signatures. This notion is similar to
Kurosawa-Heng [13] and is adapted as follows.

An undeniable signature scheme is secure against an existential forgery un-
der adaptive chosen-message attack if there exists no probabilistic polynomial
time algorithm F which wins the following game with a non-negligible prob-
ability.

Game: F receives a public key ICS from (ICS,ICSS) — Setups(lk) and a
verifier’s key pair (KY,KY) — Setup (1¥). Then, F can query some cho-
sen messages to a signing oracle, some chosen pairs (m,o) € M x X to a
confirmation (and denial) protocol oracle and interact with it in a confirma-
tion (denial) protocol where the oracle plays the role of the signer. All these
queries must be polynomially bounded in k and can be sent adaptively. F
wins the game if it outputs a valid pair (m*,c*) € M x X such that m* was
not queried to the signing oracle.

The success probability of F in this game is denoted by Succs ™.

Invisibility. We use a similar definition as Kurosawa-Heng [13]. Consider first
a probabilistic polynomial time algorithm D called invisibility distinguisher
and the two following games with respect to a bit b.

Game™ ™" : D receives K from (K5, K5) — Setup®(1%) and a verifier’s
key pair (ICI‘J’, KY) « Setupv(lk), it can query some chosen messages to a

signing oracle and some chosen message-signature pairs (m,o) € M x X
to some oracles running the confirmation and denial protocols. After a given
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time, D chooses one message m* € M which was not queried to the signing
oracle and submits it to the challenger. If b = 0, he sets o* = Sign(m*, KC5).
Otherwise, o* is picked uniformly at random in 3. D receives o*. After that,
the distinguisher can query the signing, confirmation, and denial oracles again
provided that m* is not a query of the signing oracle and (m*, o*) is not a query
of the confirmation or denial protocols. Finally, D outputs a guess bit b'.

We define the advantage of the distinguisher as follows

Advin-ema . — ‘Pr [b’ =1lin Gamei”"’cma’l} —Pr [b’ =1in Gamei”"’cma’o}

)

where probabilities are over the random tapes of the involved algorithms. An
undeniable signature scheme is said to be invisible under a chosen-message
attack if there exists no probabilistic polynomial time algorithm D such that
the advantage Advy™“™ is non-negligible.

Note that this definition is similar to that of Galbraith et al. [§] except that the
distinguisher is not allowed to query m* to the signing oracle in our definition.
The invisibility notion of Galbraith et al. cannot be satisfied when the signature is
deterministic (which is the case for MOVA). This will be discussed in Remark [0l

4 MOVA Scheme

In this section, we present the scheme proposed in [I7] as well as the underlying
principles. This scheme generalizes the MOVA scheme [I8] proposed earlier in
2004 in a very natural way and therefore will be called MOVA as well.

4.1 Preliminaries

We first recall some definitions, useful lemmas, and mathematical problems
from [I7] related to the interpolation of group homomorphisms.

Let G and H be two Abelian groups. Given S := {(z1,v1),...,(Zs,ys)} C
G x H, we say that the set of points S interpolates in a group homomorphism
if there exists a group homomorphism f : G — H such that f(z;) = y; for
1 =1,...,s. We say that a set of points B C G x H interpolates in a group
homomorphism with another set of points A C G x H if AU B interpolates in a
group homomorphism.

Lemma 2 ([I7]). Let G, H be two finite Abelian groups. We denote by d the
order of H and by p the smallest prime factor of d.

1. Let x1,...,xs € G which span a subgroup denoted by G'. The following

properties are equivalent. In this case, we say that x1,...,xs H-generate G.

(a) For all y1,...,ys € H, there exists at most one group homomorphism
f: G — H such that f(x;) =y; fori=1,...,s.

(b) G +dG =G.

2. Letxy,...,xs € G which H-generate G. The mapping g : G X Z, — G which
is defined by g(r,a1,...,as) :=dr + a1x1 + -+ + asxs is balanced.
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3. Given a set of s points S = {(x1,y1),...,(xs,ys)}, such that x1,...,xs H-
generate G. We assume that there ezists a function f: G — H such that

1
p = Pr [f(d?“+a1331+---+as$s)=a1l/1+"'+asys]>p

(r,al,...,aS)EUGxZZ
The set of points S interpolates in a group homomorphism.

Although, our treatment uses arbitrary G, H, d, p, the implementation analysis
of [16] suggests that parameters G = Z7, (for n product of two primes), d = p = 2
lead to the most efficient protocols for the signer. The homomorphisms are the
Legendre symbols in G.

n-S-GHI Problem (Group Homomorphism Interpolation Prob. [I7])

Parameters: Two Abelian groups G and H, a set of s points S C Gx H,
and n € N.

Instance Generation: n elements xzi,...,x, €y G are picked uni-
formly at random.

Problem: Find yi,...,y, € H such that {(x1,y1),...,(@n,yn)} inter-
polates with S in a group homomorphism.

The success probability of an n-S-GHIP solver 4 will be denoted by

SUCCZ(S—GHIP.

n-S-GHID Problem (n-S-GHI Decisional Problem)

Parameters: Two Abelian groups G and H, a set of s points S C Gx H
and n € N.

Instance Generation: The instance T is generated according to one
of the two following ways and is denoted Ty or T} respectively. T is a
set of points {(x1,91),..., (Zn,yn)} € (G x H)™ picked uniformly at
random such that it interpolates with S in a group homomorphism.
T, is picked uniformly at random in (G x H)™.

Problem: Decide whether the instance T is of type Ty or T1.

The advantage of an n-S-GHID distinguisher D is given by

AdviySCHIP.— |Pr[h = 0 | T is of type To] — Pr[b = 0| T is of type Ti]|,
where b denotes the output bit of D.

The S-GHI (resp. S-GHID) problem defined in [I7] corresponds to the 1-S-GHI
(resp. 1-S-GHID) problem. We consider the n-S-GHI and n-S-GHID problems
for sets S which interpolate in a unique group homomorphism. Hence, S defines
a homomorphism. The n-S-GHI problem consists in computing it on n elements.
The n-S-GHID problem consists in deciding whether a set of points T is in its
graph.

4.2 Interactive Proofs

The original version of the MOVA scheme makes use of two 4-move interactive
proofs, namely one for the confirmation protocol and one for the denial protocol.



26 J. Monnerat and S. Vaudenay

In the first proof, a prover proves that a set of points interpolates in a group
homomorphism known by himself. In the second one, the prover knows a group
homomorphism which interpolates in a set of points S and proves that a sec-
ond set of points T' does not interpolate in this group homomorphism. These
two proofs, taken from [I7], are given below. Again, G, H denote two Abelian
groups and d := |H| is the order of H with smallest prime factor p. The group
homomorphism which is known by the prover is denoted by f. The security
parameter of the following proofs is an integer denoted by /.

GHIproof,(5)

Parameters: G, H,d

Input: ¢, S ={(g1,€1),...,(9s,€5)} CG x H

1: The verifier picks r; EU G and a;; €y Zg uniformly at random
fori=1,...,fand j =1,...,s. He computes u; = dr; + a;191 +

-+ a;,59s and w; = a1 + -+ a;ses for e =1,...,¢. He sends
u1,...,up to the prover.
2: The prover computes v; = f(u;) for i = 1,...,¢. He sends to the
verifier a commitment to vy, ..., vy.

3: The verifier sends all 7;’s and a; ;’s to the prover.

4: The prover checks that the u;’s computations are correct. He then
opens his commitment.

5: The verifier checks that v; = w; fori=1,..., /.

coGHIproof,(S,T)
Parameters: G, H,d,p
Input: /, S = {(91761) S (9ses)t T ={(21,21), .., (21, 20) }

1: The verifier picks r; k GU G, a;jr €u Zqg, and )\ €v Z, uniformly
at random for i =1,...,¢,j=1,...,s, k=1,...,t. He computes
Ug | 2= dri,k + Zj‘:l ai,j,kgj + Nz and Wik 1= Zj‘:l a; k€5 + i 2k
Set w = (u1,1,...,ur¢) and w := (w1,1,...,ws,). He sends u and w
to the prover.

2: The prover computes v; i, := f(u; ) and yg := f(zg) fori=1,...,¢
k= 1,...,t. Since w;; — virx = Ai(2x — yi), he should be abld!
to find every \; if the verifier is honest since z; # yi for at least
one k. Otherwise, he sets \; to a random value. He then sends a
commitment to A = (A1,...,A¢) to the verifier.

3: The verifier sends all 7; 1’s and a; ; 1’s to the prover.

4: The prover checks that u and w were correctly computed. He then
opens the commitment to A.

5: The verifier checks that the prover could find the right .

In the original article [I7], a 2-move variant for these two protocols was sug-
gested without a proof. The variant is achieved by removing the two messages

! Note that this requires to select H in which one can extract discrete logarithms lying
in the restricted set {0,1,...,p — 1}. In practice, this may not be a problem since
we prefer p = 2 as shown in [16].
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sent in the middle of the protocol for achieving the zero-knowledge property
through the commitment scheme. In order to maintain zero-knowledge, the ver-
ifier sends a kind of commitment on a seed which generates the challenges to the
prover. This commitment can only be opened by the prover after this one solved
the challenges. We notably modify the original 2-move protocols by adding a
trapdoor one-way permutation with associated secret key XY . Namely, we con-
sider the permutation TPOW,C}\!(-) and its inverse TPOW v (-)~!. We denote

Succi:“"tp the probability that an adversary A can compute TPOW,E\l, (y) given

a random y, without knowing Y. For the sake of simplicity, we use the same
notation for both protocols. The 2-move variant of GHIproof is given here.

2-GHIproof(S)
Parameters: G, H,d
Input: ¢, S ={(g1,€1),...,(gs,e5)} CG x H
1: The verifier picks seedC €y {0,1}*¢ uniformly at random, and by
applying a pseudorandom generator GenC on this seed, generates
values 7; € G and a;; € Zg for ¢ =1,...,0 and j = 1,...,s. He
computes u; = dr; + a;191 + - + Gis9s, Wi = Q5161 + -+ Q5 s€s
fori=1,...,¢, and 9, = TPOW,C[\!(seedC). Using a cryptographic
hash function H. : {0,1}* — {0,1}%¢, the verifier computes h. :=
H.(wi,...,w;)®seedC. He sends us, . .., ur, h. and ¥. to the prover.
2: The prover computes the values v; = f(u;) for ¢ = 1,...,¢ and
seedC’ = H.(v1,...,vs) @ h.. He checks that 9, = TPOW,CX (seedC’)
and that GenC(seedC’) generates values a;;'s and r;’s such that
u; r=dri+a;191 + - +a;s9s for i =1,...,¢. He sends seedC’ to
the verifier.
3: The verifier checks that seedC’ = seedC.

The interactive proof coGHIproof can be transformed in a 2-move proto-
col in a similar way. Namely, the verifier picks seedD € {0,1}*¢ and uses a
pseudorandom generator GenD to generate the 7; ;.’s, a; ; 1’s, and A;’s, and ¥4 =
TPOW,C[\!(seedD). He then sends the corresponding u, w, hg := Hy(A1,..., )@
seedD, and ¥4, where Hy : {0,1}* — {0,1}*¢ is a cryptographic hash func-
tion. In step 2 of the protocol, the prover retrieves seedD’, and checks whether
Ua = TPOWy (seedD’) and GenD(seedD’) generates the right u, w. Then, he
sends seedD’.

Note that the complexity of both protocols are comparable to their 4-move
variants.

4.3 MOVA Description

Below, we briefly present the MOVA scheme. For a more detailed description,
we refer to [I7].

Setup. The signer chooses two Abelian groups Xgroup and Ygroup and a se-
cret group homomorphism Hom : Xgroup — Ygroup. He picks seedK &
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{0,1}* and using a pseudorandom generator GenK generates Lkey values
Xkeyy, ..., Xkeyy e, € Xgroup. Then, he computes Ykey, := Hom(Xkey;)
fori=1,...,Lkey.

Public Key. ICIS) := (Xgroup, Ygroup, d,seedK, (Ykey, ..., Ykeyy ., ), para),
where the set para = (Lkey, Lsig, Icon, Iden, k., k4, ks) is composed of in-
teger parameters.

Secret Key. K5 := Hom.

The main goal of the setup is to ensure that the points (Xkey,, Ykey;)’s
uniquely characterize Hom to avoid that several secret keys correspond to the
same public key. This is necessary to guarantee the non-repudiation of the sig-
nature scheme. For this, one can either put many enough points or produce
an interactive or non-interactive zero-knowledge proof of unique interpolation.
These additional setup variants are described in [I7]. In fact, the different setup
variants ensure that Xkeyy, ..., Xkeyy ., Ygroup-generate Xgroup. In this case,
we say that the public key is valid.

Signature Generation. Let m € {0,1}* be a message. Applying a pseudo-
random generator GenS on the message m, the signer generates Lsig values
Xsigy, ..., Xsigpg, € Xgroup. He then computes Ysig; := Hom(Xsig,) for
i=1,...,Lsig. The signature o is (Ysigy, ..., Ysigyqg)-

Confirmation Protocol. Given a message-signature pair (m, o) as input and
an integer Icon a security parameter, the signer (prover) and the verifier
retrieve the values Xkey,’s, Xsig;’s from the message and the public key.
The signer checks the validity of the signature. If this one is valid, the signer
and the verifier run GHIproofy,, (S) on the set

S = {(Xkey;, Ykey;)|i = 1,...,Lkey} U {(Xsig;, Ysig;)|j = 1,..., Lsig}.

Otherwise, the signer aborts.

Denial Protocol. Given an alleged invalid message-signature pair (m,o) as
input and an integer Iden a security parameter, we denote the signature
o = (Zsigy, ..., Zsig,). The signer and the verifier retrieve the Xkey,’s
and Xsig;’s. The signer checks the invalidity of (m, o). If this one is really
invalid, they run the protocol coGHIproofy,,.,(S,T) on the sets

S = {(Xkey,, Ykey,)|[i = 1,...,Lkey} T = {(Xsig;,Zsig;)[j =1,...,Lsig}.

The 2-move version of MOVA is exactly as above except that GHIproof and
coGHIproof are replaced by 2-GHIproof and 2-coGHIproof respectively.

5 Security of the 2-Move MOVA Scheme

Here, we prove that the 2-move modified version of the MOVA scheme satisfies
the security properties mentioned in Section [Bl The proofs of resistance against
forgery attacks and invisibility were inspired from [I3].
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Theorem 3. Let S = {(Xkeyy, Ykey;), ..., (Xkeyp ey, Ykeyy ey )} and e denote
the natural logarithm base. Assuming that GenC, GenS, GenD, Hy, and H. are
random oracles, that signer’s public key is valid, and that TPOW is a trapdoor
one-way permutation, the MOVA scheme with 2-move confirmation and denial
protocols satisfies the following security properties.

1. The confirmation (resp. denial) protocol is complete.

2. Let p be the smallest prime factor of d. The confirmation (resp. denial)
protocol is sound: for any invalid (valid) message-signature pair, any cheat-
ing signer S* limited to qu, (resp. qm,) queries to H. (resp. Hy), is such
that the probability Succg-®" < Succ™ ™ + qr p~1° (resp. SuccSSCi*'de" <
Succ™ ™ + g, p~19e), where Succ™ ™ is the mazimum of Succ'y ™ among
all adversaries A which have similar complexity as S*.

3. The confirmation (resp. denial) protocol is perfect non-transferable.

4. The confirmation (resp. denial) protocol is statistical black-box straight-line
zero-knowledge.

5. Assume that for any solver B with a given complezity, we have

Lsig-S-GHIP
Succ s S CHIP < ¢

Then, any forger F with similar complexity using qs signing queries and qy
queries to the confirmation/denial oracle wins the existential forgery game
under an adaptive chosen-message attack with a probability

Succi ™ < e(1+ gs)(1+ qv)e.
6. Assume that for any algorithm B with a given complexity, we have
/—\dvIlfig'S'GHID <e and Succllg,Sig'S'GHIP <.

Then, any distinguisher D with similar complexity using qs signing queries
and qy queries to the confirmation/denial oracle wins the invisibility game
under a chosen-message attack with advantage

Advi{;"'ma <e(1+qs)(e +2e(1+qv)e).

Remark 4. The soundness and zero-knowledge of the confirmation and denial
protocols as well as the invisibility and the resistance to existential forgery at-
tacks hold in the random oracle model.

Remark 5. Similarly to [14], the efficiency of the security reduction for the ex-
istential forgery can be improved (factor (1 + qy)~! is removed) by replacing
GHI problem by its gap variant [20]. This problem consists in solving the GHI
problem using an access to an oracle which solves the GHID problem. This one
helps to simulate the confirmation and denial oracles.

Proof. Below we prove Theorem [Bl Completeness is omitted since it is obvious.
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Soundness of Confirmation. Let S* be a cheating prover who wants to confirm
the validity of an invalid signature o = (Zsigy, ..., Zsigy y,). Note that S is fed
with the signer secret key KS. Without loss of generality, we can assume that
S* always responds correctly to the verifier whenever he queries seedC to GenC.
Indeed, he can check that seedC is the preimage of ¥J. by TPOW and answer
seedC to the challenge if correct. (With an honest verifier, there is no need to
check whether the challenge is valid.) Hence, the verifier always accepts when the
prover queries seedC to GenC. Similarly, we can assume that S* always responds
correctly to the verifier whenever he queries the right w to H. because he can
deduce seedC from h. afterwards. Note that when S* interacts with an honest
verifier, the verifier only accepts if S* outputs seedC.

We transform S* into an algorithm to invert the trapdoor permutation as
follows.

1. We receive a random challenge ¢., whose preimage by TPOW is denoted
seedC.

2. We generate the key material for the MOVA signature and generate some
random values 7;’s and a;;’s. We deduce some u;’s and w;’s and pick a
random h.. Then (u, ke, 9.) is a challenge for the prover. We simulate GenC
as follows: for any query except seedC (we can check whether a value is
seedC by checking that its image by TPOW is ¥.) we simulate a random
oracle as usual i.e., we maintain a list of elements queried to GenC with
corresponding answers and simulate according to this list. If the query is
new, we simply pick the answer at random and add the pair in the list.
For the query seedC we stop the overall simulation and yield seedC: the
inversion of ¥, succeeded. We simulate H,. as follows: for any query except
w = (w1,...,Wron) We simulate a random oracle (like for GenC). For the
query w we stop: the inversion of . failed.

3. We run S* according to our simulation rules. If S* outputs some value, we
check whether it is seedC. If it is, we output it, otherwise we fail.

The algorithm succeeds to invert the trapdoor permutation at the condition
that either (event A) S* succeeds without even querying seedC to GenC nor w
to H., or (event B) that S* queries seedC to GenC without querying w to H.
beforehand. Let C be the event that S* queries w to H. before querying seedC
to GenC. Since the simulation is perfect, Pr[AUB]+Pr[C] is the probability that
S* passes the protocol with an honest verifier. We have Pr[A U B] < Succ™ .
Below we show an upper bound for Pr[C]. To this, we consider a simulator B
which plays with S* to win the following game:

Game: A challenger picks elements r;’s and a;;’s uniformly at random and

Lkey Lkey+Lsig . L
compute u; = dr; + ;77 a;;Xkey; + >0 0 0 XSig; ey, and w; =

Z?ﬁy aijYkey; + Z?iiykt;rf i jZ81g; 1 key- The simulator B receives the u;’s
and wins the game if he finds all the values w;’s.
B simply forwards the received challenges u;’s and picks h. and . uniformly at

random in {0, 1}*<. B simulates the oracle H, as above, except that he guesses
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when the w;’s are queried. For this, he just picks an integer £ € {1,...,qm.}
uniformly and stops the simulation at the ¢th query made to H,.. The simulator
then answers the values w;’s. Note that S* cannot query seedC to GenC when
event C occurs. The simulation is perfect in the C' case provided that ¢ is correctly
guessed. Thus, we have Pr[D] > 1/qy, - Pr[C], where D denotes the event of
winning the above game. By the assertion Bl of Lemma 2 Pr[D] < p~I°®. Thus,
Pr[C] < qu.p~'°". So, the confirmation cannot succeed with probability larger
than Succ™ ™ + g p~leon,

Soundness of Denial. This proof works in a very similar way as for the confir-
mation. The only difference is that we replace GenC by GenD, H. by Hy, Icon
by Iden, k. by kg4, seedC by seedD.

Non-transferability of Confirmation. We describe a simulator B interacting with
V. First, B launches V and receives the first message (which should be v =
(u1, ..., ulcon)7 he, and 9..). If (m, o) is valid, the simulator computes seedC’ =
TPOWE;, (¥.) and using GenC generates coefficients a;j and 7} and correspond-
ing u} and w) for ¢ = 1,...,Icon and j = 1,...,Lkey + Lsig. Then, B checks
whether u] = w; for i = 1,...,Icon, seedC’ = H.(w},...,wj.,) @ he. If it
is the case, B outputs the transcript (h.,w,?.,seedC’). Otherwise, it outputs
(he,w, Y., abort). If (m, o) is invalid, the simulator outputs abort. Note that an
honest signer would check exactly the same equalities (in a different way) and
would answer exactly in the same way. Hence, the non-transferability is perfect.

Non-transferability of Denial. This proof is similar.

Straight-Line Zero-Knowledge of Confirmation. If V* is given Y, the simula-
tion can be done perfectly as for the non-transferability. Now, we consider that
V* (and the simulator B) is not given KY. B runs the verifier V* and looks
at the queries made by V* to the oracle GenC. B puts these qgenc queries
seedCy, for 1 < k < ggenc as well as the corresponding answers of GenC in
memory. The simulator then receives the first message M of V*. If this one
has not a correct format, the simulator outputs the transcript (M, abort). Oth-
erwise, the simulator checks whether one answer among those queries seedCy’s
made to GenC generates the challenges u;’s correctly and the image of this
query by TPOW is equal to 9. If it is not the case, B outputs the transcript
(u1, - - -, Ulcon, P, Ue, abort). Otherwise, the simulator is able to compute the right
w;’s from this answer (the right r;’s and a; ;’s) using the homomorphic property
of Hom, namely w; = Hom(u;) = Z?kely a; jYkey; + Z?kiykt;flg i YSig; 1 key
fori=1,...,Icon. From the w;’s, B computes seedC* := h. & H.(w1, ..., Wicon)
and checks whether seedC* generates the right r;’s and a;,;’s. In the positive case,
B outputs the transcript (u1, - .-, Ucon, fic, Ve, seedC™). In the negative case, it
outputs the following transcript (ui, ..., Uicon, e, ¢, abort).

It remains to show that the two transcript distributions are statistically indis-
tinguishable. When the first message has not a correct format, the two transcripts
are clearly identical. Let consider the case where the verifier did not query any
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seedCj which produces the challenges u;’s and whose image by TPOW leads to
Jc. In this case, the honest prover will not abort the protocol only if he retrieves
a seedC = H(wi,...,Wicon) D h. which generates the challenges u;’s and 9.
This occurs only if the verifier V* was able to guess that the output values of
the query seedC to the oracle GenC generate the right r;’s and a;;’s. Since GenC
is a random oracle, no polynomial time verifier V* can succeed to do that with
a non-negligible probability. We still have to consider the case where the verifier
queried a seedCy, which produces the challenges u;’s and .. We see that the two
transcripts are always identical, since the simulator clearly knows the answer of
the honest prover by learning the right w;’s. Therefore, we can conclude that
the two transcript distributions are statistically indistinguishable.

Straight-Line Zero-Knowledge of Denial. This proof is similar.

Unforgeability. Let F be a forger who succeeds to existentially forge a signature
under an adaptive chosen-message attack with a non-negligible probability e.
We will construct an algorithm B which solves the Lsig-S-GHI problem with
S = {(Xkeyy, Ykey,), ..., (Xkeyp .y, Ykeyy . )} using the forger F and KY.
At the beginning, B receives the challenges x1, ..., 21sig € Xgroup of the Lsig-
S-GHI problem. Then, B runs the forger and simulates the queries to the ran-
dom oracle GenS, gs queries to the signing oracle Sign and gy queries to the
denial/confirmation oracle Ver. We can assume that all messages sent to Sign
resp. Ver were previously queried to GenS (since the oracle Sign resp. Ver has to
make such queries anyway). B simulates the oracles GenS and Sign as follows:

GenS. For each message m queried to GenS, B maintains a list of each mes-
sage and corresponding answer (m, Xsigy, ..., Xsigyy,). If the message was
already queried, B outputs the corresponding answer in the list. Otherwise,
he picks a; ; €y Zg4 and r; €y Xgroup uniformly at random for 1 <7 < Lsig,
1 < j < Lkey. With probability ¢, he answers Xsig, := dr; +Z?ﬁy a; jXkey
fori=1,...,Lsig. We call it type-1 answer. With probability 1 — ¢, the an-
swer is Xsig; := dr; + z; + Z;Jiely a;jXkey; for i = 1,...,Lsig. We call it
type-2 answer. For each message, B keeps the coefficients a; ;’s and r;’s and
answer type in memory. Note that the simulation is perfect by the assertion 2]
of Lemma [2 since the public key is valid.

Sign. For a message m, if the answer to the GenS query of m was of type-1,
then B answers Ysig, := Z;‘iely a; jYkey; for © = 1,...,Lsig. Otherwise, it
aborts the simulation.

Let (m;,o0;) denote the ¢th query to Ver for 1 < i < gy and (mgy 41,04, +1)
denote the F output. In order to simulate the answers of the queries made to
Ver, B guesses the smallest ¢ such that (m;,o0;) is a valid forged pair (i.e., m
was not queried to Sign). To this, B simply picks ¢ uniformly at random in
{1,...qv + 1}. B deals with the ith query as follows:

i < {. To any query (my,0;), B checks whether m; was submitted to Sign. If
it is the case, B is able to decide whether (m;,o;) is valid and simulates
the appropriate protocol. Otherwise, B guesses that (m;,o;) is invalid and
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simulate the appropriate protocol. The simulation is done as the simulator in
the proof of non-transferability of the confirmation (resp. denial) protocol.
i = (. Let (my,00) := (my, Ysigy, ..., Ysigpg,). If the corresponding Xsig,’s were
of type-1, B aborts. Otherwise, when ¢ was correctly guessed Ysig, = y; +
Z;‘iely a; jYkey; and B is able to deduce the y;’s of the Lsig-S-GHI problem.

It remains to compute the probability that B retrieves the y;’s and did not abort.
This event occurs if B is able to simulate all Sign queries, guess the right ¢ and
use the message my to deduce the y;’s. Therefore, Pr[B succeeds|F succeeds] =
q%(1—q)/(qv +1). As for the full-domain hash technique [7] and as in [I3], the
optimal ¢opt = gs/(gs + 1). Thus, the success probability is greater or equal to

(1/e(1 +gs)(1 +qv))e.

Invisibility. Let D be a distinguisher which breaks the invisibility of the MOVA
scheme with an advantage €. We construct an algorithm B which solves the Lsig-
S-GHID problem by using D and KY. At the beginning, B is challenged with
a tuple {(z1,v1), .- -, (TLsig, YLsig) } € (Xgroup x Ygroup)™i& for which it has to
decide whether Hom(z;) = y; for all 1 < i < Lsig or if this tuple was picked at
random. Like for the proof of the existential forgery, the simulator B runs D and
simulates the queries to the random oracle GenS, gs queries to the signing oracle
Sign and the queries to the denial/confirmation oracle Ver. We can assume that
each message queried to Sign or Ver was previously queried to the random oracle
GenS. We assume that no query m to Ver was submitted to Sign beforehand.
(Otherwise, we can just simulate them with KY.) Let Forge be the event in which
D sends a valid message-signature pair to Ver. We first remove all instances for
which the event Forge occurs. So, we can now assume that D never submits any
valid pair (m, o) to Ver such that m was not previously submitted to Sign. B
simulates the oracles just like in the proof of unforgeability with £ = ¢y + 1 (we
excluded valid forged pairs).

After a given time, the distinguisher D sends a message m* to the challenger
of the invisibility game which is simulated by B. We can assume that m* was
queried to GenS (otherwise B simulates a new query). If the answer of m* to
GenS was of type-1, B aborts the simulation. Otherwise, it sends the challenge
signature (Ysigy, ..., Ysigf,) where Ysig] := y; + Z;ﬁely aijYkey; for 1 <i <
Lsig. Then, D continues to query the oracles which are simulated by B as above.

Finally, D outputs a guess bit &’. The simulator B outputs the same bit o’ as
guess bit to the Lsig-S-GHID challenger or a random bit when B aborted.

Using the homomorphic property of Hom, we deduce that the set {(z;, y;)} =%
interpolates in a group homomorphism with the set of points S if and only if
(m*, Ysig], ... ,Ysigfsig) is a valid message-signature pair. Hence, when the sim-
ulator does not abort and the event Forge does not occur, B perfectly simulates
the invisibility games. It remains to compute the advantage of B.

For a bit b, we denote A; the probability event that B does not abort when
the challenge to B was of the form T}, (thus, B simulates the game Game™-<m2-b
to D). Note that the probability Pr[4;] = Pr[Ap] can be bounded in an optimal
way as in the proof of existential forgery attacks, namely, by choosing ¢ ade-
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quately we get Pr[41] > (1/e(1 + gs)). We now define the events By and Dy
which occur when B and D respectively outputs the bit 0 when the challenge
was of the form T,. Note that if A, happens, both events B, and D;, occurs
simultaneously. Let us denote g resp. €1, the probability for D to output 0 in
the game Game™ M0 resp. Game™ ™1 We now estimate Pr[By|Ag] and
Pr[B;|A;] with respect to g and e1. To this end, we notice that the event By|Ay
resp. B1|A; occurs simultaneously with the event where D outputs 0 in the game
Game™ M0 resp. Game™ ™1 provided that the event Forge does not occur.
Hence, applying the difference lemma of Shoup [22] leads to

|Pr[By|Ap] — eb| < Pr[Forge]

for b = 0,1. From this, we can deduce that Pr[By|Ag] > ¢ — Pr[Forge] and
Pr[Bi1]|A1] < e1 + Pr[Forge]. Without loss of generality, we can assume that
Pr[By] > Pr[B4]. The advantage of B is then equal to

PI‘[B()] — PI‘[Bﬂ = PI‘["A()] . (PI‘[B()|_|A0} — PI‘[Bl|_|A1])
+ Pr[Ag] - (Pr[Bo| Ao — Pr[By|A1)).

Since Pr[By|-Ao] = Pr[Bi|-A1] = 1/2 and g5 — £, = Advif' ™™ we finally have

i 1
AdVL51g—S-GHID >

inv—cma __
B Z (1 1 gg)e (AdvD 2 Pr[Forge]) .

We can conclude by noting that Forge occurs with a probability bounded by
e(1+gs)(1+ gv)e’ by assertion [fl 0

Remark 6. MOVA scheme can be made probabilistic so that the invisibility no-
tion defined in [8] is satisfied. To this, it suffices to append some randomness r
to the message to sign and to add r in the signature. The drawback is that the
signature enlarges.

Consequences for the Signature Parameters. One of the main advantage of
MOVA scheme as stated in [I7] is the fully scalable signature size. It was argued
that one could potentially consider signatures of size of 20 bits, but the corre-
sponding security level was not precisely quantified. Namely, the efficiency of the
security reduction in [I7] is not detailed and the security model did not consider
queries to the confirmation/denial oracle. Our security reduction provides a more
precise result. Assuming that any solver with same computational resource as a
given forger cannot solve Lsig-S-GHI problem with a probability significatively
greater than |Ygroup| =™, the assertion [l of Theorem Bl shows that we have
Succi ™ < [Ygroup| “e(gs + 1)(qv + 1). Note that the assumption can be
reached by scaling Xgroup adequately, namely without any modification of the
signature size. This is the case when Hom is the Legendre symbol (-/p) defined
on an RSA modulus n = pq. A signature size of Lsig > 52 bits achieves a success
probability for the existential forgeability of at most 2720 with ¢s = 2'° and
qv = 22°. Similarly, assuming that /—\dvIKfig'S'GHID ~ 0 for any B with similar
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complexity as the invisibility distinguisher D, assertion [6] of Theorem [B] shows
that Advin™“™ ~ 2e2ggqy 2%, which leads to AdviR "™ ~ 2718, Results for
the soundness can be obtained with Succ™* ~ 0. For the 2-move verification
protocols, we can achieve a soundness probability of 2720 with Icon = Iden = 60,
qu. = qm, = 2*°.

6 Conclusion

We revisited a 2-move variant of the MOVA undeniable signature scheme which
was proposed without any proof. By using a trapdoor one-way permutation
adequately, we were able to make the verification protocols non-transferable. All
the other required security properties are thoroughly analyzed in the random
oracle model, thereby allowing to quantify the security of the different properties
in terms of the signature parameters. So, as far as we know, this is the first time
a provably secure undeniable signature scheme with 2-move confirmation and
denial protocols is obtained. This result shows that minimal number of moves in
an undeniable signature with interactive protocols can be reached in practice.

References

1. B. Barak, Y. Lindell, and S. P. Vadhan. Lower Bounds for Non-Black-Box Zero
Knowledge. In 44th Annual IEEE Symposium on Foundations of Computer Sci-
ence, FOCS 03, pages 384-393. IEEE Computer Society, 2003.

2. M. Bellare and P. Rogaway. Random Oracles are Practical: A Paradigm for Design-
ing Efficient Protocols. In 1st ACM Conference on Computer and Communications
Security, pages 62—-73. ACM Press, 1993.

3. J. Boyar, D. Chaum, I. Damgard, and T. P. Pedersen. Convertible Undeniable
Signatures. In Advances in Cryptology — CRYPTO ’90, volume 537 of Lecture
Notes in Computer Science, pages 189-205. Springer-Verlag, 1991.

4. J. Camenisch and M. Michels. Confirmer Signature Schemes Secure against Adap-
tive Adversaries. In Advances in Cryptology — EUROCRYPT ’00, volume 1807 of
Lecture Notes in Computer Science, pages 243-258. Springer-Verlag, 2000.

5. D. Chaum. Zero-Knowledge Undeniable Signatures. In Advances in Cryptology
- EUROCRYPT ’90, volume 473 of Lecture Notes in Computer Science, pages
458-464. Springer-Verlag, 1990.

6. D. Chaum and H. van Antwerpen. Undeniable Signatures. In Advances in Cryp-
tology — CRYPTO 89, volume 435 of Lecture Notes in Computer Science, pages
212-217. Springer-Verlag, 1990.

7. J.-S. Coron. On the Exact Security of Full Domain Hash. In Advances in Cryptology
- CRYPTO 00, volume 1880 of Lecture Notes in Computer Science, pages 229-235.
Springer-Verlag, 2000.

8. S. D. Galbraith and W. Mao. Invisibility and Anonymity of Undeniable and Con-
firmer Signatures. In Topics in Cryptology — CT-RSA ’03, volume 2612 of Lecture
Notes in Computer Science, pages 80-97. Springer-Verlag, 2003.

9. R. Gennaro, H. Krawczyk, and T. Rabin. RSA-Based Undeniable Signatures. In
Advances in Cryptology — CRYPTO 97, volume 1294 of Lecture Notes in Computer
Science, pages 132—-149. Springer-Verlag, 1997.



36

10

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

J. Monnerat and S. Vaudenay

O. Goldreich. Foundations of Cryptography, Volume I Basic Tools. Cambridge
University Press, 2001.

S. Goldwasser, S. Micali, and R. L. Rivest. A Digital Signature Scheme Se-
cure Against Adaptive Chosen-Message Attacks. SIAM Journal on Computing,
17(2):281-308, 1988.

M. Jakobsson, K. Sako, and R. Impagliazzo. Designated Verifier Proofs and Their
Applications. In Advances in Cryptology — EUROCRYPT ’96, volume 1070 of
Lecture Notes in Computer Science, pages 143-154. Springer-Verlag, 1996.

K. Kurosawa and S.-H. Heng. 3-Move Undeniable Signature Scheme. In Advances
in Cryptology — EUROCRYPT ’05, volume 3494 of Lecture Notes in Computer
Science, pages 181-197. Springer-Verlag, 2005.

F. Laguillaumie and D. Vergnaud. Short Undeniable Signatures Without Random
Oracles: the Missing Link. In Progress in Cryptology — INDOCRYPT ’05, volume
3797 of Lecture Notes in Computer Science, pages 283—-296. Springer-Verlag, 2005.
H. Lipmaa, G. Wang, and F. Bao. Designated Verifier Signature Schemes: Attacks,
New Security Notions and a New Construction. In Automata, Languages and
Programming: 32nd International Colloquium, ICALP ’05, volume 3580 of Lecture
Notes in Computer Science, pages 459—-471. Springer-Verlag, 2005.

J. Monnerat, Y. A. Oswald, and S. Vaudenay. Optimization of the MOVA Undeni-
able Signature Scheme. In Progress in Cryptology — MYCRYPT ’05, volume 3715
of Lecture Notes in Computer Science, pages 196-209. Springer-Verlag, 2005.

J. Monnerat and S. Vaudenay. Generic Homomorphic Undeniable Signatures. In
Advances in Cryptology — ASIACRYPT ’04, volume 3329 of Lecture Notes in Com-
puter Science, pages 354-371. Springer-Verlag, 2004.

J. Monnerat and S. Vaudenay. Undeniable Signatures Based on Characters: How
to Sign with One Bit. In Public Key Cryptography — PKC ’04, volume 2947 of
Lecture Notes in Computer Science, pages 69-85. Springer-Verlag, 2004.

W. Ogata, K. Kurosawa, and S.-H. Heng. The Security of the FDH Variant of
Chaum’s Undeniable Signature Scheme. In Public Key Cryptography — PKC' 05,
volume 3386 of Lecture Notes in Computer Science, pages 328-345. Springer-
Verlag, 2005. Extended version available on: Cryptology ePrint Archive, Report
2004/290, http://eprint.iacr.org/.

T. Okamoto and D. Pointcheval. The Gap-Problems: A New Class of Prob-
lems for the Security of Cryptographic Schemes. In Public Key Cryptography
— PKC ’01, volume 1992 of Lecture Notes in Computer Science, pages 104-118.
Springer-Verlag, 2001.

R. Pass. On Deniability in the Common Reference String and Random Oracle
Model. In Advances in Cryptology — CRYPTO ’03, volume 2729 of Lecture Notes
in Computer Science, pages 316-337. Springer-Verlag, 2003.

V. Shoup. Sequences of Games: A Tool for Taming Complexity in Security Proofs.
Cryptology ePrint Archive, Report 2004/332, 2004. http://eprint.iacr.org/.



Searching for Compact Algorithms: CGEN

M.J.B. Robshaw

France Telecom Research and Development
38-40, rue du Général Leclerc

92794 Issy les Moulineaux, Cedex 9, France
matt.robshaw@orange-ft.com

Abstract. In this paper we describe an AES-like pseudo-random number
generator called CGEN. Initial estimates suggest that the computational
resources required for its implementation are sufficiently modest for it
be suitable for use in RFID tags.

1 Introduction

There has been much recent interest in extending cryptographic techniques to
resource-constrained devices. Much of this work has centered around the design
of exotic primitives and protocols suitable for demanding environments such as
radio frequency identification (RFID) tags. There is, however, something unset-
tling about building a security infrastructure on entirely new design techniques
that might be vulnerable to innovative attack. However, at the same time, many
standardised algorithms are not suited to deployment on the cheapest tags. This
gap between extreme proposals and more conventional primitives has made the
design of lightweight, but trusted, algorithms an active topic of research.

In this paper we propose an algorithm that is designed to (partially) fill this
gap and we introduce a pseudo-random number generator (PRNG) that we call
CGEN for “compact generator”. Some reasons for concentrating on this type of
primitive are provided in Section [T, but our goal is a PRNG that would occupy
1000-1500 gate equivalents (GE) in silicon, make modest power demands, and
yet fit this middle ground of dedicated-but-strong cryptography.

The properties we seek for a PRNG essentially coincide with those we expect for
a good stream or a block cipher in an appropriate mode. Unfortunately, however,
there are currently no widely-trusted stream ciphers that are suitable for com-
pact hardware implementation, though there are efforts to try and rectify this
with the eSSTREAM initiative [II]. Two proposals in particular—the more tradi-
tional GRAIN [I6] and the innovative TRIVIUM [5]—appear to offer considerable
promise. By contrast, we do have a well-trusted block cipher—the AES [2T]—
and, up to a number of encryptions dictated by birthday attacks, the output
from this block cipher in counter mode would be adequate for our purposes.
However, even when considering recent impressive implementation results [12],
the hardware requirements of the AES remain excessive.

In this paper we build on recent trends in block cipher design but, for the
application we have in mind, we observe that a block cipher offers more than we
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need. In fact the restricted scope for attacks against the proposed PRNG, partic-
ularly when used in its intended environment, suggest that much of the usual
block cipher machinery can be removed. Our goal, therefore, is an algorithm
whose dedicated purpos is to act as a PRNG and our proposal is best viewed as
a complement to algorithms like GRAIN and TRIVIUM, but one that uses typical
block cipher techniques in its design.

1.1 Why a (New) Compact Pseudo-random Number Generator?

The recent surge of interest in computationally-restricted devices has generated
many proposals for a wide range of protocols. Often, a hidden requirement is
that there be an efficient way to generate random bits, but it is not always clear
how this might be best achieved and a tag-specific PRNG may be more practical.
Another reason for looking at a PRNG can be found when considering public-
key schemes such as the GPS identification scheme [I4/22]. A common optimi-
sation in many commitment-challenge-response schemes is the use of coupons.
These consist of pre-computed commitments that are stored securely on the tag
and used one-by-one. Depending on storage limitations and the specifics of the
scheme, a further optimisation can sometimes be attained by regenerating (parts
of) the coupon with an efficient and compact PRNG as specified in ISO-9798 [15].
Thus, a compact PRNG might be used to generate a modest number of coupons
for use within a larger scheme. More generally, for a variety of constrained ap-
plications, the ability to efficiently generate pseudorandom bits from a fixed,
per-device, secret seed could well be of great interest.

Block ciphers, or constructions built around block ciphers [I7], can provide a
convenient solution and a benchmark is provided by the AES for which a com-
pact implementation requires around 3600 GE [12]. Despite the name, the Tiny
Encryption Algorithm TEA, and extensions [25/26], require more resources than
we would like, and our attention shifts to two dedicated block cipher proposals
MCRYPTON [I§], which has many design features in common with CGEN and
will be discussed in Sections and B2] and SEA, the Scalable Encryption Al-
gorithm [24] which achieves a small implementation footprint at some cost to
performance. Other approaches to designing a PRNG might rely on the use of
dedicated hash functions such as MD5 [23] or SHA-1 [20]. But independently
of issues about the suitability of these primitives for new applications, the re-
source cost of implementing such algorithms is high. We therefore believe that a
PRNG that stays close to established design principles, but provides the necessary
functionality at a reduced cost, may be attractive.

In general terms there might be two approaches to the design of a new PRNG.
We might try and develop a “provably secure” scheme that would relate any ad-
vantage in predicting the output from the PRNG to an advantage in solving some
underlying hard problem. While such an approach has typically been viewed as
difficult in symmetric cryptography, particularly when reasonable performance

! Since CCEN is essentially built around a block cipher one could use it in this way
after some adjustments.
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is required, there has been much progress in this direction with the designs of
QUAD [2] and vsH [§]. This is a trend we might expect to develop in the coming
years. Here though, we design a scheme whose security depends on bit-level de-
sign and analysis. Just like the AES, however, its construction allows us to make
some (positive) claims about the security offered by the scheme.

1.2 The Intended Environment and Implications

The essential nature of an RFID application is of cheap tags being deployed
widely, used relatively infrequently, and then disposed. This characterisation
doesn’t apply to all RFID-based applications, but it is a reasonable description
of those that use cheaper tags.

We will see in what follows that CGEN is essentially a block cipher in counter
mode. However, since the secret key is a fixed, per-device seed, CGEN lacks a key
schedule. There is also no need to provide decryption, and CGEN operates on a
restricted space of input plaintexts. All of these factors contribute to a reduced
hardware footprint, but what remains is still cryptographically strong.

The block size of the underlying cipher is 64 bits thus, as the number of
outputs approaches 232, the birthday paradox implies that CGEN would be dis-
tinguishable from a perfect random number generator. However, CGEN is only
intended to be used at most 2'¢ times and this has implications on the capabil-
ities of the attacker and the attacks that can be mounted.

An attacker knows the inputs to at most 2'6 different invocations of CGEN
since these are generated by a counter. This immediately limits the number
of plaintexts and plaintext pairs available for cryptanalysis. There will be no
opportunity for choosing the input, and the secret key is fixed so there are no
opportunities for some of the more sophisticated block cipher attacks such as
those that rely on related keys. And finally, depending on the application, it is
possible that the output from CGEN might never leave the device. Despite these
limitations on the capabilities of the attacker, we do require CGEN to offer a good
level of security and this is discussed at some length in Section [3

We note that hardware-level attacks to recover the secret seed from the tag,
or denial of service attacks that consume all available iterations of CGEN and
thereby exhaust the tag can always be attempted. However, these threats are
more relevant to the application than the algorithm. Thus they lie outside the
scope of this paper which will be solely concerned with cryptanalytic threats.

2 The Proposal: CGEN

One approach to the design of a PRNG might be to use “very simple operations
very often”. The approach within CGEN is to use slightly heavier components
more sparingly. In what follows, it is obvious that we stay very close to the
design principles embodied in the AES. These are techniques that work, and
ones with which we are familiar. Essentially CGEN is a block cipher running in
counter mode. However, since the intended environment uses a fixed, per-device,
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aoo Go1 @o2 ao3

aip ai1 a2 ai3

azp a21 22 a23

aszo a31 as2 a33

1. For counter value ¢; = [cio|ci1]|ciz||cis], for 0 < j < 3, set ao; = ao; D cij-
2. Do one round of mixtable.
3. Combine state with seed: for 0 < 4,5 < 3 set as; = ai; @ S1644i+;-
4. Do three rounds of mixtable.
5. Combine state with seed: for 0 < 7,5 < 3 set ai; = ai; D Sai+;.
6. Do two rounds of mixtable.
7. Combine state with seed: for 0 < 4,5 < 3 set ai; = aij © S16+4i+;-
8. Do two rounds of mixtable.
9. Combine state with seed: for 0 <,j < 3 set ai; = ai; D Sai+;.
10. Do two rounds of mixtable.

[y
[y

. Combine state with seed: for 0 < 4,7 < 3 set ai; = aij D S16+4+4i+j-
12. Output Vi where V; = [a00|| s HaogHal()H e Hau” """ Hagg]
13. If ¢; = 2'® — 1 the PRNG is no longer used. Otherwise increment ¢; by one.

Fig. 1. An overview of CGEN where the counter is initialised to zero. The 64-bit state
is considered as a (4 x 4)-array which, for 0 < ¢,7 < 3, is initialised with a;; = S4i+;.

secret seed there is a much reduced (effectively non-existent) key schedule. One
significant deviation from the AES is the relative size of elements in the state
array and the s-box; in the AES these are the same but in CGEN they are not.
This provides some advantages over other compact AES-like proposals.

Since the state is often the most space-consuming aspect, we adopt a state of
size 64 bits for CGEN. Each tag using CGEN possesses its own secret 128-bit seed
which need never be shared with any other entity. Compromise of the seed leads
to a compromise of CGEN and the seed s is represented as s = sg...s31 where
each s; is four bits long. At each iteration of CGEN (see Figure[l) a 64-bit value
v; is generated from some counter value ¢; = 7 and we have that v; = CGEN(¢;, )
for 0 < 4 < 216, The counter limit can be set to some other value if appropriate.

2.1 The mixtable Operation

Given the success of the elegant construction behind the AESs, it is appealing
to consider similar approaches. While we will see considerable similarity to the
AES, our construction uses an s-box that spans two table entries instead of one.
This has numerous security advantages over the obvious alternative of using a
reduced 4-bit s-box that covers a single array element. Such reduced s-boxes
can be found in natural small-scale variants of the AES [7] and in the design
of the nibble-based block cipher MCRYPTON [I8]. The primary observation is
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Fig. 2. For a straw-man proposal of CGEN we use the tweaked ANUBIS s-box [I]

that small s-boxes (operating on nibbles) cannot offer the same level of local
resistance to differential and linear cryptanalysis as larger ones. A secondary
observation is that when using a larger s-box that spans multiple entries, the
s-box is not limited to providing confusion, but also contributes to diffusion
within the state since it provides some mixing across the cells of an array. This
can provide a faster avalanche of change, as measured (say) by the expected
weight of a differential trail starting with one active array element which, in the
case of our construction, is 6.75 active s-boxes over two rounds instead of five
as for the AES. We will explore this issue more in Section We will also see,
in Section [3.3] that the conflict between the size of the array elements and the
s-boxes may help protect against structural attacks that are currently among
the most effective against AES-like structures.

Like the AES, the mixtable operation consists of s-box look-ups and column
mixes. In the substitution layer each s-box instantiates an 8-bit to 8-bit per-
mutation, with S-boxes in different rows of the arrays being offset against each
other.

ClozHaos],
ClnHalz],
ClzzHazs],
a31\|(a32 ] Oxl)].

agol|aot], aoz|laos =S

agollaor = S ]

aloHalsL anHalz =5
]
]

aizllaio = S
aonazl =5
assllagso = S

aonazl , (122H(123 =S
assllasol, asi|lass =S

The AES s-box is one option though an s-box that is less demanding in hardware
might be preferred (see Section[]). Given this latter consideration, we suggest to
use the tweaked s-box from the ANUBIS block cipher [I] for a straw-man version of
CGEN. While the construction of this s-box is nibble-based, something that might
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s-boxes Columns Swap
Goo @op1 Qo2 Qo3 Goo @op1 Qo2 Qo3 Goo @op1 Qo2 Qo3
aip ai1 a2 a3 aip ai1 a2 a3 aip ai1 a2 a3
> >
a0 a21 G22 Q23 a0 a21 G22 Q23 a2 a23 G20 21
a30 as1 as2 as3 G30 as1 as2 33 G32 a3z Qso a31

Fig. 3. Pictorial representation of the mixtable operation used within CGEN

be viewed as being too compatible with the CGEN structure, its implementation
requirements help us to achieve our hardware goal. The s-box is given in Figure[2l

The column mix can be written as four parallel invocations of a (4 x 4) matrix
M over GF(2%). To remain close to other proposals in the literature [7], we use
the field representation given by p(r) = 2* + x + 1 and the following array of
nibbles in hexadecimal notation;

2311
1231
1123
3112

We then swap agg||ag; with ags||azs while we swap aso||as:r with ass||ass. Note
that decryption is not required in CGEN and so the form of the inverse of the
matrix M is not of interest. The mixtable operation is illustrated in Figure Bl

2.2 Design Issues

The use of s-boxes that span two array elements will be discussed further in
Section Bl It will be noted that at each round 0x1 is exclusive-ored to array
position ags. This is motivated by considering the following array pattern that
would propagate across any number of rounds of mixtable without the exclusive-
or of 0x1, though the specific values to A and B would change between rounds.

o R oV S
= o W
SO oV S
= o W

Over the entirety of CGEN such symmetries are not a concern since they would
be destroyed by the inclusion of the seed, particularly the second insertion of
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seed material whose form conflicts with the combination of seed and counter at
the start. Thus the value of breaking such potential symmetry is not clear, par-
ticularly given the subsequent impact on implementation. However, it may be
prudent to avoid giving even a few rounds of predictable behavior for free, par-
ticularly when something as simple as flipping one bit within the array seems to
suffice. While exclusive-oring a round counter would help to reduce round sym-
metries even further, it would consume more resources. Thus the ideal resolution
of this issue will likely depend on implementation requirements.

The length of the input counter ¢; can be increased at little additional compu-
tational cost. While this would give a greater operational lifetime to CGEN, there
are advantages in not using CGEN too often (see Section [[L2). Figure [lillustrates
a straw-man proposal for CGEN but the number of rounds of computation can
be adjusted up, or down, as dictated by future analysis.

3 Security Issues

Existing analysis identifies promising elements in the design of CGEN with one
advantage lying in the interplay between the 8-bit s-box and the 4-bit state
mixing. In Section we outlined some of the ways the cryptanalyst would
be constrained in practice; the output might not always be available, when it
is available the amount of output is small, and at the same time the inputs
to CGEN have a restricted form. However, despite such practical limits on the
attacker, we consider a range of attacks inspired by conventional block cipher
cryptanalysis.

3.1 Brute-Force Attacks

We conjecture that there is no analytic attack on CGEN, respecting the limit
of 2'6 inputs and the inability to change key, that is more effective than the
range of brute-force attacks that take no advantage of the internal structure.
Such attacks include the fact that when used a limited number of times the
output from CGEN can always be guessed with probability that remains close
to 274 and an attacker can recover the seed in 27128 operations. However, as
for other cryptographic algorithms, there are time-memory trade-offs. For ex-
ample [4] with a pre-computation of 2%¢ operations and 2°¢ memory, one seed
from a set of 232 CGEN implementations can be recovered in 280 operations, pro-
vided the output for a specific counter value is available for every case. Other
trade-offs apply and the environment will often limit the application of such
attacks.

3.2 Differential and Linear Attacks

Differential [3] and linear cryptanalysis [I9] are powerful techniques that are
applicable, at least in principle, to a wide-range of primitives including block
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Fig.4. An illustration of one-round difference propagation in CGEN starting from a
single active array position

ciphers, stream ciphers, message authentication codes, hash functions, and of
particular interest to us here, PRNGs. These attacks are often referred to as
statistical attacks and the cryptanalyst exploits multiple interactions with the
algorithm, often at the cost of large quantities of data, with the goal of identifying
statistical patterns that allow key information to be recovered.

As we have observed, the intended environment of use for CGEN limits the
number of texts available to the adversary. Regarding differential attacks, for
example, the limited number of possible counter values constrains the amount
of data available. This is likely to hinder statistical attacks, particularly since
an adversary may be required to intercept many, if not all, the outputs from
CGEN. Nevertheless, it is instructive to consider the cryptanalytic properties of
the proposed construction. To illustrate, Figure ] demonstrates three different
possibilities for a differential trail over one round that starts with one active
array position.

For a good 8-bit s—boxE7 the first case occurs with a probability close to 116,
the second with a probability close to 1167 and the third with a probability close

2 For the particular case of the AES s-box, the experimentally-derived probabilities are

228 222 3390 : : :
3840 3s40> and 5350 respectively which are close to our estimates.



Searching for Compact Algorithms: CGEN 45

Table 1. Lower bounds to the number of active s-boxes and upper bounds to the
probability of differential characteristics in CGEN when using the AES or ANUBIS s-box

# Active  Probabilty with ~ Probabilty with

s-bozxes AES s-box ANUBIS s-box
2-round bounds: 5 2730 2725
3-round bounds: 8 2148 9140
Basic 4-round bounds: 10 2760 2750
Improved 4-round bounds: 15 279 2- 7

to ;. Using this, the expected number of active s-boxes over two rounds of CGEN,
when starting with a single active array position, is

1+4  1+4  7(1+6
N TOEE)

16 16 8 ~ 6.75.

Thus, while five active s-boxes are guaranteed to be active over two successive
rounds, it may be as many as seven. Note that we are counting the number of
active s-boxes, not the number of active array positions.

The lower bound of five active s-boxes immediately yields a bound of 10 active
s-boxes over four rounds. This is sufficient for our purposes, but we now show
how to improve on this. The reasoning comes in two parts.

1. If any column of the array has two or less active nibbles at round 4, then the
action of the matrices and the subsequent swap ensure that there must be
two columns with active nibbles in round ¢+ 1. The active nibbles that arise
in this way cannot both be assimilated within the same s-box look-up. Thus,
over rounds 7 + 1 and 7 + 2 these two columns must contribute at least five
active s-boxes each. Looking back from round 4, we see that round i — 1 and
round ¢ themselves must also contribute at least five active s-boxes. Thus,
in total, over rounds ¢ — 1 to 7 4+ 2 there must be at least 15 active s-boxes.

2. Now consider a column of the array at round ¢ with three or more active
nibbles. Due to the swap at the end of round i — 1, there must have been
two columns with active nibbles in round ¢ — 1. These active nibbles cannot
both be assimilated within the same s-box. Thus, over rounds ¢ —2 and i — 1
these two columns must contribute at least five active s-boxes each. Looking
forward, rounds ¢ and ¢ 4+ 1 must also contribute at least five active s-boxes.
Thus, over rounds ¢ — 2 to 7 + 1, there must be at least 15 active s-boxes.

The bounds on the evolution of a differential trail for the proposed PRNG are
given in Table [l We also include the maximum probability of any specific xor-
differential characteristic over the stated number of rounds when using s-boxes
from the AES and ANUBIS [I]. A more hardware-efficient s-box, such as that
proposed in ANUBIS, might not offer the same level of resistance to differential
cryptanalysis as the AES s-box but it should still offer sufficient resistance to
differential cryptanalysis.
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We note that the bound on the number of active s-boxes over four rounds is
not as good as the 25 attained for a scaled-down version of the AES. Nor does
it match the 16 active s-boxes guaranteed by four rounds of MCRYPTON [I§].
However this is not as important as the resulting differential probability. Since
we are using an 8-bit s-box, we can attain better local resistance to differential
cryptanalysis than we would by using a 4-bit s-box. Thus, for any particular dif-
ferential characteristic, the probability of 27°° over four rounds for the construc-
tion shown here using the 8-bit AES s-box should be compared to (272)?° = 2750,
the probability that would be achieved over four rounds for an AES-style s-box
over GF(2%) or to (272)16 = 2764 the probability achieved over four rounds of
MCRYPTON. Even moving to an eight-bit s-box that is less resistant to differen-
tial and linear cryptanalysis than the AES s-box, such as the tweaked s-box used
in ANUBIS, gives better bounds (277%).

Note that the existence of differential characteristics of the form (A[|0) —
(0]]Q) (or vice versa) across the s-box suggest there is little point using a specific
operation to offset array elements by a single column position. This is required
in the AES and is achieved using the ShiftRows operation. Instead we rely on
the action of the s-box to mix across adjacent columns.

In summary, if we use an s-box with good local resistance to differential crypt-
analysis, then weaknesses due to the poor evolution of an xor-differential char-
acteristic are not anticipated. Further research will likely consider the effective-
ness of differentials rather than characteristics. Duality with linear cryptanalysis
means that an exploitable bitwise correlation in CGEN is unlikely.

3.3 Structural Attacks

For the AES a variety of structural attacks such as the square [10] and bot-
tleneck [13] attacks have been identified. Apart from brute-force time-memory
trade-offs, these provide the most effective attacks against reduced-round ver-
sions of the AES. Given the regular structure of CGEN, similar attacks might
be anticipated. However, when using a good 8-bit s-box such structural attacks
appear to be hindered by the structure of CGEN.

Informally, an s-box spanning two table elements means that nibble-based
properties are destroyed while byte-based properties are destroyed by the column
operations. For instance, after the first 16 counter values every value occurs once,
and only once, in position agz. All other table entries would have been constant.
This is the starting position for the classical form of the square attack. However
a single invocation of the s-boxes will destroy this structure and the strong
nibble-based structure of the input will not be evident in the output.

Alternatively, we might imagine a structure created by the first 256 counter
values for which every possible 256-bit value appears in two adjacent nibbles
[ao2||aos]. Such a property would be preserved over an s-box invocation that
instantiates a permutation. However, the column operation on nibbles offers an
intrinsic conflict with the s-box operation on element-pairs. So, while analysis
shows that related structure can be preserved a few rounds into CGEN, it is
quickly overwhelmed.
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3.4 Algebraic Attacks

Algebraic attacks on the AES have been conjectured [9] but, with the techniques
at hand today, are generally viewed to be unlikely [6]. With a smaller state
space, there might be some concerns that algebraic attacks could become a
threat, particularly if we were to use the AES s-box or to use smaller 4-bit s-
boxes. However, we resist the temptation to use smaller s-boxes and Section [
proposes that low-cost implementations of CGEN avoid the AES s-box. This helps
to avoid inversion over GF(2®) in the AES s-box that lies at the root of conjectured
algebraic attacks.

4 Performance Estimates

While an accurate assessment of the hardware requirements for CGEN is required,
we make some crude estimates. To begin to understand the anticipated hardware
performance profile, we turn to estimates for the full AES given in [I2]. This AES
implementation is dominated by the s-box and RAM requirements which are
claimed to be 395 and 2337 gate equivalents (GE) respectively.

It is not clear how close to optimal the s-box requirements for the AES im-
plementation in [I2] are, but other s-boxes are likely to be more attractive.
For instance, the tweaked s-box for ANUBIS is claimed to require 100-120 GE
for a hardware implementation [I]. While even more compact s-boxes may be
available, it is worth observing that the four-bit s-box used in MCRYPTON still
requires 107 GE [I§]. So while the systematic development of ultra-compact s-
boxes would be an interesting line of research, s-boxes of a similar size to that
proposed for ANUBIS might be a reasonable expectation.

An estimate for the RAM requirements of CGEN can be made by observing
that we have half the state of the AES and we dispense with a key-schedule (the
key in the tag is fixed). Following [12] we assume that key material is stored in
EEPROM and will not figure in the RAM estimates. This suggests, therefore,
that we can estimate the RAM requirements for CGEN to be around one quarter
of those required for the AES, namely 600 GE. The column mixing in the AES
implementation is achieved using a byte-oriented architecture that requires 252
GE [12]. It would be interesting to consider the trade-offs in retaining a byte-
oriented approach in CGEN, which may give a faster processing time, or to use a
nibble-based architecture which may consume roughly half the gates.

Thus, provided we choose a suitable s-box, a crude estimate for the hard-
ware requirements of the s-box, RAM, column operations, and key mixing of
CGEN might be around 110 + 600 4+ 126 + 90 = 926 GE. Allowing 10% to 20%
for the inherent over-simplifications in such estimates and for overheads in the
implementation, we might crudely estimate a hardware requirement of around
1100-1200 GE. With all operational characteristics remaining unchanged, the
reduction in the number of gates will lead to an improved power consumption
profile. Likewise, the number of operations required for CGEN when compared to
the AES, suggest that CGEN will have reduced on-tag clocking requirements than
implementations of the AES [12]. So while our focus has been on the hardware
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footprint required by CGEN, when compared to the AES improvements to the
peak and average power consumption as well as the processing time for CGEN
can be expected.

5 Conclusions

In this paper we have introduced CGEN; a lightweight PRNG. The main goal of the
paper is to promote ongoing research into lightweight symmetric cryptography
and to consider alternative design approaches to those offered by stream ciphers.
While CGEN is built closely around the principles underlying the AES, it is not
intended to offer the security of the AES. Instead it is intended to offer sufficient
security for a restricted range of applications. This allows us to make a trade-off
and even though we use block cipher design techniques, CGEN appears to be far
less resource-demanding than trusted block cipher alternatives.

A full independent security and performance analysis is strongly encouraged.
Since this paper provides no more than a basic analysis, it is possible that closer
evaluation will reveal security or implementation oversights. It would then be
interesting to consider what changes might be made to CGEN to help achieve our
goal. Nevertheless, it seems that the goal of a simultaneously strong and com-
pact PRNG is attainable and such a proposal would be of interest to application
developers working within constrained environments such as RFID tags.
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Abstract. The pairing technique that uses the (Weil and Tate) pairings
over elliptic (or hyperelliptic) curves represents a great breakthrough
in cryptography. This paper surveys this new trend in cryptography,
and emphasizes the design of efficient cryptographic primitives that are
provably secure in the standard model (i.e., without the random oracle
model).

1 Introduction

Elliptic curves have been applied to practical cryptographic designs for two
decades. The advantage of elliptic curve based cryptosystems, ECC, over other
public-key cryptosystems is their short key size, high processing throughput, and
low bandwidth. For example, the typical key size of ECC that guarantees the
security comparable to that of 1024 bit key size with the RSA cryptosystems is
considered to be just 160 bits. Therefore, several of the most efficient public-key
encryption schemes and digital signatures are ECC such as EC-ElGamal (the
elliptic curve version of ElGamal) and EC-DSA.

The reason why ECC has such short key lengths is that the indez calculus
technique is considered to be ineffective for computing the discrete logarithm
(DL) of the elliptic curve group over finite fields, while it can effectively compute
integer factoring and DL of the multiplicative group of a finite field.

However, the mathematical features that are specific to elliptic curve groups
compared with multiplicative groups are not only the inapplicability of the index
calculus. The most characteristic property of an elliptic curve group is its group
structure, which is isomorphic to the product of two cyclic groups.

The pairing on an elliptic curve to be introduced in this paper employs this
group structure, and is specific to elliptic curve groups (and the generalizations
such as hyperelliptic curve groups). In this sense, two decades after we started
applying elliptic curves to cryptography, we have finally reached the application
of the pairing to cryptographic design, the most essential and natural application
of elliptic curves to cryptography.

2 Elliptic Curve Cryptosystems

The application of elliptic curves to cryptography uses elliptic curves defined
over finite fields.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 50-[66, 2006.
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We now introduce some notations. E(F,) is a set of Fy-rational points of
elliptic curve E over finite field F,. That is, E(F,) is a set of points satisfying
y? = 23 4+ az + b (other equations are used for finite field F, with characteristic
2 and 3) and the special point O called the infinity point.

A group operation is defined over E(F,) and O is the identity. We now express
the group operation by +. The discrete logarithm (DL) problem of E(F,) is to
compute x € N, given (G,Y), where G is a base point of E(F,) and ¥ = zG,
which is G+ -+ + G (G is added z times). (After Section [6 we will use the
multiplicative form for the group operations in place of the conventional additive
form here.)

Elliptic curve cryptosystems (ECC) are constructed on the group of E(Fy).
The security of ECC depends on the difficulty of computing the DL problem of
E(F,). An ECC scheme can be designed in a manner similar to that of a scheme
based on the multiplicative DL problem. For example, EC-DH, EC-ElGamal
and EC-DSA are constructed over E(F,) in a manner analogous to that of DH,
ElGamal and DSA.

Cryptosystems based on pairing (of elliptic curves) are a class of elliptic curve
cryptosystems, but have very different features than the conventional ECC.

3 Pairings

The Weil pairing is defined over elliptic curves as follows: Let E/IF, be an elliptic
curve defined over F, and m be an integer coprime to ¢. Let E[m] be the set of
m torsion points of E/F, (i.e., E[m] ={P | P € F, A mP = O}). E[m] is
isomorphic to Z/mZ x Z/mZ. The Weil pairing, e.,(P,Q) € F,, is defined for
two points, P and @, in E[m], and has the following properties:

(1) For any P,Q € Elm), (e (P,Q))"™ = 1.
(2) For all P € E[m], e, (P, P) = 1.
(3) Bilinear: for any P,Q, P, P»,Q1,Q2 € E[m],

em(P)l + P27Q) = em(P17Q)em(P2aQ)7

em(Pan + QQ) - €m(P,Q1)€m(P, QQ)

(4) Alternating: for any P,Q € E[m], en(P, Q) = en(Q, P)~ .
(5) Non-degenerate: if e,, (P, Q) =1 for any P € E[m], then Q = O.

That is, e, (P, Q) bilinearly maps two points, P and @, in E[m] to an m-th
root of unity in IF;.

Note that there exists an extension field, IF «, such that E(F ) includes E[m].
Then e, (P, Q) is an m-th root of unity in Fy,.

The Weil pairing can be efficiently calculated by Miller’s algorithm. The Tate
pairing also has similar properties, and is often employed in cryptographic ap-
plications, since it is faster to compute a Tate pairing than a Weil pairing in
typical implementations.
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Historically, pairing was first used to attack elliptic curve cryptosystems on
supersingular curves in the early 1990’s [34] (the attack is often called the MOV
reduction). However, in the recent application of pairings to cryptography, they
are used not for a negative purposes (i.e., attacking cryptographic schemes) but
for positive purposes (i.e., designing cryptographic schemes).

4 Curves Suitable for Pairings

When we apply the Weil/Tate pairing to a general elliptic curve, we have to use
an extension field F x with huge extension degree k (in general k is exponentially
large in |g|) [2]. One of the most suitable curves for the application of Weil/Tate
pairing to cryptography is supersingular curves, since the extension degree is at
most 6 for supersingular curves.

In some applications, however, a generic curve (not a supersingular curve)
may be more suitable, since a generic curve offers more freedom in selecting
the extension degree and characteristics of the underlying finite field. It is not
however so easy to find a generic curve suitable for pairings. Some methods have
been proposed to efficiently select a generic curve that has a low extension degree
applicable to pairings (e.g., MNT curves) [33136].

The security of a group with pairing over an elliptic curve should be investi-
gated from the following two viewpoints:

1. The intractability of the discrete logarithm over the elliptic curve (ECDL)
with the ground finite field, F, (i.e., ECDL over E(F,)).

2. The intractability of the discrete logarithm over the multiplicative group
(DL) of the extension finite field, Fy. (i.e., DL over F7,).

To guarantee a certain level of security, these two conditions of security should
clear the level simultaneously. If we use a supersingular elliptic curve with exten-
sion degree k = 6, the characteristic is restricted to be only 3. We should then
consider the security of ECDL over E(F3») and DL over Fj,. Note that the best
algorithm for solving the DL of 6. is the function field sieve method whose run-
ning time is comparable to that of the special number field sieve method and is
faster than that of the general number field sieve method. So, when n > 100, the
security condition of DL over s, dominates over that of ECDL over E(F3n).

Roughly speaking, almost all generic curves are suitable for (conventional)
ECC (under some conditions), but are not suitable for pairing-based cryptogra-
phy. Only a limited class of curves such as supersingular and MNT curves are
suitable for pairing-based cryptography, but are not suitable for ECC.

5 Symmetric Pairings

There is another merit of supersingular curves when employing pairings for
cryptography. That is, a supersingular curve has (efficiently computable) iso-
morphism, ¢, called the distortion map.
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Let E be a supersingular curve over Fy and the order of point G € E(F,)
be m. Then, there exists an extension degree k(< 6) and G2 € E(F ) such
that E[m] & (G1) x (G2), and ¢ is the isomorphism from (Gy) to (Gz), where
Ga = ¢(G1). We can then define a variant of the Weil pairing é,, over two points,
P and @, in E(F,) as follows:

em(P, Q) = em(P,0(Q)) € ]sz"

Here note that é,,(P, P) # 1 and é,,(P, Q) = é,(Q, P), while e,,(P, P) = 1 and
em(P, Q) = en(Q, P)~t. So, this variant of Weil pairing é,, is called a symmetric
pairing, while the original Weil pairing e,, is called an asymmetric pairing.

The advantage of this Weil pairing variant én, : (G1) x (G1) — Fy, is that it
is defined over two points in E(F,) (two elements in (G;)), while e, is defined
over a point in E(F,) and another point in E(F, ). (For example, if the size
of an element of F, is 300 bits and extension degree k is 6, then the size of an
element of F . and the size of é,,(P, Q) and e,,(P, Q") are 1800 bits.)

6 Pairing-Based Cryptography

6.1 Pairing Group

Hereafter, we will use only symmetric pairings (not asymmetric pairings) as
pairings, but almost all schemes that we will introduce in this paper can be also
realized with asymmetric pairings.

For simplicity of description, we express the symmetric pairing é,, : (G1) x
(G1) — F;k by bilinear map e from a multiplicative group, G, to another mul-
tiplicative group, Gr, i.e., e : G x G — Gy such that:

1. G is a cyclic group of prime order p,

2. g is a generator of G,

3. e is a non-degenerate bilinear map e : G X G — Gr, where |G| = |G| = p,
and

4. e and the group action in G and G can be computed efficiently.

6.2 Brief Overview of Pairing-Based Cryptography

Around 2000, application of the pairings to cryptography was initiated by
Verheul [41], Joux [31], and Sakai, Ohgishi and Kasahara [39]. Verheul intro-
duced the above-mentioned symmetric pairings, and Joux proposed a key dis-
tribution system among three parties (three party version of the Diffie-Hellman
key distribution) by using the symmetric pairings. Sakai, Ohgishi and Kasahara
solved the problem on how to efficiently construct the identity-based encryption
(IBE) that had been open since 1984 when Shamir proposed the concept of IBE.

Following these pioneer works, Boneh and others drastically exploited the pos-
sibility of applying pairings to cryptography. Boneh and Franklin [12] formalized
the security of IBE as the IND-ID-CCA2 (indistinguishable against adaptively
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chosen-ciphertext attacks under chosen identity attacks) security and proposed
an IND-ID-CCA2 secure IBE scheme in the random oracle model [5]. Boneh,
Lynn and Shacham [I4] proposed a new signature scheme whose signatures are
short. The security proof is also based on the random oracle model.

Then, an enormous number of papers on pairing-based cryptography have
been published for the last several years, and they cover very broad areas of
cryptography [3].

One of the most interesting applications of pairings to cryptography is to
construct practical encryption/signature schemes that are proven to be secure
in the standard model (without the random oracle model). Previously only a
few such schemes (e.g., Cramer-Shoup schemes [2324I25]) were proposed.

Interestingly IBE plays a key role of constructing practical secure schemes
in the standard model. That is, a secure IBE scheme in the standard model
can be used to construct secure public-key encryption/signature schemes in the
standard model. (In addition, hierarchical IBE (HIBE) [29] is used to construct
forward-secure public-key encryption schemes and CCA2 secure IBE schemes
[21122].)

Hereafter we will introduce how pairings are applied to constructing secure
IBE/encryption/signature schemes in the standard model.

7 Computational Assumptions

Let G be a bilinear group of prime order p and g be a generator of G. Here
we review several computational assumptions on the bilinear maps, which are
assumed in the pairing-based cryptographic schemes to be introduced in this

paper.
7.1 Bilinear Diffie-Hellman Assumption

The Bilinear Diffie-Hellman (BDH) problem [I2J31] in G is as follows: given a
tuple g, g%, ¢°, ¢° € G as input, output e(g,g)?° € Gr. The advantage of
adversary A for the BDH problem is

Pr[A(g, 9% ¢, 9°) = e(g, 9)"*].

Similarly, the advantage of adversary B for the Decisional BDH (DBDH)
problem is

| Pr[B(g, 9, 9", 9% e(g. 9)™*) = 0] — Pr[B(g,9%, ¢",¢°, T) = 0],
where T is randomly selected from G .

Definition 1. We say that the (Decisional) BDH assumption holds in G if any
probabilistic polynomial time adversary has negligible advantage for the (Deci-
sional) BDH problem.
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7.2 Bilinear Diffie-Hellman Inversion Assumption

The ¢ Bilinear Diffie-Hellman Inversion (¢-BDHI) problem [§] is defined as fol-
lows: given the (¢ + 1)-tuple (g, g%, g"”Q, ...,9%") € (G)7*! as input, compute
e(g,9)"/* € Gp. The advantage of an adversary A for ¢-BDHI is

2
Pr[A(g,9%, ¢ ,...,9"") = e(g,9)"/7).

Similarly, the advantage of adversary B for the Decisional ¢-BDHI (¢-DBDHI)
problem is

2 2
|Pr(B(g.9%.9" ..., 9" e(9.9)"/") = 0] = Pr(B(g.9".g" ,....g"". T) = 0],
where T is randomly selected from G .

Definition 2. We say that the (Decisional) q-BDHI assumption holds in G if
any probabilistic polynomial time adversary has negligible advantage for the (De-
cisional) g-BDHI problem.

It is not known if the ¢-BDHI assumption, for ¢ > 1, is equivalent to BDH.
In this paper, we often drop the ¢ and refer to the (Decisional) BDHI
assumption.

7.3 Strong Diffie-Hellman Assumption

The ¢ Strong Diffie-Hellman (¢-SDH) problem [9] is defined as follows: given
the (¢ + 1)-tuple (g, 9%, g% ,...,¢%") € (G)?*! as input, compute (g/@+9) ¢) €
G x N. The advantage of an adversary A for ¢-SDH is

2 a z+c
Pr[A(gvgmagw s gt ): (gl/( + )70)}'

Definition 3. We say that the q-SDH assumption holds in G if any probabilistic
polynomial time adversary has negligible advantage for the q-SDH problem.

In this paper, similarly to the BDHI assumption, we often drop the ¢ and refer
to the SDH assumption.

Remark: Cheon shows some weakness of the ¢-SDH problem [I§], and the
security parameter of the problem should be a bit longer to avoid Cheon’s attack.

8 Identity-Based Encryption (IBE)

Identity-based encryption (IBE) [40] is a variant of public-key encryption (PKE),
where the identity of a user is employed in place of the user’s public-key. In this
concept,

Setup: A trusted party (authority) generates a pair of secret-key x (master
secret key) and public-key y (system parameter).

Extract: The trusted party also generates A’s secret decryption key, s, from
the identity of A and securely sends s4 to A.
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Encrypt: When B encrypts a message m to A, B utilizes A’s identity, ID 4 (in
place of A’s public-key in PKE). Let ¢4 be a ciphertext of m encrypted by
ID4.

Decrypt: A can decrypt ciphertext ca by using A’s decryption key s 4.

Although IBE itself is a very useful primitive in cryptography, here we will
review IBE as a building block of designing practical secure PKE/signature
schemes in the standard model.

8.1 Security of IBE

Boneh and Franklin [I2] define the security, IND-ID-CCA2 (indistinguishable
against adaptively chosen-ciphertext attacks under chosen identity attacks), for
IBE systems. We now informally introduce the definition as follows:

Definition 4. (Security of IBE: IND-ID-CCA2) Let us consider the following
experiment between an adversary, A, and the challenger, C.

1. First, C generates a system parameter of IBE and sends it to A.

2. A is allowed to ask two types of queries, extraction queries and decryption
queries, to C. Here, an extraction query is an identity, ID;, to which C replies
the corresponding decryption key, d;, and a decryption query is a ciphertext,
¢j, along with an identity, ID;, to which C replies with the corresponding
plaintext, m;.

3. A is also allowed to adaptively choose an identity, ID*, and two messages,
mg and my, that C wishes to attack, then C replies with a ciphertext, c¢*, of
my (b is randomly chosen from {0,1}) with respect to identity ID*.

4. Finally A outputs a bit, b*. Let Advantage be |2Pr[b = b*] — 1].

An IBE scheme is IND-ID-CCAZ2 if, for any probabilistic polynomial-time A,
Advantage is negligibly small.

In the above-mentioned definition of IND-ID-CCA2, A is allowed to adaptively
choose the challenge identity, ID*, that it wishes to attack.

Canetti, Halevi, and Katz [21I22] define a weaker notion of security in which
the adversary A commits ahead of time to the challenge identity ID* it will
attack. We refer to this notion as selective identity adaptively chosen-ciphertext
secure IBE (IND-sID-CCA2). In addition, they also define a weaker security
notion of IBE, selective-identity chosen-plaintext secure IBE (IND-sID-CPA).

8.2 Boneh-Franklin IBE Scheme

The Boneh-Franklin IBE scheme [I2] is proven to be secure in the random oracle
model (not in the standard model). We now introduce this scheme as a typical
example of pairing-based secure cryptosystems in the random oracle model (and
as a bench mark to evaluate the efficiency of secure IBE schemes in the standard
model).

Setup: Given (G,Gr,p, k (k = |p|), a trusted party randomly selects a genera-
tor g in G as well as four hash functions, Hy, ..., Hs. The trusted party also
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randomly selects x € (Z/pZ)*, and computes y = ¢g*. The system parameter
is (9,y,H1, ..., Hs) and the (secret) master key is x.

Extract: Given ID4 of user A, ID4 is mapped (through H;) to an element of
G, ha, and A’s secret key, s4 = h% is computed.

Encrypt: To encrypt a message m € {0, 1}* under ID 4, randomly select o €
{0,1}*, and compute

C= (ng D H2<€(h’A7y)r)7m @ H4(0))7

where r = Hs(o,m).
Decrypt: Let C = (C1,Cs, Cs) be a ciphertext encrypted using ID 4. To decrypt
C, compute

c=0Cs® H2(6(8A701)), and m=C3® H4(0').

Set r = Hs(o,m) and check whether C; = ¢" holds. If not, rejects the
decryption. Otherwise, output m.

Security: The Boneh-Franklin IBE scheme is IND-ID-CCA2 in the random
oracle model (i.e., assuming Hy,...,H, are truly random functions) under the
BDH assumption.

Remark: The Sakai-Kasahara IBE scheme [38], whose security is proven in
the random oracle model [I7], is more practical than the Boneh-Franklin IBE
scheme, since mapping of a bit string to an element of G is not necessary in the
Sakai-Kasahara IBE scheme.

8.3 Boneh-Boyen IBE Scheme

There are three Boneh-Boyen IBE schemes that are secure in the standard model
(two are in [8] and one is in [I0]).

One of the two schemes in [8] is IND-sID-CPA secure, and the other is
IND-sID-CCA2 secure. The IND-sID-CCA2 secure scheme [§] is constructed
by converting from the IND-sID-CPA secure basic scheme through the conver-
sion technique of [22]. The scheme in [I0] is fully secure (IND-ID-CCA2 secure)
(through the conversion technique of [22]).

The IND-sID-CPA secure scheme in [§] is much more efficient than the others.
Since an IND-sID-CPA secure IBE scheme is sufficient as a building block to
construct an IND-CCA2 PKE (Section [0.I)), we now introduce the IND-sID-
CPA secure IBE scheme in [§] as follows (another reason why we introduce this
scheme is that it is closely related to the Boneh-Boyen signature scheme [9] in

Section [T0.T]):

Setup: Given (G,Gr,p, k) (k = |p|), a trusted party randomly selects a gen-
erator g in G and z,y € (Z/pZ)*, and computes X = g* and Y = g¥. The
system parameter is (g, X,Y’) and the (secret) master key is (x,y).

Extract: Given v € (Z/pZ)* as ID4 of user A, pick a random r € Z/pZ,
compute K = ¢g"/(++79) ¢ G, and set A’s secret key dy = (r, K).
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Encrypt: To encrypt a message m € Gp under ID4 (i.e., v), pick a random
s € Z/pZ and output the ciphertext

C=(g""X",Y" e(g,9)"m).

Decrypt: Let C = (C1,Cs, C3) be a ciphertext encrypted using ID 4. To decrypt
C using d4 = (r, K), compute

C3
6(01 057 K) ’
which is m when C' is valid.
For a valid ciphertext we have
Cs B Cs
6(0105, K) - e(gstsYsr7gl/(v+w+ry))
Cs Cs

= e(gsotatry) gl/(vratry)) = e(g,9)° =m.

Security: The above-mentioned Boneh-Boyen IBE scheme is IND-sID-CPA
(selective-identity chosen-plaintext secure) under the Decisional BDHI (DBDHI)
assumption.

8.4 Waters IBE Scheme

The Waters IBE scheme [42] is an efficient IND-ID-CCA2 secure IBE in the
standard model. Similarly to the Boneh-Boyen IBE scheme [10], the Waters IBE
scheme is converted from the IND-ID-CPA secure basic scheme (the Waters
basic IBE scheme) through the conversion technique of [22].

Efficient secure (IND-CCA2) PKE and secure (EUF-CMA) signatures in the
standard model are constructed from the Waters basic IBE scheme (Sections
and [[0.2). The Waters basic IBE scheme is as follows:

Setup: Given (G,Gr,p, k) (k = |p|), a trusted party randomly selects genera-
tors, g and g2, in G and a € Z/pZ, and computes g1 = g%*. Additionally the
party randomly selects v/ € G and k-length vector (u1,...,u;) € G*, The
public parameter is (g, g1, g2, v, u1, . .., ux). The master secret key is g.

Extract: Let v be an k bit string representing an identity ID 4 of user A, v;
denote the i-th bit of v, and V C {1,...,k} be the set of all ¢ for which
v; = 1. A’s secret key, da, for identity v is generated as follows. First, a
random r € Z/pZ is chosen. Then the secret key is constructed as:

da = (g5 ] w)",9")-
JjeEV
Encrypt: To encrypt a message m € Gp under ID4 (i.e., v), pick a random
s € (Z/pZ)* and output the ciphertext

C=((u H u;)®, g% e(g1, g2)°m).

JEV
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Decrypt: Let C' = (C1,Co,C3) be a ciphertext encrypted using ID4 (i.e., v).
To decrypt C using d4 = (d1,d3), compute

e(dq, Cy
Cs eEdh C’gi
which is m when C' is valid.
For a valid ciphertext we have
03€(d27 Cy) — (e(g, g)*m e(g", (v HjEV u;i)®)
e(dy, Ca) (g5 (W [1jep ui)", 9%)

= (e(g,9)°m) 9, (1)) =m
’ 6(91a92)se((ul Hjev Uj)vg)rs
Security: The Waters basic IBE scheme is IND-ID-CPA under the Decisional
BDH (DBDH) assumption.

Remark: Among IND-ID-CCA2 secure IBE schemes in the standard model,
the Gentry IBE scheme [28] and the Kiltz IBE scheme [32] are more efficient
than the Waters scheme.

9 Public-Key Encryption

The desirable security of a public-key encryption (PKE) scheme is formulated as
semantic security against adaptively chosen-ciphertext attacks (IND-CCA2) [4].
Although there are several ways to construct practical IND-CCA2 secure PKE
schemes in the random oracle model [5], only a few practical schemes such as
the Cramer-Shoup PKE scheme [23125] were proven to be secure in the standard
model.

Pairings are exploiting a new methodology to design a practical IND-CCA2
secure PKE schemes in the standard model. The new methodology uses trans-
formation from an IBE scheme to a PKE scheme.

9.1 Canetti-Halevi-Katz Construction

Canetti, Halevi and Katz [22] have shown how to construct an IND-CCA2 secure
PKE scheme from any IND-sID-CPA secure IBE scheme. In the construction, a
one-time signature scheme is also employed. Since this construction is efficient,
we can construct an efficient IND-CCA2 secure PKE scheme in the standard
model using the Boneh-Boyen IBE scheme [§].

We now show the construction of a PKE scheme as follows:

Key Generation: Run the setup process of IBE to obtain a pair of system
parameter and master key. The public key, PK, is the system parameter
and the secret key, SK, is the master key.
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Encrypt: To encrypt message m using public key PK (IBE’s system parame-
ter), the sender first generates a pair of verification key vk and signing key sk
of a one-time signature scheme. The sender then computes IBE’s ciphertext
C of message m with respect to identity vk, and signature o of C' by using
signing key sk. The ciphertext is (vk,C, o).

Decrypt: To decrypt ciphertext (vk,C, o) using secret key SK (IBE’s master
key), the receiver first checks whether ¢ is a valid signature of C' with respect
verification key vk. If not, the receiver outputs L. Otherwise, the receiver
computes IBE’s decryption key d,i for identity vk, and output m decrypted
from C by dy.

Security: If the underlying IBE scheme is IND-sID-CPA and the one-time
signature scheme is strongly unforgeable (see [9] for the definition of strong
unforgeability) then the Canetti-Halevi-Katz construction of PKE is IND-CCA2.

If the underlying one-time signature scheme is efficient, the Canetti-Halevi-
Katz PKE scheme from the Boneh-Boyen IBE scheme [§] is relatively as effi-
cient as (but less efficient than) Cramer-Shoup. The major advantage of this
construction over Cramer-Shoup is that the validity of a ciphertext can be veri-
fied publicly, while a ciphertext should be verified secretly (i.e., the verification
requires the secret key) in Cramer-Shoup. This property is useful in constructing
a threshold PKE scheme like [T1].

Boneh and Katz [13] improved the Canetti-Halevi-Katz construction by using
a message authentication code in place of a one-time signature. The Boneh-Katz
construction however is not publicly verifiable.

9.2 Boyen-Mei-Waters PKE Scheme

Boyen, Mei and Waters [15] presented a new way (inspired by [22]) of construct-
ing IND-CCA2 secure PKE schemes in the standard model. Their construction
is based on two efficient IBE schemes, the Boneh-Boyen and Waters basic IBE
schemes. Unlike the Canetti-Halevi-Katz and Boneh-Katz constructions that use
IBE as a black box, the Boyen-Mei-Waters construction directly uses the under-
lying IBE structure, and requires no cryptographic primitive other than the IBE
scheme itself. In addition, the validity of ciphertexts can be checked publicly.

We now introduce the Boyen-Mei-Waters PKE scheme based on the Waters
basic IBE scheme.

Key Generation: A user’s public/private key pair generation algorithm pro-
ceeds as follows. Given (G,Gr,p, k) (k = |p|), randomly select a generator
g in G and « € Z/pZ, and computes g1 = g* and z = e(g,91) = e(g,9)%.
Next, choose a random y’ € Z/pZ and a random k-length vector (y1, ..., yn)
whose elements are chosen at random from Z/pZ. Then calculate v’ = g¥
and u; = ¢g¥¢ for ¢ = 1 to k. Finally, a random seed 6 for a collision resistant
hash function family H is chosen. The published public key is

b
/

(Z = e(gvgl)ﬂul :gy , U1 :gylv'”auk :gykvé)u
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and the private key is

(gl = gavylvyla cee 7yk:)'

Encrypt: A message m € Gy is encrypted as follows. First, a value s € Z/pZ
is randomly selected. Then compute Co = ¢° and C3 = 2°m = e(g,¢1)°m =
e(g,9)**m. Next, compute w = Hs(C2,C3) and wiws ... wy denote the bi-
nary expansion of w, where each bit w; € {0,1}. Let W C {1,...,k} be
the set of all ¢ for which w; = 1. Finally compute C; = (v Hi;l u;"")®. The
ciphertext is

C = (C1,Cy,C3) = (' ] uj)*, 9% e(g, 91)°m).

JEW

Decrypt: Given ciphertext C = (Cy, Ca, C3), first compute w = H5(Cg, Cs), ex-
pressed in binary as wy wa ... Wk. Next, compute w’ =y’ + Z _, Yiw; mod p,
and check whether (C’g)“’ = C1. If not, output L. Otherwise, the ciphertext
is valid, and decrypt the message as

C3 B
e(Ca, 1)

Although the Boyen-Mei-Waters PKE scheme is less efficient than the Cramer-
Shoup PKE scheme and the variants, the validity of a ciphertext is publicly
verifiable in the Boyen-Mei-Waters PKE scheme, while it is privately verifiable in
the Cramer-Shoup PKE scheme and the variants. Here, in the Boyen-Mei-Waters
PKE scheme, the check of (Cy)*" = C) using private information w’ can be
replaced by the equivalent check with using the pairing and public information.
Due to the public verifiability, an efficient threshold PKE scheme in the standard
model can be constructed on this PKE scheme [TT].

Security: Let H be a collision resistant hash function family. Then the Boyen-
Mei-Waters PKE scheme is IND-CCA2 under the Decisional BDH (DBDH)
assumption.

10 Digital Signatures

The current status on designing secure digital signatures in the standard model
is fairly similar to that on designing secure PKE schemes in the standard model.

The desirable security of a digital signature scheme is formulated as existen-
tial unforgeability against adaptively chosen-message attacks (EUF-CMA) [30].
Although there are several ways to construct practical EUF-CMA secure signa-
ture schemes in the random oracle models [6J7/14], only a few practical schemes
were proven to be secure in the standard model (the Cramer-Shoup signature
scheme ete. [T9)2427]).

Similarly to PKE, pairings are exploiting a new methodology to design prac-
tical EUF-CMA secure signature schemes in the standard model. There are two
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ways in the new methodology; one is to directly design (and prove the security
of) a signature scheme from pairings (the Boneh-Boyen signature scheme etc.
[03743]), and the other is to convert an IND-ID-CPA secure IBE scheme to a
signature scheme (e.g., the Waters signature scheme [42]).

The Boneh-Boyen signature scheme may be considered to be converted from
the Boneh-Boyen IBE scheme [§] in Section B3] but it is a bit different from
the case of the Waters signature scheme. Since the Waters basic IBE scheme is
IND-ID-CPA, the converted signature scheme is EUF-CMA under the same as-
sumption as that for the IBE scheme. On the other hand, since the Boneh-Boyen
IBE scheme is IND-sID-CPA, the converted signature scheme is not guaranteed
to be EUF-CMA under the same assumption. Actually, the assumption (SDH)
for the Boneh-Boyen signature scheme is different from that (DBDHI) for the
Boneh-Boyen IBE scheme.

10.1 Boneh-Boyen Signature Scheme

Boneh and Boyen presented a very practical signature scheme that is EUF-CMA
secure in the standard model. Signatures in their scheme are much shorter and
simpler than the previous secure signature schemes in the standard model.

The Boneh-Boyen signature scheme [9] is as follows:

Key Generation: Given (G,Gr,p, k) (k = |p|), randomly select a generator g
in G and z,y € (Z/pZ)*, and computes u = g* and v = g¥. The public key
is (g, u,v). The secret key is (z,y).
Sign: Given a secret key (z,y) and a message m € (Z/pZ)*, pick a random
r € (Z/pZ)* and compute
o= gl/(a:ererr).
Here 1/(x + m + yr) is computed modulo p. The signature is (o, r).
Verify: Given a public key (g, u,v), a message m € (Z/pZ)*, and a signature
(o,1), verify that
e(o,ug™v") = e(g,9)-

If the equality holds the result is valid; otherwise the result is invalid.

Security: The Bone-Boyen signature scheme is EUF-CMA under the strong
DH (SDH) assumption.

10.2 Waters Signature Scheme

The Waters signature scheme is converted from the Waters basic IBE scheme.

Key Generation: Given (G,Gr,p, k) (kK = |p|), randomly select generators,
g and g2, in G and a € Z/pZ, and compute g; = g*. Randomly select v’ € G
and k-length vector (u1,...,ux) € G*. The public key is (g, g1, g2, v/, u1, . . .,
ug). The secret key is g5'.
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Sign: Let m be an k-bit message to be signed and m; denotes the ith bit of
m, and M C {1,...,k} be the set of i for which m; = 1. A signature of m
is generated as follows. First, a random r is chosen. Then the signature is

constructed as:
o= (g5 [] uw) 9"
jeEM
Verify: Given a public-key (g, g1, g2, u/, u1, . .., us), a message m € {0,1}*, and
a signature o = (01, 02), check

e(o1,9)

= 6(91’92)'
e(og, v’ Hje/vl uj)

If it holds, the verification result is valid; otherwise the result is invalid.

Security: The Waters signature scheme is EUF-CMA under the Decisional
BDH (DBDH) assumption.

Remark: A signature scheme and its variant [37] are more suitable for many
cryptographic protocol applications such as blind signatures.

11 Concluding Remarks

This paper introduced how the pairing technique is used to design efficient
IBE/PKE/signatures that are provably secure in the standard model. The
methodology of using pairings will be applied to more wide areas of secure cryp-
tosystems and protocols. For example, it is applied to more protocol-oriented
primitives like group signatures [II16], blind signatures [37], threshold PKE [11],
verifiable random functions [26] and broadcast encryption.
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Abstract. In this paper, we propose a new signature scheme that is
existentially unforgeable under a chosen message attack without random
oracle. The security of the proposed scheme depends on a new complex-
ity assumption called the k+1 square roots assumption. Moreover, the
k—+1 square roots assumption can be used to construct shorter signatures
under the random oracle model.

Keywords: Short signature, Bilinear pairings, Standard model, Random
oracle.

1 Introduction

Digital signatures are important and fundamental cryptographic primitives, they
not only provide basic signing functionality but also are building blocks in cryp-
tographic protocol design.

Short digital signatures are always desirable. They are necessary in some sit-
uation where people need to enter the signature manually, such as using a PDA
that is not equipped with a keyboard. Additionally, short digital signatures are
essential to ensure the authenticity of messages in low-bandwidth communication
channels. In general, short digital signatures are used to reduce the communi-
cation complexity of any transmission. As noted in [24], when one needs to sign
a postcard, it is desirable to minimize the total length of the original message
and the appended signature. In the early days, research in this area has been
mainly focusing on how to minimize the total length of the message and the
appended signature [25//1] and how to shorten the DSA signature scheme while
preserving the same level of security [24]. From Hidden Field Equation (HFE)
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problem and Syndrome Decoding problem, a number of short signature schemes,
such as Quartz [26/14], McEliece-based signature [15], have been proposed.

Boneh, Lynn and Shacham [9] used a totally new approach to design short
digital signatures. The resulting signature scheme, referred to as the BLS signa-
ture scheme, is based on the Computational Diffie-Hellman (CDH) assumption
on elliptic curves with low embedding degree. In BLS signature scheme, with a
signature length ¢ = 160 bits (which is approximately half the size of DSS signa-
tures with the same security level), it provides a security level of approximately
0O(28%) in the random oracle model. In [28)5], a more efficient approach to pro-
duce a signature of the same length as BLS scheme was proposed. Nonetheless,
its security is based on a stronger assumption.

Provable security is the basic requirement for signature schemes. Currently,
most of the practical secure signature schemes were proven in the random oracle
model [3]. Security in the random oracle model does not imply security in the
real world. The first provably secure signature scheme in the standard model
was proposed by Goldwasser et al. [21] in 1984. However, in this scheme, a sig-
nature is produced by signing the message bit-by-bit and hence, it is regarded
as impractical for some applications. Independently, Gennaro, Halevi and Ra-
bin [20] and Cramer and Shoup [16] proposed secure signature schemes under
the so-called Strong RSA assumption in the standard model and the efficiency
of which is suitable for practical use. Later, Camenisch and Lysyanskaya [I1]
and Fischlin [I8] constructed two provably secure signature schemes under the
strong RSA assumption in the standard model. In 2004, Boneh and Boyen [5]
proposed a short signature scheme (BB04) from bilinear groups which is existen-
tially unforgeable under a chosen message attack without using random oracles.
The security of the scheme depends on a new complexity assumption, called the
Strong Diffie-Hellman assumption. We note that Cheon [13] recently showed that
SDH and related problems are slightly easier than discrete logarithm problem.
However, his analysis is generic and does not violate the generic lower bounds
on the hardness of SDH given in [5]. Nevertheless, it is worthwhile to design
provably secure signature schemes using different hard problems.

In this paper, we construct a new, efficient and provably secure short signature
scheme in the standard model from bilinear pairings. The signature size of the
proposed scheme is the same as in the BB04 scheme. We note that our scheme is
the second short signature scheme without random oracles. The security of our
scheme depends on a new complexity assumption called the k41 square roots
assumption. In the random oracle model, we present a signature scheme that
produces even shorter signature length. It produces a signature whose length is
approximately 160 bits.

The rest of the paper is organized as follows. The next section contains some
preliminaries required throughout the paper. We briefly review the bilinear pair-
ings and secure signature schemes, and propose the k41 square roots problem
and k+1 square roots assumption. In Section B, we propose our new short sig-
nature scheme and its security analysis without random oracles. In Section M
we show that by employing random oracles, the k+1 square roots assumption
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can be used to build even shorter signatures. In this section, we also provide a
security proof under the random oracle model. Section [Bl concludes this paper.

2 Preliminaries

2.1 Bilinear Pairings

In recent years, the bilinear pairings have been found to be very useful in various
applications in cryptography and have allowed us to construct new cryptographic
primitives. We briefly review the bilinear pairings using the same notation as
n [7)9):

Let G be (mutiplicative) cyclic groups of prime order ¢. Let g be a generator
of G.

Definition 1. A map e: G x G — Gp (here G is another mutiplicative cyclic
group such that |G| = |Gp| = q ) is called a bilinear pairing if it satisfies the
following properties:

1. Bilinearity: For all u,v € G and a,b € Z,, we have e(u?, v*) = e(u, v)®.

2. Non-degeneracy: e(g,g) # 1. In other words, if g is a generator of G, then
e(g, g) generates Gr.

3. Computability: There is an efficient algorithm to compute e(u, v) for all

u,v € G.

We say that G is a bilinear group if there exists a group Gp, and a bilinear
pairing e : G x G — G as above. Such groups can be found on supersingular
elliptic curves or hyperelliptic curves over finite fields, and the bilinear parings
can be derived from the Weil or Tate pairing.

2.2 The k 4+ 1 Square Roots Assumption

In this subsection, we first introduce a new hard problem on which the new
signature scheme in this paper is based.

Definition 2 (k+ 1-SRP). The k+ 1 Square Roots Problem in (G, Gr) is
as follows: For an integer k, and x €r Zq, g € G, given

1 1
(g0 =g" h1,... hyg € Ly, g"th)2  glothe)2y

compute g( (a+h)> for some h ¢ {hy,..., hi}.

We say that the k + 1-SRP is (¢, ¢)-hard if for any ¢-time adversary A, we have

1 1
Alg,a=g* L g@th)z gt g e p 7o g € Goha, ... hy € Zy)
e g )

Pr <€

where € is negligible.
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Definition 3 (k + 1-SR Assumption). We say that the (k + 1,t,¢)-SR as-
sumption holds in (G,Gr) if no t-time algorithm has advantage at least € in
solving the k+1-SRP in (G,Gr), i.e., k + 1-SRP is (t,¢)-hard in (G,Gr).

Remarks. k 4+ 1 Square Roots Problem is not a well studied problem and we are
uncertain of its difficulty. A simple observation is that when we obtain enough
values of h; (about log ¢) such that for each h;, z+ h; is a quadratic residue mod-
ulo ¢, then there exists a unique x that satisfies these equations. The explanation
of this observation is as follows.

Given hq, ha, ..., hy, for each h;, there are many elements in G such that the
sum of each of these elements and h; is a quadratic residue. For convenience, we
denote by S; (wrt. h;) those elements such that for any element x € S;, x + h;
is a quadratic residue. The solution of £ + 1 Square Roots Problem is in the
intersection of {S;}, i =1,--- , k. Therefore, x is unique when & is large enough.
However, when ¢ is large, there exists no efficient algorithm to find {.5;} for each
h;. The fact that x is unique given the above sets also precludes lower bounds on
the hardness of our assumption in the generic group model. We note that this
property does not degrade the security of our schemes.

2.3 Secure Signature Schemes

A signature scheme consists of the following four algorithms: a parameter gen-
eration algorithm ParamGen, a key generation algorithm KeyGen, a signature
generation algorithm Sign and a signature verification algorithm Ver.

There are two types of attacks against signature schemes, namely the no-
message attack and the known-message attack. In the first case, the attacker
only knows the public key of the signer. In the second case, the attacker has
access to a list of message-signature pairs. The strongest type of chosen-message
attack is called the adaptively chosen-message attack, where the attacker has the
knowledge of the public key of the signer, and he can ask the signer to sign any
message that he wants. He can then adapt his queries according to the previous
message-signature pairs. The strongest notion of security for signature schemes
was defined by Goldwasser, Micali and Rivest [2122] as follows:

Definition 4 (Secure signatures [21J22]). A signature scheme S =
(ParamGen, KeyGen, Sign, Ver) is existentially unforgeable under an adaptive
chosen message attack if it is infeasible for a forger who only knows the public
key to produce a valid message-signature pair after obtaining polynomially many
signatures on messages of its choice from the signer.

Formally, for every probabilistic polynomial time forger algorithm F there
exist no non-negligible probability € such that

(pk, sk) « (ParamGen, KeyGen)(1');
fori=1,2,... k;
Ad’l)(]:) =Pr mi < "T(pka my,01,..., miflvo—ifl)a 05 < Sign(Ska mi); > €.
(m,o) — F(pk,my,01,...,mg,0%);
m ¢ {my,...,my} and Ver(pk,m,o) = accept
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Goldwasser et al. also constructed a signature scheme that satisfies the above
security notion. Their scheme has an advantage that it does not use hash func-
tions for message formatting. It is the first secure signature scheme under the
standard model.

Here, we use the definition of [4] that takes into account the presence of an
ideal hash function (the cryptographic hash function is seen as an oracle that
produces a random value for each new query), and gives a concrete security
analysis of digital signatures.

Definition 5 (Exact security of signatures [4]). A forger F is said to
(t,qm, qs, €)-break the signature scheme S = < ParamGen, KeyGen, Sign, Ver >
via an adaptive chosen message attack if after at most qg queries to the hash
oracle, qs signatures queries and t processing time, it outputs a valid forgery
with probability at least €.

A signature scheme S is (t,qm,qs,€)-secure if there is no forger who
(t,qm, qs,€)-breaks the scheme.

3 New Short Signatures Without Random Oracles

3.1 Construction

We describe the new signature scheme as follows:

Let e : G x G — Gr be the bilinear pairing where |G| = |Gr| = ¢ for some
prime gq. We assume that |q| > 160. As for the message space, if the signature
scheme is intended to be used directly for signing messages, then |m| = 160 is
good enough, since given a suitable collision resistant hash function, one can
first hash a message to 160 bits, and then sign the resulting value. Hence, the
messages m to be signed can be regarded as an element in Z,.

In order to give an exact security proof with a good bound for the new sig-
nature scheme, we assume that ¢ = 3 mod 4 (so that —1 is a non-quadratic
residue modulo ¢), and the message space is {1,...,(¢ — 1)/2}. For any mes-
sage m € {1,...,(q¢ — 1)/2}, if m is not a quadratic residue modulo ¢, then
q —m or —m will be a quadratic residue modulo ¢g. The system parameters are
(G, Gr, e, q, g), where g € G is a random generator.

Key Generation. Randomly select z,y €r Zg,
The public key is (u, v). The secret key is (z,y).

and compute u = g*, v = g¢Y.

*

5, and a message m € {1,..., (¢ —1)/2},

Signing: Given a secret key z,y € Z
pick a random r €g Zy,

— If m is a quadratic residue modulo ¢, then compute
o= ‘g("E‘H"7':‘/+T)é c G
— Otherwise, if m is a non-quadratic residue modulo ¢, then compute

o= gEtEmuin: ¢ g
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Here (x4 my +r)2 or (z + (—m)y +r)2 is computed modulo g. When they
are not quadratic residues modulo ¢, we try again with a different random r.
The signature is (o, 7).

Verification: Given a public key (G, Gr, q, g, u, v), amessagem € {1, ..., (¢g—
1)/2}, and a signature (o, r), verify that

e(o, o) = e(ww™g", g)
or
e(o, o) =e(wv""g", g)

The verification is correct due to the following equations:

1 1
6(0’, 0_) —e g(wimerr)Z’ g(wimy+r)2)

(x:l:my+r)%> ~(m:tmy+r)%>

L
<

3.2 Efficiency

To date, there exist three secure signature schemes without random oracles from
the bilinear groups, namely BB04 scheme [5], BMS03 scheme [10] and CL04
scheme [12]. BMS03 signature scheme is based on a signature authentication
tree with a large branching factor. Compared to BMS03 and CL04 schemes, our
scheme has the obvious advantages in all parameters, such as the public key,
signature lengths and performance.

The new signature scheme requires one computation of square root in Z; and
one exponentiation in G to sign. For the verification, it requires two or three
pairings and two exponentiations in G.

We note that the computation of the pairing is the most time-consuming in
pairing based cryptosystems. Although there have been many papers discussing
the complexity of pairings and how to speed up the pairing computation [2[T7IT9],
the computation of the pairing still remains time-consuming. Similar to BB04
scheme, some pairings in the proposed signature scheme can be pre-computed
and published as part of the signer’s public key, such that there is only one
pairing operation in the verification. We pre-compute a = e(u, g), b = e(v, g)
and ¢ = e(g, g), and publish them as part of the signer’s public key. Then, for a
message m € Zy, and a signature (o,r), the verification can be done as follows:

e(o, o) Za-pEm.cr,

Hence, the verification requires only one pairing and two exponentiations in G,
and we note that the exponentiations in G are significantly faster than pairing
operations.
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Signature Length. A signature in the new scheme contains of two elements
(0,7), where one element is in G and the other element is in Z;. When using
a supersingular elliptic curve over finite field F},» with embedding degree k£ = 6
and the modified Weil pairing or Tate pairing [9/23], the length of an element
in Z; and G can be approximately log, g bits, and therefore the total signature
length is approximately 2log, g bits. To be more precisely, let P € E(F,n),
ord(P) = q, G =< P >C FE]q] (E[q] is the group of ¢-torsion points of E). Let
¢ be a distortion map, i.e., an efficiently computable automorphism of E[q] &
Zq x Zgq such that ¢(P) ¢< P >= G. Actually, the map ¢ maps ¢ -torsion
points defined over Fj» to g-torsion points defined over the extension field Fn«
(For supersingular elliptic curve, such distortion map always exists). Consider
the bilinear pairing

e:G xG — pg,

defined by
é(Pa Q) = ew<P7 ¢(Q))7

here e,, denotes the Weil pairing and p, is the subgroup of order ¢ in F;W.

We can select the parameter such that the elements in G are 171-bits strings.
A possible choice of these parameters can be from Boneh et al.’s short signature
scheme [9] : G is derived from the curve E/GF(3°7) defined by y?> = 2® —
x + 1, which has 923-bit discrete-log security. Therefore, at the current security
requirement, we can obtain a signature whose length is approximately the same
as a DSA signature with the same level of security, but which is provably secure
and existentially unforgeable under a chosen message attack without the random
oracle model, which is the same as BB04. Hence, this is the second short signature
scheme without random oracles.

However, the proposed signature scheme has a drawback, that is the scheme
requires a symmetric bilinear map, whereas BLS and BB04 can work with a
symmetric or an asymmetric map. Currently, the symmetric bilinear map with
short representation of group element can only be found on supersingular curves.
Since these curves have an embedding degree of at most 6, this will make the
new signatures bigger and harder to scale, compared to BB04 and BLS, at higher
security levels.

3.3 Proof of Security

The following theorem shows that the scheme above is existentially unforgeable
in the strong sense under chosen message attacks, provided that the k + 1-SR
assumption holds in (G, Gr).

Theorem 1. Suppose the (k+ 1,t',€¢' )-SR assumption holds in (G,Gr). Then
the signature scheme above is (t,qg,€)-secure against existential forgery under
an adaptive chosen message attack provided that
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qs < k+1, e=2¢ +4% ~ 26, t <t —0O(qsT).
q

where T' is the mazimum time for computing a square root in Z; and an expo-
nentiation in G.

Proof. To prove the theorem, we will prove the following: “If there exists a
(t,qs, €)-forger F using adaptive chosen message attack for the proposed signa-
ture scheme, then there exists a (¢, €')-algorithm A solving gs-SRP (also k + 1-
SRP, if k + 1 > ¢s), where t' > t 4+ O(qsT), € = § — 2‘1; J

Assume F is a forger that (¢, gg, €)-breaks the signature scheme. We construct
an algorithm A that, by interacting with F, solves the ¢s-SRP in time ¢’ with
advantage €.

Suppose A is given a challenge — a random instance of gs-SRP:

“ For an integer qs, and x €r Zq, g € G, given
{9, a=4g" h,... shes € Zg, g(m+hl)% y e .’g(x-&-hqs)% b
1
to compute g@* M) for some h & {hy,... hes}.”

Next, we describe how the algorithm A to solve the gs-SRP by interacting
with F. The approach is similar to BB04 [5]. We distinguish between two types
of forgers that F can emulate. Let (G, Gr, ¢, g,u, v) be the public key given to
forger F where u = ¢* and v = g¥. Suppose F asks for signatures on messages
mi,ma, -+ ,Mgs € Zy and is given signatures (r;, 0;) on these messages for
i=1,---,qs. Let h; = myy+r; and let (m,r, o) be the forgery produced by F.
Denote two types of forger F as:

Type-1 Forger which either makes query for m; = —x, or outputs a forgery
where my + r ¢ {h1,ha, -, hgg }-

Type-2 Forger which never makes any query for a message m = —z, and
outputs a forgery where my +r € {h1,ho, -+, hqg }-

A plays the role of the signer, it produces a forgery for the signature scheme
as follows:

Setup: A is given g, a = g%, with ¢gg known solutions (h; € Zg, s; = g(f’3+h"')é €
G) forrandom h; (i = 1,- -+, qs). A picks random y € Z, and a bit byeqe € {1,2}
randomly. If b,,04c = 1, A publishes the public key PK; = (G, Gr, q, g,u, v),
here u = a, v = g¥. If byode = 2, A publishes the public key PKs = (G, Gr,
q, g, u, v), here u = ¢g¥, v = a. In F ’s view, both PK; and PK, are valid
public keys for the signature scheme.
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Simulation: The forger F can issue up to gg signature queries in an adaptive
fashion. To respond these signature queries, A maintains a list H-list of tuples
(my,r;, hy) and a query counter | which is initially set to 0.

Upon receiving a signature query for m;, A increments [ by one, and checks if
I > qg. Ifl > qg, it neglects further queries by F and terminates F. Otherwise, it
checks if g7 = w. If so, then A just obtained the private key for the public key
PK = (G, Gr, q, g,u, v) it was given, which allows it to forge the signature on
any message of its choice. At this point A successfully terminates the simulation.

Otherwise, if by0qe = 1, set 7; = hy — m;y € Zq. In the very unlikely event
that r; = 0, A reports failure and aborts. Otherwise, A gives F the signature
(riy 0; = s;). This is a valid signature on m; under the public key PK; =
(G, Gr, ¢, g,u, v) since r; is uniform in Z, and

(m+h7:)%’ g(x+hi) %) ri+miy
b)

e(oi, oi)=e(g =e(ug", g) = e(ug . g9) =e(w™g", g).

If bode = 2, set r; = m;h; —y € Zg. If 7; = 0, A reports failure and aborts.
Vi

Otherwise, A returns (r;, o; = sy ) (If m; is a quadratic residue modulo ¢) or

(riy 05 = 8;/7””) (If m; is a non-quadratic residue modulo ¢) as answer. This is

a valid signature on m,; for PK5 because r; is uniform in Z, and

(obh) 2 y/mi - g(athi) 2 ymay

A adds the tuple (m;, r;, v™ig™) to H-list.

Reduction: Eventually, the forger F returns a forgery (m,r, o), where (r,0)
is a valid forgery distinct from any previously given signature on message m.
Note that by adding dummy queries as required, we may assume that F made
exactly gs signature queries. Let W « v™g". Algorithm A searches the H-list
for a tuple whose rightmost component is equal to W. Then according to two
types of forger F , we denote the following events as:

F1: (Type-1 forgery:) No tuple of the form (-, -, W) appears on the H-list.
F2: (Type-2 forgery:) The H-list contains at least one tuple (m;,r;, W;) such
that W; = W.

Denote E1 to be the event by,04e = 1 (ie., F produced a type-1 forgery, or
F made a signature query for a message m; such that ¢~ = w.) and denote
E2 to be the event byoqe = 2 . We claim that A can succeed in breaking the
signature scheme if (E1 A F'1) vV (E2 A F'2) happens.

Case 1. If u = g™, then A has already recovered the secret key of its chal-
lenger, A can forge a signature on any message of his choice. We assume
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that F produced a type-1 forgery (m,r,o). Since the forgery is valid,
we have
e(o, o) = e(uw™g", g) = e(ug™*", g).

Let h = my + r. So, the forgery (m,r,o) provides a new gs — SRP
solution (h, o).

Case 2. Since v = a = ¢g*, then we know that there exists a pair v ¢g"7 = v™g".
Since (m,r) # (m;,r;), otherwise it is not regarded as a forgery, so,
m # mj, v # r;. Therefore, A can compute z = ' ;;j which also
enables A to recover the secret key of its challenger. He can now forge
a signature on any message of its choice.

Any valid forgery (m,r, o) will give a new q¢ — SRP solution under at least
one of the 2 above reductions.

This completes the description of Algorithm 4. A standard argument shows
that if A does not abort, then, from the viewpoint of F, the simulation provided
by A is indistinguishable from a real attack scenario. Since the simulations are
perfect, F cannot guess which reduction the simulator is using. Therefore, F
produces a valid forgery in time ¢ with probability at least e.

Since E1 and F1 are independent with uniform distribution, Pr[E1V E2] =1
and Pr[F1V F2] = 1, the probability that A succeeds is Pr[(E1 A F1) V (E2 A
F2)]=1.

Next we bound the probability that A dos not abort. ;From above description
of A we know that A aborts if

— At E1 A F1, only if r; = 0, i.e., m;y = h;. For given y, this happens with
probability at most .

— or at E2 A F2, only i% r; =0, i.e., m;h; = y. For given y, this happens with
probability at most q; .

So, A succeeds with probability at least § — 2‘1; .

Let T be the maximum time for a computing square root in Z; and an expo-
nentiation in G. The running time of A is t' > t + ©(gsT). This complete the
proof. (Il

4 Shorter Signature with Random Oracles

In this section, we present a more efficient short signature scheme based on
qs — S RP in the random oracle model. The proposed new short signature scheme
with random oracle is described as follows:

The system parameters are (G, Gr, e, q, g, H), here ¢ € G is a random
generator and H : {0, 1}* — Z is a cryptographic hash function. We assume
that ¢ = 3 mod 4 (so that —1 is a non-quadratic residue modulo q).

Key Generation. Randomly select  €g Zj, and compute u = g*. The public
key is u. The secret key is x.
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Signing: Given a secret key x, and a message m, computes o = g(f(m)+2)2 T1f

(H(m) + z) is a non-quadratic residue modulo ¢, compute o = g(~(H(m)+x))2

Verification: Given a public key (G, Gr, e, q, g, u, H), a message m, and a
signature o, verify that

(g"m

e(o, 0)=e u, g)

or

( H(m)

e(o, o) =e(g -1

u, g)

This signature scheme can provide the same signature length as BLS scheme.
We compare this signature scheme with the BLS scheme from the view point of
computation overhead. The key and signature generation times are comparable
to BLS signatures. The verification time is faster, since the verification requires
only one pairing and one exponentiation due to the pre-computation of a =
e(u, g) and ¢ = e(g, g). This is comparable to the random-oracle version of the
BB signature, which also uses a single pairing. By contrast, the BLS signature
requires two pairings.

About the security of proposed signature scheme against an adaptive chosen
message attack, we obtain the following theorem:

Theorem 2. If there exists a (t,qu, qs, €)-forger F using adaptive chosen mes-
sage attack for the proposed signature scheme, then there exists a
(', €)-algorithm A solving qg — k-SRP (for a constant k € Z" ), where

k— k
:/’€>HQH J e
i=0 qa —J qH

FEspecially, there exists a (t' =t, € > 325 - €)-algorithm A solving qg — 1-SRP.
H

Proof. In the proposed signature scheme, before signing a message m, we need
to make a query H(m). Our proof is in the random oracle model (the hash
function is seen as a random oracle, i.e., the output of the hash function is
uniformly distributed).

Suppose that a forger F (¢, qm,qs,€)-break the signature scheme using an
adaptive chosen message attack. We will use F to construct an algorithm A to
solve gy — 1-SRP.

Suppose A is given a challenge:

“ For integer qu and k, and x €r Zq, g € G, given

1 1
{gv o = ng h’lv sy thfkt S qu g($+h1)2 PRI 7g(w+th_k)2 }7
to compute g(””+h for some h ¢ {h1,... ,hgy—x}.”
Now A plays the role of the signer and sets the public key be u = a. A will

answer hash oracle queries and signing queries itself. We assume that F never
repeats a hash query or a signature query.
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S1. Aprepares gy responses {wi, ws, . .., W, } of the hash oracle queries, h1, ...,
hgy —k are distributed randomly in this response set.

S2. F makes a hash oracle query on m; for 1 < j < gg. A sends w; to F as the
response of the hash oracle query on m;.

1
S3. F makes a signature oracle query for w;. If w; = h;, A returns g@thi)2 o
F as the response. Otherwise, A reports failure and aborts.
S4. Eventually, F halts and outputs a message-signature pair (m, o). Here the
hash value of m is some w; and w; ¢ {ha,. .., hqy—r}. Since (m, o) is a valid
forgery and H(m) = wy, it satisfies:

H(m)

e(o, 0) =e(g™" "™, g).

1
So, 0 = gtw)2 " A outputs (wy, o) as a solution to A’s challenge.

Algorithm A simulates the random oracles and signature oracle perfectly for F.
F cannot distinguish between A ’s simulation and real life because the hash
function behaves as a random oracle. Therefore F produces a valid forgery for
the signature scheme with probability at least e.

Now, we bound the probability A dos not abort. In step S3, the success
probability of A is q’;;k, and hence, for all signature oracle queries, A will not
fail with probability
e
p= .
=0 dH—J
(if F only makes s(< gg) signature oracle queries, the success probability of .4
is [T5Z 1 ‘IH k= ). Hence, after the algorithm A finished the step S4, the success

probablhty of] A is:

-1 )
LTk ke
T i am
In particular, if we let k = 1, then the success probability of A is:

qs
- €.

!
€ >
4

The running time of A is equal to the running time of F, where ¢’ = . (]

5 Conclusion and Further Works

In this paper, we proposed the second short signature scheme from bilinear
pairing which is existentially unforgeable under a chosen message attack with-
out using random oracles. The security of our scheme depends on a new com-
plexity assumption called the k+1 square roots assumption. Furthermore, the
k41 square roots assumption gives even shorter signatures in the random oracle
model, where a signature is only one element in a bilinear group.
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As for applications of our signature schemes, we present a new chameleon
hash signature scheme, an on-line/off-line signature scheme and a new efficient
anonymous credential scheme based on the proposed signature scheme in the
earlier version of this paper [27]. These applications are omitted here due to
the page limitation. BLS[9], BB04 [5] and ZSS [28] short signature schemes play
an important role in many pairing-based cryptographic systems. The proposed
signature scheme is comparable to them and we expect to see many other schemes
based on it, such as group signatures [6], aggregate signatures [8] and others.
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Abstract. In k-times anonymous authentication (k-TAA) schemes,
members of a group can be anonymously authenticated to access applica-
tions for a bounded number of times determined by application providers.
Dynamic k-TAA allows application providers to independently grant or
revoke group members from accessing their applications. Dynamic k-
TAA can be applied in several scenarios, such as k-show anonymous cre-
dentials, digital rights management, anonymous trial of Internet services,
e-voting, e-coupons etc. This paper proposes the first provably secure dy-
namic k-TAA scheme, where authentication costs do not depend on k.
This efficiency is achieved by using a technique called “efficient provable
e-tag”, which could be applicable to other e-tag systems.

Keywords: privacy, anonymity, dynamic k-times anonymous authenti-
cation, k-show anonymous credentials, e-tag.

1 Introduction

In a k-times anonymous authentication system [I3], participants include a group
manager (GM), some application providers (AP) and many users. The GM reg-
isters users into the group and each AP independently announces the number
of times a group member can access her application. A group member can be
anonymously authenticated by APs within their allowed numbers of times and
without contacting the GM. No one, even the GM or APs, is able to identify
honest users or link two authentication executions of the same user while anyone
can trace dishonest users. No party, even the GM, can successfully impersonate
an honest user in an authentication execution.

However, k-TAA schemes are inflexible in the sense that the GM decides on
the group membership and APs do not have any control over giving users ac-
cess permission to their services. APs are passive and their role is limited to
announcing the number of times a user can access their applications. In prac-
tice, APs want to select their user groups and grant or revoke access to users
independently. For example, the AP may prefer to give access to users with good
profile, or the AP may need to put an expiry date on users’ access. Dynamic
k-TAA [12] was introduced to provide these properties. In dynamic k-TAA, APs
have more control over granting and revoking access to their services, and less
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trust and computation from the GM is required. Dynamic k-TAA allows APs
to restrict access to their services based on not only the number of times but
also other factors such as expiry date and so can be used in much wider range
of realistic scenarios.

A primitive close to k-TAA is Privacy-Protecting Coupon (PPC) system
[6/1T], which consists of an Initialisation algorithm and 2 protocols, Issue and
Redeem. There is a vendor and many users. The vendor can issue a k-redeemable
coupon to a user such that the user can unlinkably redeem the coupon for ex-
actly k times. There could be another algorithm, Terminate, which allows the
vendor to terminate coupons. Compared to k-TAA, PPC does not allow trace-
ability of malicious users and the vendor acts as the group manager and a single
application provider.

Applications of k-TAA can be found in digital rights management (DRM).
For example, k-TAA can be used to provide pay-per-use anonymous access to
online digital content, such as music, movies, interactive games, betting and
gambling, that are supplied by different application providers. A user can buy
credits to download hundreds of songs or movies over a year at a discount price.
Another example is trial browsing [I3], where each provider allows members of
a group, such as XXX community, to anonymously and freely browse content
such as movies or music on trial. The provider also wants to limit the number
of times that a user can access the service on trial and users, who try to go over
the prescribed quota, must be identified. k-TAA can also be used to construct k-
show anonymous credential systems [15], where credential-issuing organizations
can limit the number of times a user can show her credentials.

In previous k-TAA schemes, the authentication procedure has computation
and communication costs linearly depending on the bound k. If an application
provider sets k to be a large number, the authentication procedure becomes
expensive. For example, a music web site may sell e-vouchers each of which can
be used to anonymously download 10000 songs within a year. Then each user
has to run the same expensive authentication protocol for each downloaded song.
If there are many users in the group, the authentication cost multiplies by the
number of users. So, the open problem is to construct k-TAA schemes where the
computation and communication costs in the authentication procedure do not
depend on k.

1.1 Owur Contribution

We propose the first dynamic k-TAA scheme with constant authentication costs,
extended from the NS05 scheme [12], and prove its security. It can be used to
construct the first k-show anonymous credential system with constant costs. It
can be converted to a k-TAA scheme using the approach in [12]. It is also possible
to construct a combined scheme, where some of the APs have the dynamic
property and other APs do not. Section 3] details efficiency comparison with
previous k-TAA schemes [13/12].

Our scheme still uses tag as in the TFS04 [I3] and NS05 [12] schemes. In
these schemes, the GM issues some secret key to each user. An AP with bound
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k provides a set of k tag bases. For each authentication, the user uses his secret
key and a tag base to computes a value, called a tag, and sends it to the verifier
with a zero-knowledge proof that the tag is correctly computed and the user is
a group member. If the user attempts to access more than % times, he has to
use a tag base twice and his identity will be revealed. The problem with these
constructions is that the proof that the tag is correctly computed from one of
the k tag bases requires a proof of knowledge of one of k£ elements and its cost
linearly depends on k. Our objective is to remove this dependency.

We use a methodology, called “efficient provable e-tag”, which was first pro-
posed in [I1] for a PPC system. An ordinary k-TAA scheme with constant costs
[14] also uses this method.

In this method, each AP with bound k uses its secret key to issue k signatures
on k random messages and these message-signature tuples are used as tag bases.
Then the proof of knowledge of one of k elements is replaced by a proof of
knowledge of a message-signature tuple. However, using our message-signature
tuples with the function to compute tags from tag bases as in [I3[12] will result
in a “cut and choose” zero-knowledge proof. So we use another function similar
to the verifiable random function proposed in [7] that is used for the efficient
compact e-cash scheme in [5]. We also need a different way for the GM to issue
member secret and public keys to users.

The organization of the paper is as follows. We give the background in
section 2 and present the model of dynamic k-TAA in section 3. Section 4 pro-
vides technical description of the proposed dynamic k-TAA scheme.

2 Preliminaries

We follow notation in [I2/I3] and use some complexity assumptions, including
Strong Diffie-Hellman (SDH), Decisional Bilinear Diffie-Hellman Inversion (DB-
DHI) and Computational Bilinear Diffie-Hellman Inversion 2 (CBDHI2). The
notation and assumptions are provided in Appendix [Al

2.1 Bilinear Groups

Let G1, Gy and G be multiplicative cyclic groups of prime order p. Suppose P;
and P, are generators of G; and Go respectively, and there is an isomorphism
¥ : Go — Gy such that ¥ (P2) = P;. A function e : G; x Ga — Gr is said to be
a bilinear pairing if it satisfies the following properties:

1. Bilinearity: e(P%, Q%) = e(P, Q) for all P € G1, Q € G2 and a,b € Z,,.
2. Non-degeneracy: e(Py, Py) # 1.
3. Computability: e(P, Q) is efficiently computed, VP € G1,Q € Ga.

For simplicity, hereafter, we set G; = Go = G and P, = P> but the proposed
scheme can be easily modified for G; # Gs. We define a Bilinear Pairing Instance
Generator as a PPT algorithm G that takes 1% and returns a random tuple
t = (p, G, Gy, e, P) of bilinear pairing parameters where p is of size x.
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2.2 General BB Signatures

This is a generalization of the Boneh-Boyen signature scheme [I], which is un-
forgeable under a weak chosen message attack if the SDH assumption holds. It
allows generation of a single signature for two random messages and an efficient
knowledge proof of the signature and messages without revealing anything about
the signature and messages.

Key Generating. Suppose (p,G,Gr,e,Q) is a bilinear pairing tuple. Generate
random H' « G and s’ « Z; and obtain @, = Q. The public key is

(Q,H',Q},,;,) and the secret key is s'.

Signing. For messages t € Z3 and { € Z, \ {—s}, output the signature R =
(QtHl)l/(s'+f).
Verifying. For a public key (@, H', @), messages t € Z; and teZ,\{-5},

and a signature R € G, verify that e(R, Q'Q’ ,) = e(Q'H', Q).

pub

2.3 CL-SDH Signatures

This is a variant of the Camenisch-Lysyanskaya signature scheme [4] using the
SDH assumption. Note that, as shown in [I], there is an efficient protocol be-
tween a user and a signer to generate a CL-SDH signature for the user’s message
without the signer learning anything about the message; and there is an efficient
zero-knowledge proof of knowledge of a CL-SDH message-signature pair.

Key Generating. Suppose (p,G,Gr,e, P) is a bilinear pairing tuple. Generate
random Py, H «+— G and v « Zy and obtain Py, = P?. The public key is
(P, Py, H', Pyy) and the secret key is 7.

Signing. For message = € Zy, generate random v « Z, and a « Z, \ {—7} and
compute S = (P*H'"Py)*/ (vt The signature is (a, S, v).

Verifying. For a public key (P, Py, H', Pyup), a message x € Zj,, and a signature
(a, S,v), verify that e(S, P*Pyy) = e(P*H"™ Py, P).

3 Model

This section revises the formal model for dynamic k-TAA [I3I12].

3.1 Procedures

A dynamic k-TAA system is specified as a tuple of PT algorithms (GKg, AKg,
Join%, Join™ | Bound, Grant, Revoke, AuthenV, Authen?, Trace), operated by a
group manager (GM), application providers (AP) and users. Each AP V has a
public authentication log LOGy,, an access group AGy of users who are allowed
to access its application, and some public information PIy. The algorithms are
described as follows.

GKg: The GM runs this setup PPT algorithm on input 1! to obtain a group
public key gpk and the GM’s secret key gsk.
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AKg: An AP V runs this PPT algorithm on input a group public key gpk to
obtain a pair of AP public key and secret key (apky, asky).

JoinY, JoinM: This joining protocol allows the GM to register a user into the
group. Both of the interactive algorithms Join? (the user) and Join™ (the GM)
take as input the group public key gpk and Join™ is also given the GM’s secret
key gsk. JoinM returns either accept or reject. If it is accept, JoinV outputs a
pair of member public key and secret key (mpk;, msk;).

Bound: An AP V uses this bound announcement PPT algorithm to announce
the number of times a user in its access group can use its application. It takes as
input gpk, apky and asky and outputs the upper bound &k and some information
which is published with the AP’s identity 1D, .

Grant: An AP V runs this algorithm to grant a group member access to its
application. The AP adds the member to its access group AGy and updates his
public information PIy. From PIy,, the member can obtain an access key mak.

Revoke: This algorithm allows an AP to revoke a group member from accessing
its application. It removes the member from the AP’s access group and updates
its public information.

AuthenV, Authen: This authentication protocol, between a user (AuthenV) and
an AP V (Authen®), allows the AP to authenticate the user for accessing its ap-
plication. The protocol input is all of the AP and group’s public information, and
AuthenY’s private input includes the user’s keys mpk, msk and mak. Authen”
returns accept, if the user is in the AP’s access group and has been authenticated
by the AP less than k times, or reject otherwise. The authentication transcript
is added to the log LOGy.

Trace: Anyone can run this public tracing PPT algorithm to trace a malicious
user. It takes as input all group public information and an authentication log
and outputs a user identity, GM or NONE, which respectively mean “the user
attempts to access more than the announced bound”, “the GM published infor-
mation maliciously”, and “there is no malicious entity recorded in this log”.

3.2 Correctness and Security Requirements

The adversary has access to a number of oracles and can query them accord-
ing to the brief description below, to learn about the system and increase his
success chance in the attacks. The oracles include Orrst, Oguery, OjorN-U,
Oavra-v, Ojorn—cm, OQavra—apr, OgraN—apr, OrEvo—ap and Ocorr—apP
whose descriptions are provided in the full version. The correctness condition and
security requirements for dynamic k-TAA are summarized as follows. Formal
definitions of oracles and requirements can be found in [13/12].

Correctness: It requires that an honest member who is in the access group of an
honest AP and has performed the authentication protocol with the AP for less
than the allowed number of times, is successfully authenticated by the AP.

Anonymity: Intuitively, it means that given two honest group members iy and i1,
who are in the access group of an AP, it is computationally hard to distinguish



86 L. Nguyen

between authentication executions, which are performed by the AP and one of
the two members. In the experiment, the adversary is allowed to collude with
the GM, all APs, and all users except target users ig and 41, and to query
oracles Orrst, Ojorn-v, Oavra-v and Oguery. The adversary is allowed
to make only one query to Oqugry on input ig, ¢, and an AP whose access
group contains iy and ¢;. On receiving such a query, Ogugry makes either ¢y or
i1 to execute the authentication protocol with the AP and outputs the protocol
transcript. Each of the users ig and i; must be authenticated by the AP within &k
times. The anonymity condition holds if the probability that the adversary can
correctly guess the user identity used in Ogurry’s authentication execution is
negligibly better than a random guess.

This anonymity definition is general enough to capture desirable privacy prop-
erties. For example, if the adversary can link authentication executions of the
same user with different APs with non-negligible probability, then the adver-
sary can break the anonymity experiment with non-negligible probability. In the
experiment, the adversary can use O yrg—y to trigger authentication execu-
tions between iy or 41 with different APs. When Ogurry generates a challenged
authentication execution, the adversary can link it to the executions generated
by Oaurg—u with non-negligible probability. As the adversary knows the user
identity of each execution generated by O urH—v, it can tell the user identity
of the challenged authentication execution with non-negligible probability.

Detectability: It loosely means that if a subgroup of corrupted members have per-
formed the authentication procedure with the same honest AP for more than the
total allowed number of times, then the public tracing algorithm using the AP’s
authentication log outputs NONE with negligible probability. The experiment has
two stages and the adversary is allowed to corrupt all users. In the first stage, the
adversary can query Orrst, Ojorn—am, Qavra—ap, Ogran—ap, OREVO-AaP
and Ocorgr—ap. Then all authentication logs of all APs are emptied. In the second
stage, the adversary continues the experiment, but without access to the revoking
oracle Ogrpyvo—ap- The adversary wins if he can be successfully authenticated by
an honest AP V with access bound k for more than k x #AGy, times, where #AGy,
is the number of members in the AP’s access group. The detectability condition
requires that the probability that the adversary wins is negligible.

Exculpability for users: It intuitively means that the tracing algorithm does not
output the identity of an honest user even if other users, the GM and all APs
are corrupted. In the experiment, the adversary, who wants to frame an hon-
est user 7, is allowed to corrupt all entities except the user ¢ and can access
Orrst, Ojorn—vu, and Oaurg—u. The adversary must authenticate user i us-
ing Oayrg—_u within the allowable numbers of times set by the APs. If the
adversary succeeds in computing an authentication log, with which the public
tracing algorithm outputs ¢, the adversary wins. The exculpability condition for
users requires that the probability that the adversary wins is negligible.

Exculpability for the GM: Loosely speaking, it means that the tracing algorithm
does not output the honest GM even if all users and all APs are corrupted. In
the experiment, the adversary wants to frame the honest GM and he is allowed
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to corrupt all users and all APs and access Or ;s and O jorn_cgam - If the adver-
sary succeeds in computing an authentication log, with which the public tracing
algorithm outputs GM, the adversary wins. The exculpability condition for the
GM requires that the probability that the adversary wins is negligible.

4 Dynamic k-TAA with Constant Authentication Costs

4.1 Overview

Section [[I] has already given the general intuition of the approach “efficient
provable e-tag”, which substantially improves efficiency of our scheme over the
NS05 and TEFS04 schemes [I2JI3]. We now provide an outline of this scheme
and note where this scheme is similar to NS05. In the GKg algorithm, a bilinear
pairing tuple (p,G,Gr,e, P) is generated, the GM’s secret key is a CL-SDH
secret key v «= Zy, and the group public key includes the corresponding CL-SDH
public key (P, Py, H', Ppyp) and a value @ «— Gr.

As noted in section 23] there is an efficient protocol between a user and a
signer to generate a CL-SDH signature for the user’s secret message x without
the signer learning anything about the message. This protocol underlies the
joining protocol (Join", Join™), where the user also has to publish his identity
and B = @'/ in the identification list LIST that allows tracing of malicious users
in the Trace algorithm. At the end of the joining protocol, the user obtains a
CL-SDH signature (a, S,v) for a message x, where v is also the user’s random
secret. The user’s member secret key is (x,v) and his member public key is
(a, S, ). As also noted in section [Z3], there is an efficient zero-knowledge proof
of knowledge of a CL-SDH message-signature pair (by proving the knowledge
of (a,S,v) and x such that e(S, P*Ppyu) = e(P"H'" Py, P)). The user can be
anonymously authenticated as a group member by using this proof, as shown in
the authentication protocol.

In the AKg algorithm, an AP’s public-secret key pair includes a general BB
public key (@, H', @},,;,) and the corresponding BB secret key is s. The Bound
algorithm, for a bound k, generates k random message couples (t1,%1), ..., (tx, tx)
and k corresponding general BB signatures Ry, ..., R;. The AP publishes &k tag
bases (t1,t1, R1), ..., (tk, tx, Ri) to be used for up to k times user access to the
AP’s service (each tag base is a general BB message-signature triplet).

In the authentication protocol between the AP and a group member with
key pair ((z,v), (a, S, 3)), the user obtains a random [ from the AP, chooses a
tag base (t;,%;, R;) and sends back a tag (I',I") = (F(z,t;), F(z,%;,1)), where F
and F are two functions. The user also shows the AP a zero-knowledge proof
Proofs which proves four properties: (i) the user is a group member (by proving
knowledge of a CL-SDH message-signature pair (z, (a, 5, v))); (ii) the user knows
a general BB message-signature triplet (¢;,%;, R;) (without revealing the triplet);
(iii) (I, I") is correctly computed from I, , (t;,1;), F and F (that means (I, ") =
(F(x,t;), F(x,1;,1))); and (iv) the AP has granted access to the user. Part (iv)
is the same as in NS05 and we will talk about it afterwards. This protocol differs
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from NS05’s authentication protocol with the construction of F and F and parts
(1), (ii) and (iii).

In the authentication protocols of TFS04 and NSO05, the proof that one of
the k announced tag bases has been used to compute the tag requires a proof of
knowledge of one of k elements and its cost linearly depends on k. In our authen-
tication protocol, that proof of knowledge of one of k tag bases is replaced by
the proof of knowledge of a general BB message-signature triplet. Therefore, our
authentication cost does not depend on k. The general BB signatures prevents
the user from forging a new tag base without colluding the AP.

Similar to NS05, if the user uses the same tag base to compute another tag
(I'", T"), anyone can find these from the AP’s authentication log (since I" = I'")
and use it to compute 8 = (I'/1")Y/ (=) which is part of the user’s public key
(F must be designed to allow this computation). However, if the member does
not use the same tag base twice, his anonymity is protected (F and F must
be designed to allow this anonymity). The cost of checking if I' has already
appeared in the AP’s authentication log is the same as in TFS04 and NS05, and
is trivial if tags are orderly indexed by I', so we ignore that cost in claiming the
‘constant’ property.

F and F must be designed so that: tags are not linkable; the property (iii) can
be efficiently proved; and if a user uses the same tag base twice, his public key
is computable from the two tags (6 = (I"/I")Y/(=1)). We construct these two
functions as (I, I") = (@V/(@+t) @Uatifita)/(x*+21)) This tag construction is
different from [I3I12] and developed from a recently proposed verifiable random
function [7] using bilinear pairings. It possesses a precious feature of having both
key z and tag base #;,%; in the exponents of @/ (#+t:) and gle+lii+e)/(@®+ati)
This feature allows the user’s zero-knowledge proof Proofs; in the authentication
protocol to avoid the cut-and-choose method.

Now, we talk about the property (iv) and the Grant and Revoke algorithms,
which are quite the same as in NS05. We also use dynamic accumulators to
provide the dynamic property, which means the AP grants access to or revokes
access from users. Each AP has a public key/secret key pair ((Q, Qpus), ), where
Qpus = Q°. To grant access to a member with a public key (a, S, 3), the AP ac-
cumulates the value a of the public key into an accumulated value V « V5T4,
and the member obtains the old accumulated value as the witness W. The mem-
ber shows that the AP has granted access to him by proving the knowledge of
(a, W) such that e(W, Q*Qpup) = e(V, Q). To revoke access from the member,
the AP computes a new accumulated value V — V1/(s+a)

As in NSO05, there is a Public Inspection algorithm (presented in the full
version) executable by anyone to check if the APs perform the Bound, Grant
and Revoke algorithms correctly.

4.2 Description

GKg
On input 17, the Bilinear Pairing Instance Generator returns (p, G, Gr,e, P).
Generate Py, P1, Py, H L H — G, v «— Z, and @ < Gr, and let Py, = P7.
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The GM’s secret key is a CL-SDH secret key gsk = «. The group public key
gpk consists of the corresponding CL-SDH group public key (P, Py, H', Ppus)
and values @, H, Py, P>. The identification list LIST of group members is initially
empty.

AKg

An AP V generates Q «— G, s,s" « Z5 and computes Qpup = Q°, ;ub = Q.
The public and secret keys for the AP are apk = (Q, Qpub, Q},;) and ask =
(s,5"), respectively. They form a general BB key pair ((Q, H', Q,,,;),s’). Then,
same as NS05 [I2], AP maintains an authentication log LOG, an accumulated
value, which is published and updated after granting or revoking a member, and
a public archive ARC (as the other public information PI in the formal model),
which is a list of 3-tuples. The first component of the tuple is an element in the
public key of a member, who was granted or revoked from accessing the AP. The
second component is a single bit indicating whether the member was granted
(1) or revoked (0). The third component is the accumulated value after granting
or revoking the member. Initially, the accumulated value is set to Vy «+— G and

LOG and ARC are empty.

JoinY, JoinM
This protocol allows the GM to generate a CL-SDH signature (a,S,v) for the
user’s secret & without learning anything about (z,v). The user also publishes

B =®'*. A user U; can join the group as follows.

1. User U; chooses z,v" « Z,,, computes 3 = ®'/* and a commitment C' =

P*H'" of x and adds (i, 8) to the identification list LIST. The user then
sends (3 and C to the GM with a standard non-interactive zero-knowledge
proof Proofy = PK{(x,v"): C' = PTH"Y N = B},

2. The GM verifies that (i, 3) is an element of LIST and the proof is valid.
The GM then generates a < Z, different from all corresponding previously
generated values and v « Zj, computes S = (CH'"Py)"/(r+) and sends
(S,a,v) to user U,.

3. User U; computes v = v/ + 0 and confirms that equation e(S, P*Ppy) =
e(P*H'" Py, P) is satisfied. The new member U,’s secret key is msk = (x,v),
and his public key is mpk = (a, S, 5).

Bound

An AP publishes his identity ID and a number k as the bound. Let (¢;,%;) =
HZ;XZ;(ID, k,j) for j =1,...,k. The AP computes general BB signatures R; =
(Q' H')Y(s'+5) for j = 1,...,k and publishes (t1,%1, R1), ..., (tx, tx, Ri). We call
(tj,t;, R;) the j'* tag base of the AP.

The Public Inspection algorithm (in the full version) can be run by anyone
to check if the APs perform the Bound, Grant and Revoke algorithms correctly.
So it is negligible that the APs can generate tag bases maliciously, for example,
two APs setting the same ¢;.
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Grant

This is the same as in NS05. An AP grants access to a user U; with public key
mpk = (a,-,-) as follows. Suppose there are j tuples in the AP’s ARC and the
AP’s current accumulated value is V;. The AP computes a new accumulated
value Vi1 = V}SJ“I and adds (a,1,Vj+1) to his ARC. From the AP’s ARC, the
user U; forms his access key mak = (j + 1, W), where W = Vj, and keeps a
counter d, which is initially set to 0.

Revoke

This is the same as in NS05. An AP revokes access from a user U; with public
key mpk = (a,-,-) as follows. Suppose there are j tuples in the AP’s ARC and
the AP’s current accumulated value is V;. The AP computes a new accumulated

value V41 = le/(Ha), and adds (a,0, Vj41) to ARC.

AuthenV, Authen”

The difference from NS05’s authentication protocol lies in the second step, which
is also the most important step of the protocol. In this step, the tag computation
and Proof, are completely different from those in NS05. An AP (ID, k), whose
public key and current accumulated value are apk = (Q, Qpub, @),;) and V'
respectively, authenticates a user U with public and secret keys mpk = (a, S, 3)
and msk = (z,v), respectively, as follows.

1. U increases counter d. If d > k, then U sends L to the AP and stops.
Otherwise, U runs the algorithm Update (as in [I2] and in the full version)
to update his access key mak = (j, W). The AP then sends a random integer
| —Zyto U.

2. U chooses an unused tag base (t,,%,, R,), computes tag (I, I") = (¢1/(=+t),
PUatitta)/(a*+2l)) and sends (I, I") to the AP with a proof
Proofs = PK{(t,,{,,R,,a,S,z,u,W) : ' = ¢!/ (@+t) A
fﬂ _ Qg(lm+lfL+x)/(12+z£L) A B(S, PaPpub) — e(P:EH/vPO’P) A e(W Qanub) _
e(V,Q) Ae(R,, Q™ ) = €(QH',Q)} (Proofs is described below).

3. If the proof is valid and if I" is different from all corresponding tags in the
AP’s LOG, the AP adds tuple (I',I",1) and the proof to LOG, and outputs
accept. If the proof is valid and I" is already written in LOG, the AP adds
tuple (I, I",1) and the proof to the LOG, outputs (detect,LOG) and stops. If
the proof is invalid, the AP outputs reject and stops.

Proofy
Let Uy = SH™; Uy = WH"™; U3 = R H" where 11,792,173 + Z;,, then Proof,
is equivalent to a proof of knowledge of (t,,%,,a,x,v,71,72,73) such that

Fz+t" — & fv(:t+f,,)m¢—lm—lf,,—m - 1:
e(Ur, P)*e(H, P)""%(H, Ppy) "e(P,P) "e(H',P)™"

- e(Uh Ppub)ile(P()v P)a

€(U27 Q)ae(Ha Q)—Tzﬂe(H’ qub)_r2 - e(U27 qub)_le(‘/a Q)a

6(U37 Q)fLe(Ha Q)_%{Le(Ha Q;ub)_rse(Qu Q)_tL = 6(U3, Q;ub)_le(Hlv Q)
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Most of the pairing operations in this proof can be pre-computed. The member
M computes the proof as follows.

1. Generate r1,72,73, k1, ..., k1g < Z; and compute
= SH™, Uy = WH™; Us = R,H™;
Uy = P]'Py?H"; Us = P[*H"; Ug = P{ " H"s;
phi pk 2 ¥
T, = 1 2Hk4 Ty = Pl 7Pks Hko U4_k10; T = P1k3 chs;
Ty = P 11ch12U kis. T5 P 14+k13Hk5 T = PklskaUG—km;
I, = [‘k14+k17 g _Fklogs—lkm lk1z— k14

I3 = e(Uy )kloe(H,P) k7e(H,Ppub) kle(P P)~kue(H', P) s,
Iy = e(Uz )kwe(HyQ)*kse(Hyqub) b
II5 = ( ) (Hv Q)ikue(Ha Q;ub)ihe(QaQ)ik”

2. ComPUtEC—HZ (P||Pyus || Po| [H[[H'|| P1| | P2| ||| Q| Qpub | Q) | [ DI K|

VI|U4]|.. HUGHTIH T[] | 1T5)

3. Compute in Z,: s1 = k1 + cr1; s2 = ko +crg; s3 = ks + cr3; s4 = ka + cry;
s5 = ks + crs; s¢ = kg + crg; s7 = kr + cria; sg = ks + craa; sg = kg + craa;
s10 = k1o + ca; s11 = ki1 + crsty; s12 = k1o + crst,; s13 = kis + ¢f,; S14 =
kig+cx; s15 = kis+c(x+1,)x; s16 = kig+crex; s17 = kir+ct,; s18 = kig+cv

4. Output (Uy, ...,Us, ¢, 81, ..., $18)

Verification of Proofa,. Checking the following equation
¢ = Ha, (Pl Pyus| | Pol [H || H || P || Pa] | 91| Q| Qs | Q| T DIV (| UL ||| Us|
PO PR UL || P P H UL | Py B U | | Pp H 2 U 20|
P1514+513 Hsso U(;C‘ |Pfls Hs1e UgSM | ‘FSMJ’_S”@_C‘ |F31543—1814—1813—814 H
e(Uy, P)*e(H, P)"*"e(H, Pyu) *te(P,P) *e(H', P)~*#e(U1, Ppup)°
e(Po, P)~“lle(Uz, Q)"0 e(H, Q)" e(H, Qpub) ~*>€(Uz, Qpuv)e(V, Q) “|
e(U?n Q)SIBe(Hv Q)75116(H7 Q;ub)isBG(Qu Q) 5176(U37 qub) e(Hlv Q)ic'

Trace
This algorithm is almost the same as in NS05. The identity of a malicious user
can be traced from an AP’s LOG as follows.

1. Look for two entries (I, I, 1, Proof) and (I, I"’,l’, Proof’) in the LOG, such
that I' = I'" and | # I’, and that Proof and Proof’ are valid. If no such
entry can be found, output NONE.

2. Compute ﬁ:(f/f\/)1/(lfl/):(@(laﬂrlﬂ+a:)/(a:2+a:ﬂ)/¢(l/a:+l'f2+a:)/(a:2+a:f£))1/(lfl'):
&/ and look for a pair (i, 3) from the LIST. Output member identity i, or
if no such (4, 8) can be found conclude that the GM has deleted some data
from LIST, and output GM.

4.3 Comparison

Apart from providing the same desirable properties of the NS05 and TFS04
schemes, a significant advantage of our scheme is that its authentication costs do
not depend on k or any parameter. Its only tradeoff is that the Bound algorithm
needs to compute { Ry, ..., R;} for the tag bases. However, each AP needs to run
the Bound algorithm only once whereas the authentication protocol is executed
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by all granted members for k times. So the tradeoff is very trivial compared to
the advantage.

We have the following comparison on the number of exponentiations (EX),
scalar multiplications (SM), pairings (PA) and transmitted bytes in the authen-
tication protocol. For the communication comparison, we use the parameters in
[12]. The TFS04 scheme has v = 1024, e = p = x = 160. For other schemes, p
is a 160-bit prime, Gy is a subgroup of a finite field of size approximately 21024
and Gr elements can be compressed by a factor of three using techniques in [9].
Most of the pairings can be pre-computed. The user can compute e(U;, P)*1° by
pre-computing e(S, P) and e(H, P) and computing e(S, P)*w0e(H, P)kor (this
way removes pairing computation but increases the number of exponentiations).
It is similar for e(Us, Q) and e(Usz, Q)*3. Note that the TFS04 scheme does
not provide the dynamic property and does not have the Update algorithm. That
algorithm is the same for NS05 and our scheme. It is not needed if NS05 and
our scheme are modified to remove the dynamic property. So we do not count
the cost of the Update algorithm in the comparison table. Besides, the number
of bytes sent by a user in the NS05 scheme we computed (60 k+ 408) is different
from that in [I2] (60 k+ 304).

TEFS04 NS05 Our scheme

Computation by AP (17+8k)EXs (15+8k)EXs  21EXs+
+8SMs+4PAs 20SMs+6PAs

Computation by User (28+8k)EXs (21+8k)EXs  22EXs+

+12SMs 27SMs
Bytes sent by AP 40 20 20
Bytes sent by User 60 k+ 1617 60 k+ 408 585
Dynamic No Yes Yes

4.4 Security
Security of our scheme is stated in Theorem [, which is proved in Appendix [Bl

Theorem 1. In the random oracle model, the dynamic k-TAA scheme provides:
(i) Correctness; (i) Anonymity under the Decisional Bilinear Diffie-Hellman
Inversion assumption; (iii) Detectability under the Strong Diffie-Hellman as-
sumption; (iv) Exculpability for users under the Computational Bilinear Diffie-
Hellman Inversion 2 assumption; (v) Exculpability for the GM under the Strong
Diffie-Hellman assumption.
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A Preliminaries

A.1 Notation

For a function f : N — RT, if for every positive number «, there exists a
positive integer kg such that for every integer k > ko, it holds that f(k) < k™%,
then f is said to be megligible. Let PT denote polynomial-time, PPT denote
probabilistic PT and DPT denote deterministic PT. For a PT algorithm A(-),
“r «— A(-)” denotes an output from the algorithm. For a set X, “x «— X”
denotes an element uniformly chosen from X, and #X denotes the number
of elements in X. Let “Pr[Procedures|Predicate]” denote the probability that
Predicate is true after executing the Procedures, Hx denote a hash function
from the set of all finite binary strings {0, 1}* onto the set X, and PK{z : R(z)}
denote a proof of knowledge of x that satisfies the relation R(z). An adversary
is modelled by an interactive Turing machine, which interacts with some oracles.



94 L. Nguyen

Each oracle performs operations and produces outputs required by queries from
the adversary. An entity is corrupted if the adversary has the entity’s secret keys
and completely controls the entity’s actions. We define 1/0 to be 0.

A.2 Complexity Assumptions

g-Strong Diffie-Hellman (¢-SDH) Assumption [I]. For every PPT algorithm A, the
following function Ade_SDH(/ﬁ) is negligible.

AdvSPH ey = Pr(A(e, PP, PEY) = (6, PV A (c € 2,)]

where t = (p, G, Gr, e, P) « G(1%) and s « Z.

The assumption informally means that there is no PPT algorithm that can
compute a pair (¢, PY/(51¢)) where ¢ € Zy, from a tuple (P, P*,.. ., PG, where
s — Ly,

Decisional Bilinear Diffie-Hellman Inversion (DBDHI) Assumption [2]. For every
PPT algorithm A, the following function AdUEBDHI(Ka) is negligible.

AdvRBPHI oy — |\ priA(t, P, P*,. .. PG (P, P)!/%) = 1]
—PHA(t, P, P%,..., P ) =1]|

where t = (p,G,Gr, e, P) « G(1%), I' = G} and s «— Z,.

Intuitively the DBDHI assumption [2] states that there is no PPT algorithm
that can distinguish between a tuple (P, P*,..., P¢") e(P,P)'/*) and a tuple
(P,P*,...,P®) T, where I «— G and s « Z,. We define the Computational
Bilinear Diffie-Hellman Inversion 2 assumption, which holds if either DBDHI or
SDH holds.

Computational Bilinear Diffie-Hellman Inversion 2 (CBDHI2) Assumption. For every
PPT algorithm A, the following function AdvgB DHI2 (k) is negligible.

AdvSBPHIZ(0) = priAt, P, P*,... PG e(P,P)/®) = 5]

where t = (p, G, Gr, e, P) «+ G(17%) and s « Zj,.

B Security Proofs

For Theorem [I] as part (i) can easily be proved by checking equations, we only
provide proofs for parts (ii), (iii), (iv) and (v). Due to space limitation, we omit
the proof that Proof, is non-interactive zero-knowledge, which is standard.

B.1 Proof of Theorem [ (ii)

Suppose there exists a PPT adversary A breaking the Anonymity property of our
scheme, we show a PPT adversary B that can break the DBDHI assumption.
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Let t = (p,G,Gr,e, P') «— G(1%) and a tuple a = (P',P"™,..., P A) be
uniformly chosen from either Sy = {(P’, P, ..., P'") ¢(P', P")Y/")|w « Zy}
or 5y = {(P,P",.... P A)jw — Z}, A — Gi}. B's challenge is to guess
whether « is chosen from S or S;. B interacts with A as follows.

B randomly chooses a bit b <« {0,1} and let &’ be the other bit. B gener-
ates different 60750,61751, ...,6q,1,5q,1 — Zj and sets x, = w — &g (without
knowing z). Let F = x(zp + &) H?;ll(axb + 6;)(xp + 6;), then it can be pre-
sented as a polynomial F = Z?io A;w', where Ay, ..., As, are computable from
60500, 61,01, .y 84-1,84—1 and Ag # 0. Therefore, B can compute & = e(P’, P')F,
By, = ®L/T Oy = L/ (@ +b0) | @, = pL/(@s+6) and @; = L/ (@+8) j =1, .. ¢—1
from (P', P",..., P""). Given I, B can also compute
Pllav+ibiten)/(@itmd) = BL1O, for i = 0,...,q — 1. Let Oy = e(P’, P/)X il A
Ao if A= e(P', P/ then Oy = d/(@+éo),

B selects P, Py, Py, Po, H H «— G, v « Zy, and computes Ppyp, = P7. B
provides A the group public key gpk = (P, Py, H', Ppus, P, H, P1, P2) and the
group secret key gsk = . B creates a number of users including two target users
iop and 7; that will be sent to Ogurry later.

At any time, A can create a new AP by generating apk, ask, an initial ac-
cumulated value, LOG and ARC as described in the AKg algorithm. Because
A determines the AP’s identity to be sent to OguEry, it can create more APs
without detriment to its attack. Therefore, let { be the upper bound on the num-
ber of APs, we can assume A always creates ¢ APs. B randomly picks m « Z.

i—1

Suppose the m'™ AP I1D,, has bound ky,, B randomly picks jn, <« Zj .
B simulates oracles accessible by A as follows.

— Random oracle HZ;XZ;: This oracle is queried in the Bound algorithm. If the
query is (IDy,, km, jm), the oracles returns (t = &,% = &). Otherwise, on
the i*" query, the oracle returns (t = 6;, = &;).

— Opst: This oracle operates as in the definition of Op g7, with regard to
an identification list LIST of user identity /public-key pairs. A can query the
oracle to view a user’s public key. A can request the oracle to record the
identity and public key of a user, who is not ig or iy, to LIST. A can request
the oracle to delete data from LIST.

— Ojyorn—vu: A just needs to query this oracle to register ig and i; to the
group, as A can collude other users and the GM.

If A asks the oracle to register iy, B chooses Cj «— G, computes 3, = $1/
and adds (ip, Op) to LIST. B (the oracle) then returns g, and Cp to A (the
GM) with a simulation of the standard non-interactive zero-knowledge proof
Proofi = PK{(zp,v}) : Cp = P H"Y A = 5" }. The GM follows the
Join protocol’s description and sends back (Sy, ap, ¥p). B then checks that
e(Sp, P% Ppyp) = e(CoH'™ Py, P) and sets i,’s public key as (ap, Sy, 85) (ip’s
secret key (xp,vp = vy, + 0p) is unknown).

If A asks the oracle to register iy, B chooses xy, vy, Z,,, computes
By = ®/*v and follows the Join protocol’s description so that (iy, By) is
added to LIST, iy’s public key is (ap, Sy, B ) and ip’s secret key is (zpr, vy ).
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— OaurH-U: A just needs to query this oracle to authenticate ig and i1, as A
can collude other users, the APs and the GM.
If 4} is queried to be authenticated by an AP (ID, k), whose public key and
current accumulated value are apk = (Q, Qpub, Q;ub) and V respectively, and
ip’s counter d for this AP is not greater than k, 55 runs the algorithm Update
to update his access key mak = (j, W}). On receiving a random integer | <
Zy from the AP, B chooses a unused tag base (t,,%,, R,), where (t,,,) is differ-
ent from (8o, 80), computes tag (I, I") = (@1/(@v+t) gllav+ifitas)/(@i+apt))
and sends (I, ") to the AP with a simulation of the proof Proofs, which
can be done by using the simulator in the proof for Proofs’s zero-knowledge
property and resetting the random oracle. A and B perform the rest of the
authentication protocol as specified in Section

If 45 is queried to be authenticated by an AP, as B knows iy/’s secret key,

A and B can simulate the authentication protocol as specified in Section [L.2

— OgueEery: If the queried AP is not ID,,, B fails and exits. Otherwise, as m is
randomly chosen, the probability that the queried AP is ID,, is at least 1/¢.
In this case, suppose the AP ID,, has public key apk = (Q, Qpub, @},,,;) and
current accumulated value V, and 4,’s counter d for this AP is not greater
than k. B runs the algorithm Update to update his access key mak = (j, Wp).
On receiving a random integer [ « Z; from the AP, B chooses the tag base
(t, = 6o,f, = 80, R,), computes tag (I, I") = (O, llzstilitz)/(@itzi)y,
and sends (I, ") to the AP with a simulation of the proof Proofs, which
can be done by using the simulator in the proof for Proofs’s zero-knowledge
property and resetting the random oracle. The AP ID,,, and B perform the
rest of the authentication protocol as specified in Section 2l B then outputs
the transcript of the protocol.

From the transcript outputted by Ogurry, if A returns the bit b, then B
decides that the tuple « is chosen from Sy. Otherwise, B decides that the tuple
« is chosen from S;. Then if A can break the Anonymity property of the k-TAA
scheme, then B can break the DBDHI assumption.

B.2 Proof of Theorem [I] (iii)

Suppose there exists a PPT adversary A breaking the Detectability property of
our scheme, we show a PPT adversary B that can break the SDH assumption.
Let challenge = (R,R?,...,R*") be a tuple of the SDH assumption, where
z « Zj, B’s challenge is to compute (c, RY(z+9) where ¢ € Z,,.

As A can break Detectability, at the end of the experiment with non negli-
gible probability, A can be successfully authenticated by an honest AP V with
access bound k for more than k x #AGy times, where #AG), is the number
of members in the AP’s access group. As Proofs is zero-knowledge, for each of
these successful authentication runs, .4 must have the knowledge of a tag base
(t,, 1., R,), a member public key (a, S), a member secret key (z,v) and a member
access key W. There are 3 possible cases:
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— A member secret key (x,v) in V’s access group is used for authentication for
more than k times. As V provides only k tag bases, A must generate a new
valid tag base (¢,%, R) to use with (z,v). Following arguments (which can’t
be shown due to space limitation) similar to the proof of Lemma 2 in [I2],
if A can generate a new valid tag base (t,f, R), then the SDH assumption
does not hold.

— No member secret key in V’s access group is used for authentication for more
than k times and A can generate a new member key pair ((a, S, 3), (z,v))
different from any member key pair of the whole group. Following arguments
(which can’t be shown due to space limitation) similar to the proof of Lemma
2 in [12], if this can be done, then the SDH assumption does not hold.

— No member secret key in V’s access group is used for authentication for
more than k£ times and A can generate a new member access key W for a
group member, who is not in V’s access group and has a member key pair
((a, S, B), (z,v)). In this case, B simulates the GM, the users, the APs and
randomly chooses an AP V with bound k and provides them to A. B then
runs the GKg algorithm to generate gpk = (P, Py, H', Pyus, @, H, P1, P») and
gsk = 7 and runs the AKg algorithm for all APs, except V. For V, B selects

f.s' — Zi, and set Q = R, Qpu = R*, Q),, = Q° and Vo = R/. The

initial accumulated value is Vp and V’s keys are ((Q,Qpub; @pup)s (2,5")),

where B does not know z. With these capabilities, B can easily provide A

access to simulations of the oracles O orn—am, OQavra—ar, OGRAN—AP,

Orevo—ap and Ocorr—ap, except when A uses Ocorr—ap to corrupt V,

B fails and stops. Note that when A uses Ogran_ap or Orgvo_ap to ask

V to grant access to or revoke access from a user, B can always use the tuple

challenge to compute the new accumulated value, as long as the number of

users is less than q. As B randomly chooses V, with non-negligible probability,

A can be successfully authenticated by V for more than k x #AGy times and

generate a new member access key W for a group member, who is not in V’s

access group and has a member key pair ((a, S, 3), (z,v)). Suppose the public

keys of all members in AG;p are {(a,,-)}™, then the current accumulated
value of the AP is V = R/IiZi(@it+2) therefore W = RS IliZi(ait2)/(atz)

From W and the tuple challenge, B can compute R'/(¢+2) and thereby

break the SDH assumption.

B.3 Proof of Theorem [] (iv)

We show that if there exists a PPT adversary A breaking Exculpability for
users in our scheme, then there exists a PPT adversary B breaking the Computa-
tional Bilinear Diffie-Hellman Inversion 2 assumption. Let t = (p, G, Gr, e, P') —
G(1%) and suppose that B is given a challenge @ = (P, P, ..., P'w"),
e(P’, P")'/*) and B needs to compute w. B generates different &, &g, 1,1, ...,
8g—1,04-1 Z, and sets x = w — 6p. B simulates an instance of the dynamic
k-TAA scheme and the oracles in the same way as simulations in the experiment
of Anonymity proof, except that there is only one target user i and e(P’, P')'/®
is used instead of A. So we omit the description of simulations.
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If A can break Exculpability for users, then Trace outputs i at the end
of the experiment. That means there exist (I, I, 1y, Proof ) and
(I'y, I, 1y, Proof’) in the log of an AP such that I'y = I, (I /15)Y/(1=8) = g(=
(151/”5) and Proof and Proof’ are valid. As A can only use O oy _y within the
allowable numbers of times, not both (17, I, Proof) and (I, Iy, 1o, Proof’)
is created by B using the oracle.

In the case neither of them was created by B using the oracle, as Proofs;
is zero-knowledge, A must have the knowledge of (x1,t1,%1) and (z2, t2,f2) such
that (]"17]:‘1) - (@1/($1+t1)’@(11301+llf1+931)/(93§+w151)); (]"2’1:‘2) — ((151/(362+t2)’
915([2””2“2{24‘””2)/(13‘*‘””2{2)); It = Iy and I/ = ¢(h—1)/* By converting all
elements into exponents of @, one can compute = from x1,t1, %1, 1, T2, to, t2, la.
Therefore, w is computable. By similar arguments for the case when one of
(I, I, 11, Proof) or (I's, I, 1y, Proof’) was created by B using the oracle, one
can also find w.

B.4 Proof of Theorem [] (v)

Suppose a PPT adversary A can break Exculpability for the GM in our scheme,
we show that the SDH assumption does not hold. If Trace outputs GM at the end
of the experiment, there exist (I, I",1, Proof) and (I"",I",l’, Proof’) in the log
of an AP such that I' = I, (I"/I")Y/(=1) ¢ LIST and Proof and Proof’ are
valid. As Proofs is zero-knowledge, A must have the knowledge of (¢,%,a, S, z,v)
and (t',,a’,S',2',v") such that x+t = 2’ +¢'. If t # t, then with non-negligible
probability, either x or 2’ is not issued in the Join protocol with the GM; so
a new valid member public key/secret key pair has been created without the
GM. If t = #, then = = 2/. But #'/* ¢ LIST, so x is not issued in the Join
protocol with the GM; so a new valid member public key/secret key pair has
also been created without the GM. Following arguments (which can’t be shown
due to space limitation) similar to the proof of Lemma 2 in [I2], if a new valid
member public key/secret key pair can be created without the GM, then the
SDH assumption does not hold.
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Abstract. We present an investigation into the security of three practi-
cal pairing algorithms; the Tate, truncated Eta (n7) and Ate pairing, in
terms of side channel vulnerability. These three algorithms have recently
shown to be efficiently computable on the resource constrained smart
card, however no in depth side channel analysis of these specific pairing
implementations has yet appeared in the literature. We assess these al-
gorithms based on two main avenues of attack since the secret parameter
input to the pairing can potentially be entered in two possible positions,
ie. e(P,Q) or e(Q, P) where P is public and @Q is private. We analyse
the core operations fundamental to pairings and propose how they can
be attacked in a computationally efficient way. Building on this we show
how each implementation may potentially succumb to a side channel at-
tack and demonstrate how one path is more susceptible than the other
in Tate and Ate. For those who wish to deploy pairing based systems we
make a simple suggestion to improve resistance to side channel attacks.

Keywords: Side Channel Analysis (SCA), Pairing Based Cryptography,
Correlation Power Analysis (CPA), Tate Pairing, Ate Pairing, nr Pairing.

1 Introduction

Pairings are a relatively new primitive in the world of cryptography. Pairings
are bilinear maps, which make them attractive for cryptographic constructions.
Since their introduction in the constructive sens7 a multitude of pairing based
protocols have been suggested and a handful of efficient pairing implementations
have been developed. We refer the reader to [I] for a comprehensive listing of
such papers.

Side Channel Analysis (SCA) has advanced immeasurably since its break-
through into the security community almost a decade ago [10]. Almost every
cryptographic construction, especially those intended for use in the smart card,
have been subject to some form of SCA or another. These powerful attacks,
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which do not play by the rules of traditional cryptanalysis, have proven success-
ful against many algorithms.

In this paper we perform passive differential side channel analysis (in the
form of correlation power analysis (CPA)) of three pairing algorithms, namely
the Tate [3], truncated Eta (nr) [2] and Ate pairing [9].

1.1 Related Work

The first mention of side channel analysis of pairings was in 2004 when Page and
Vercauteren [14] described a fault attack of Duursma-Lee algorithm [7] for char-
acteristic three and how the multiplication operation in general pairings could be
attacked using Simple Power Analysis (SPA) and a Messerges style Differential
Power Analysis (DPA) [I3]. While this paper identified the vulnerable operation
in pairings (i.e. finite field multiplication), the method described to attack it
was computationally infeasible. The method extracted one bit at a time of one
of the coordinates of the secret parameter (for example, extracted one bit of x
of Q(z,y) at a time). Given that each coordinate is a element of the underlying
finite field and potentially n bits (where n is at least 160 bits), extracting one
bit at a time is unrealistic. This is without even considering the additional task
of data acquisition and data processing required for DPA to extract one bit.

1.2 Motivation

We choose three specific pairing algorithms to assess, namely the BKLS algo-
rithm for the Tate pairing [3], the Ate pairing [9], and the BGOOES algorithm for
a truncated version of the Eta pairing nr [2]. Our reasoning for choosing these
implementations is that recently Scott et al. [16] presented the first timings
for the computation of these pairings which was comparable with contempo-
rary alternative cryptosystems on a 32 bit smart card. Since this contentious
aspect that has previously hindered the widespread adoption of pairings from a
commercial perspective is no longer an issue, the door is open for adoption of
pairings on these potentially side channel attackable devices. Therefore thorough
side channel evaluation of employable pairing implementations is necessary and
vital.

1.3 Contributions of This Work

In this paper we build on Page and Vercauterens work by describing a more
in depth approach to performing side channel analysis of three specific pairing
implementations. We solely concentrate on passive side channel attacks which
monitor the natural inescapable emanations of a device such as power analysis
[11], as opposed to determining the effects of purposely induced faults. We pro-
vide a computationally feasible method of attacking the finite field operations
fundamental to pairings. We describe this attack in terms of both finite field
multiplication and square root, since the square root operation is a potentially
attackable operation in the i pairing. However we approach our analysis from a
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different perspective. Instead of focusing on specific algorithms for specific oper-
ations, we focus on how operations are computed from a structural perspective.
We assess each candidate pairing algorithm based on the prospect of the secret
parameter being entered in either parameter position and show how some pairing
implementations are more susceptible to attack than others.

The paper is organised as follows. A brief overview of the candidate pair-
ing algorithms and correlation power analysis (CPA) is presented in section 2.
In section 3 we analyse the core pairing operations in terms of how they may
be attacked using side channels from a structural sense. We define a strategy
of attack for each pairing algorithm and consequently compare Tate, np and
Ate in section 4. We present possible countermeasures and address their ef-
fectiveness in deterring SCA in section 5. Finally we conclude and summarise
our findings in section 6. Note that the specific pairing algorithms themselves
can be found in appendix A.

2 Background

We briefly review relevant details on pairings and CPA.

2.1 Overview of Practical Pairings

Let E be an elliptic curve over a finite field F,. Pairings are functions which map
a pair of elliptic curve points P,Q € E(F,), to an element of a multiplicative
group of an underlying finite field 4 € F,. Algorithms A.1, A.2 and A.3 describe
implementations of Tate, Ate and nr respectively. Each of these algorithms are
efficiently computable on a 32 bit smart card, executing in under half a second
[16]. Each of the algorithms we consider are optimised pairing algorithms.

The BKLS [3] algorithm is a particularly fast method for computing the Tate
Pairing e(P, Q), where P € E(F,) is a point on the base curve and Q € E'(F/a)
is a point on the d-th order twist with embedding degree k, where d is at
least 2 when & is even [4]. BKLS can be calculated over supersingular or non-
supersingular curves over finite fields of arbitrary characteristic.

The Ate pairing [9] a(P, Q) is the most recently discovered pairing algorithm,
and is potentially faster than BKLS for non-supersingular curves. Ate cleverly
observes that it is more efficient to make the first parameter P € E'(FF /) and
the second parameter Q) € E(F,).

The BGOOES algorithm for the np pairing, is a generalisation of Duursma-
Lee pairing algorithm for the Tate pairing with a truncated loop. The pairing
nr(P, Q) is calculated on a supersingular curve over small characteristic, where
both parameters P and @ are elements in E(F,m) where p =2 or 3.

Each pairing algorithm ultimately consists of an application of Millers algo-
rithm followed by a final exponentiation. The notable difference between the
three pairing is that Ate and Eta both have half length loops compared to Tate.
From a specific implementation standpoint, we will address the cases where the
Tate and Ate pairing is calculated over the large prime field F,» and the nr
pairing is calculated over the binary field Form .
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2.2 Correlation Power Analysis

Our reasoning for using CPA is that it focuses on words of data at a time instead
of selection functions, and it overcomes some of the shortcomings of differential
power analysis (DPA) such as ghost peaks [6].

The basis for correlation power analysis (CPA) [6] and other forms of pas-
sive differential SCA is that there exists a relationship between the data being
processed during a computation and detectable physical manifestations such as
power consumption. This dependance is magnified by capturing numerous acqui-
sitions of the target in operation and then applying statistical analysis techniques
to differentiate the signal of interest from noise.

Specifically, CPA builds a hypothetical model based on assumptions made
about what constitutes energy dissipation. Then for key guesses, the correctness
of a guess is established by estimating what the consumption of such data would
be (based on the model) and then comparing it to actual data. This is generally
performed using a correlation test such as Pearson’s correlation coefficient:

E(XY)—-E(X)E(Y)
PXyY = (1)
VE(X?) - B*(X)\/E(Y?) - E*(Y)
where X relates to the actual data acquired from the attack such as the power
consumption and Y relates to the estimated power consumption derived from
the power model adopted (typical choices are the hamming weight or hamming
distance model).

CPA reveals words (or partial words) of data at a time. We aim to employ
CPA and recover the secret by iteratively extracting feasible portions of the
secret.

3 Side Channel Analysis of Naive Pairings

In a number of pairing based protocols, either the P or ) parameter is secret.
For example, in Boneh and Franklin’s identity based encryption [5] the critical
operation involving the secret key in a pairing is the decryption operation. Al-
though we are analysing pairings in isolation, the associated side channel security
of pairings have implications in the bigger picture.

In order to perform critical analysis of the candidate pairing algorithms, it
is necessary to analyse the core pairing operations in terms of how much infor-
mation they can potentially leak. In this section we will analyse the finite field
calculations central to pairings. Before we address these operations individually,
we make some observations about pairings.

3.1 Pairing Observations

We note the following possible opportunistic observations about pairings:

1. The secret parameter can potentially be entered as the first or second pa-
rameter in the pairing. If the curve is supersingular and a distortion map
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(.) is used, as is the case with the Eta pairing, the parameters to the pairing
e(P, Q) can be switched, i.e. e(Q, P) will yield the same result. In the case of
the Tate and Ate pairing, while the parameter can take either path, it must
hold for the entire protocol. Therefore this presents us with two avenues of
attack; the P path and the @) path. We note that depending on which path
is most vulnerable to SCA, such implications may lead to a simple method
of defence.

2. Due to point compression we only need to extract the x coordinate of the se-
cret point. Once this is found there are only two possibilities for y. Therefore
we restrict our attention to the secret x coordinate.

3. We will try to focus on operations which involve elements from the base
field Fy, where ¢ = p or 2™ since extension field elements IF» are k bit times
larger than that of base field elements.

3.2 Structural Analysis of Core Pairing Operations

One of the key requirements in performing a differential side channel attack is to
identify an exploitable operation in the algorithm which involves some known (or
computable) data and the secret key. Since elliptic curve arithmetic ultimately
relies on the underlying finite field, we will restrict our analysis to multiplication,
squaring, square root and reduction over the binary field and multiplication and
reduction over the prime field. We refer the reader to appendix A to see when
and where such operations are used in the candidate pairings.

We briefly recap on binary field and prime field arithmetic, since the candidate
pairing implementations are over Fom and IF),.

Characteristic two finite fields Fom are constructed using polynomial basis
representation: a(z) = {a;2™ 4+ a;—12™ 2+ ...+ a2z’ + a1z +ag | a; € {0,1}}
where a(z) € Fam has degree at most m — 1. Arithmetic over Fom is modulo the
irreducible polynomial f(z). We will represent a(z) € Fom as the concatenation
of w bit blocks: a(2) = a(m/w)—1|@(m/w)—2| - - |ao, where w is the underlying
processor’s word length.

Characteristic p finite fields, IF;,, where p is a large prime, consist of the integers
0,1,2,...,p— 1 with arithmetic modulo p. Let n = [log, p| be the bit length of
p. We will represent the elements a € IF), as the concatenation of w bit blocks:
a= a(n/w)—1|a(n/w)—2‘ cee |a0~

Since we only need to deterministically calculate partial output of target op-
erations, we revert back to the most basic methods for insight.

Multiplication. The most straightforward method for multiplication is the
shift and xor method for Fom and the operand scanning method for F,,. These
methods are very similar, and so will only describe the former.

The multiplicatiot] of two Fym elements a(z) = Z?Z)l a;z and b(z) =
Z;’;Bl b;z* will produce the binary polynomial ¢(z) = Zig(;l c;i7", with degree
2 In the context of binary fields by multiplication we mean carry-free binary polyno-

mial multiplication.
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2m — 1. The shift and xor method involves multiplying words of b(z) by words of
a(z) at a time. This process is depicted in figure[Il In the smart card system used
by Scott et al. [16] they used a special binary polynomial multiplication instruc-
tion. The main distinction between this method and the multiplication of two
F, elements is that instead of xor-ing, addition (with carry bits) is performed.

7 |_o \
ﬁ}_oS |

C

Fig. 1. Multiplication of F(2™) elements: the shift and xor method

A simple power analysis (SPA) attack on the bitwise shift and xor method was
suggested by Page et al. in [T4], which could easily be extended to apply to the
operand scanning method. However, since it is unlikely that this basic algorithm
will be favoured in a constrained embedded device, it is doubtful that SPA will
work. Other attacks on modular multiplication have also been suggested. Walter
[I7] demonstrates how Montgomery multiplication can be attacked with SPA if
an extra reduction is included.

In reality a number of multiplication algorithms can be implemented. We sug-
gest that instead of focusing on the multiplication algorithm itself, we focus on
the result of the multiplication. Due to the structural evolution of multiplica-
tion, which the basic algorithms allow us to easily see (as in figure [Il), we can
easily identify which data portions effect the resulting product value (or partial
product). A possible side channel attack of the multiplication operation is as
follows:

Let the target operation for a CPA attack be the multiplication of two finite
field elements. Note that we will deal with the act of multiplication and reduction
separately for the moment. Let x be an n-bit known (or computable) value
by the adversary and k be an n-bit unknown secret value. Let y = x - k be
the resulting 2n-bit product. We represent z, k and y as the concatenation of
w bit blocks: x = m(n/w)—1|m(n/w)—2| v xo, k= k(n/w)_1|/€(n/w)_2| ... |ko and
Y = Yn/w)—1|Y@njw)—2| - - - [yo accordingly.
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Since multiplication is not a suitable selection or partition function, and CPA
is the attack of choice, w-bit portions of k£ will be extracted at a timdd. To
identify the target input block we denote z; and k; to be the lth w-bit block of x
and k respectively, where 0 <[ < n/w — 1. To identify the hypothetical output
block we denote y, to be the r th 4bit block of y, where 0 <r < (2n/w) — 1.

If we are dealing with implementations over the binary field, there are two
possible positions from which the attack can commence, either the most or least
significant word of k, since all middle words of the product x-k are polluted by the
outermost words. If the implementation is over the prime field, we are restricted
to commencing from the least significant word only since carry propagation will
significantly effect all other words. We will describe the case where we begin
searching the least significant word of k, kq. First all the data for the correlation
test is produced.

Algorithm 1. Generate hypothetical output of the multiplication z¢ - ko for
all possible kg, where x( is known. N is the number of times the algorithm is
executed and consequently relates to the number of acquisitions captured.
INPUT: zg

OutpPuT: Hjy

1: for 0 < j < 2% do

2: for 1<i< N do

3 ko=3

4 Yo = ko - o
5 HO(Zvj) =7Yo
6: end for

7: end for

8: return Hy

This will produce a N x 2% matrix Hy detailing the hypothetical product of
all 2% possible kp’s and the N known xg’s. Note that the actual multiplication of
ko - zo will produce a 2w bit product yo, however only the least significant word
of this is required as entry in Hy. The most significant word of yo contributes to
the subsequent product word ;.

To identify which is the correct least significant word ko, the correlation is
calculated between the estimated power consumption of each row in Hy (this
contributes to Y in equation (1)) and a discrete time interval in the acquired
physical traces where the target operation is being executed (this contributes to
X in equation (). The hypothesis with the highest correlation, is identified as
the correct least significant word kg.

To extract the remaining interior words of k, the attack proceeds similar to
algorithm[Il It can be seen from figure[I] that in the 2n-bit product y, all middle

3 In the case of Scott et al. implementation, where w = 32 it will be a computationally
intensive task to extract one word. However it is possible to calculate the partial
correlation by just focusing on practical portions of w at a time.
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words are influenced by more than one word in k. Therefore k; cannot be found
unless kg is known, and ks cannot be found unless k; and kg is known, etc.
Therefore, line 5 in algorithm [lis replaced by y, = (k; - o) + ( auxiliary words )
for 1 <1 < n/w — 2. For instance y; = (k1 - xo) + (ko - 21) + (ko - xo) and
ya = (ko - xo) + (k1 - x1) + (ko - x2) + (k1 - x0).

The computational cost of such an attack is [ x 2. Note that we can improve
on this slightly when analysing binary field implementations. By observing the
fact that the most and least significant words of k£ can be independently calcu-
lated (i.e. no middle words of k influence the multiplied output), we can simulta-
neously calculate hypotheses for ky and k,, /,,—1. Once both of these terms have
been extracted, then the search can step inwards, i.e. calculate hypotheses for kq
and k,, /,, o simultaneously, etc. This reduces the cost of extracting & to é x 2%,

Squaring. A variety of fast multiplication algorithms exist for squaring finite
field elements. Here we will view squaring in its simplest form which is the
multiplication of x - k, where x = k, and so the attack just described can be
applied in the same way to the squaring operation.

Square Root. The square root method is only called on in the Eta pairing
implementation, and so only square root calculation over the binary field will be
discussed. An efficient method for calculating the square root can be obtained
from the observation that y/a can be expressed in terms of the square root of
the element z [§]. Basically the value a is split into it’s odd and even coeffi-
cients, as depicted in figure 2, and then the odd portion is multiplied by /z and
subsequently added to the even portion. If the irreducible polynomial f(z) is a

01234567 8910111213141516171819202122232425262728293031

———— .\
0246 81012141618202224262830 1357 91113151719212325272931
Even Odd

Fig. 2. Square Root of F(2™) elements where w = 32

trinomial or pentanomial, then an efficient formula for calculating 1/z can be
used. For example, \/z =22 + 23 (mod f(2)) when f(z) is a trinomial and

Vz = PAC R R ST (mod f(z)) when f(z) is a pentanomial.
Since the act of square root is a single operand operation, the only way the
act of calculating the square root of a secret value can be used in a side channel
attack is if, after a prediction about a (and the resulting y/a) has been made,
this value is later used in an operation involving known data. The hypothetical
output of this following operation is then used to verify the hypotheses. This
is a form of second order attack and will be described later in more detail. For

now we will describe how a value entered into the square root function changes
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in a structural sense, so that by knowing a portion of a we can deterministically
calculate what a portion of y/a will be.

Let k equal the unknown secret value as before. The vk is calculated as
follows: First k is split into left and right chunks. Given that we will be predicting
w bits of k at a time, this means that we will know % bits of odd, and % bits of
even. We will denote these half words by k, and k. respectively.

In the multiplication step, two '} bit quantities, &, - /2, will be multiplied
to produce an m bit product. Since we know one of the multipliers 1/z we can
predict what a portion of the product will be as before. This portion will be ¥
bits. Since there will not be multiple reduction steps (there might not even be
one), we can calculate what the final output of the reduction will be.

The final step to the square root operation is the addition (xor) of the even
values from before k. and the product k,-+/z (mod f(z)). Since we know the &

bits of even, and ) bits of the product, we can calculate % of the value Vk. This
can be carried on to the next step in the algorithm, where we can determine
how these % bits effect the result of the next operation. As before, we have two
possible positions from which this attack can commence; the most significant
word and the least significant word. Once either of these has been established
the middle neighbour words can be searched for.

Even though 7 bit portions are used to verify w bit hypotheses of k, the
computational costs of extracting k is still I x 2% or é x 2 if k is attacked
simultaneously from both ends.

Reduction. Almost all operations over finite fields are coupled with reduc-
tion. The protocol for modulo operations depends on the implementation, i.e.
reduction can be performed either concurrently or consecutively. If reduction is
performed consecutively, the attacks of the preceding operations can be applied
as described. If reduction is performed concurrently, we will have to revise our
attack strategy.

Over the binary field, the moduli chosen is of special form such that it permits
fast reduction, for example irreducible trinomials or pentanomials are preferred.

Straightforward reduction can be performed using the shift and subtract
method, where subtract over Fom is xor and subtract over F, involves borrow
bits. a(z) = b(z) (mod f(z)) or a =b (mod p) basically involves lining the mod-
ulus up with the most significant bit of a (or a(z)) and subtracting to produce an
intermediate value ¢. The modulus is then repeatedly lined up with intermediate
t’s until the the bit length (or degree) of ¢ is less than the bit length of p (or
degree of f(z)).

If repeated reduce is implemented, then it is more difficult to definitively
calculate the hypothetical output of interest. For example in the case of mul-
tiplication, if we are to predict partial output of ¢ = a - b (mod p), we must
be able to calculate all of the product a - b. Knowing only portions of a - b is
not sufficient since the waterfall effect of reduction will lose these portions in a
manner unpredictable by the adversary.

The implication of repeated reduce is that intermediate output of the cal-
culation of ¢ = a - b (mod p) must now be used for the hypothesis testing. A
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possible attack might proceed as follows: We will describe this attack for the
case where modular multiplication is the operation of interest, this technique
may be applied similarly to other methods. Let = equal the known data, and
k equal the unknown secret data as before. To extract kg, we can hypotheti-
cally calculate the intermediate output ¢ = x - kg, where ¢ is the intermediate
(m + w)-bit result. ¢ will then be reduced by p to once again produce a m-bit
value. Since the modulus is public, the resultant m-bit value (or even portions
of it) will be used to verify the correct kg. To extract kq, partial hypothetical
output of (t =z - k; (mod p)) + (¢ = x - kp (mod p)), where we assume kg has
been found, is calculated. This process is repeated until no words of k£ remain
unknown.

4 Possible Attacks

So far we have described how individual operations may be attacked using side
channels. Now we will put these attacks into context as we describe when and
where in the three candidate pairing algorithms these operations are performed
and how they can be exploited to extract secret data. For each algorithm we will
assess both paths where the first scenario details the situation where @ is secret
(Case 1) and the second where P is secret (Case 2). Note that each case will
be addressed relating to the specific implementation details given in [16].

4.1 The Tate Pairing: BKLS

BKLS [3] (algorithm 2, A.1) implements the Tate pairing e(P, @), where the first
input parameter P is a point of order r on the base curve E(F,), and the second
parameter @, is a point on the twist E'(F,./2). e(P, Q) evaluates to an element
in the finite field I, where p is a large prime and k is the embedding degree. In
the specific implementation described in [16] £ = 2 and so the points P and Q
have coordinates in IF,,. This means the coordinates (z,y) will be approximately
the same length as the bit length of p.

Case 1. When P is public, since the order r will be a published parameter we can
generate all intermediate jP values where 1 < j < r (for the calculation of rP).
@ on the other hand will remain static throughout the pairing computation. The
target operation in the algorithm involving the secret @ is: m; = y; — \;(zg +
z;) — yoi where z;,y; and \; are known, i = /—1 and z¢ and yg are secret.

Since we only need extract zg, we can focus on the operation A;(xq + ;). As
we will know z; and A;, we can employ the attack of the multiplication operation
described in 3.2 and extract words of zg at a time.

High order SCA can be applied here since we will know z;,y;, A; for all j,
and so can calculate the hypothetical output of \;(xg + x;) at multiple points.

Case 2. Conversely in the scenario where P is secret and @) is public, our known
value remains static through the attack, and the secret parameter is constantly
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changing. Intuitively this makes this path more difficult to attack, as even if
intermediate values of P are recovered, the original P must be extracted re-
quiring point subtraction and knowledge of the number of previous additions
that have already been performed. On further inspection, based on our analysis
of finite field operations, this avenue of attack is actually not possible for the
following reason; In order to make an hypothesis, there must exist an opera-
tion where the adversary can deterministically calculate how the input effects
the output (even partially). However given a section of z; it is impossible to
deterministically calculate any of the subsequent 11, where ;11 is the result
from either the doubling or addition of the previous jP, since calculation of
xj+1 requires knowledge of y;. So even if we make predictions for the value of
Tjq1in A\jp1(xQ + 2j41), we have no way of determining what \;; is and more
importantly what the original z; is.

This natural property of the BKLS algorithm can actually act as a deterrent
by enforcing the secret parameter to be entered as the first parameter to the
pairing.

4.2 The Ate Pairing

The Ate pairing a(P, Q) [9] (algorithm 3, A.2) is also computed over the prime
field, where P is chosen as a point of order r over the twisted curve E'(FF,/a)
with embedding degree k, and @ is chosen over the base field E(F,). Here point
scalar multiplication (the accumulation of P to rP) is calculated over the ex-
tension field E'(F,x/a) (see [9] for details). This means that the underlying finite
field arithmetic fundamental to point addition and doubling is performed over
F,x/a. However, the coordinates of () will be over F,. In the specific implemen-
tation described in [I6] k¥ = 4 and d = 2.

Case 1. As with BKLS when P is public and @ is private the target operation
is m; = i*yq —i(i%y;/2 + \;j(i%z;/2 + z¢)) where elements from the twist jP
are untwisted (hence the division by 2) and combined with @ to construct the
Miller variable m; € F,.. Note in this case i = v/—2.

Isolating the operation \;(i%z;/2 + z¢g) involving the secret coordinate z
involves addition of an element in ), to an element in F,. and multiplication
over IF,2. Note a+b where a = x1+y11 € F, where y; = 0, and b = x2+y2t € Fp2,
simply involves adding the real coefficient of a to the real coefficient of b.

To attack this operation, we once again utilise the observation about mul-
tiplication. Even though multiplication is now being performed over F,>, we
can still think in terms of multiplication over F,. So say a = z; + y1¢ and
b= +y2i € Fp2, a-bis simply (21 - 22 —2y1 - y2) + (21 - y2 + Y1 - x2)i where the
internal multiplications are over F,,. Relating to the our attack of A(i%z;/2+zq),
this means we will be able to calculate the partial output of z; - x5 and y; - 2
where z relates to the real coefficient of x; which is added to zg. Note that we
will be able to calculate all other portions of a - b. Once again the attack of the
multiplication operation as described in 3.2 can be employed to extract zq.
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Case 2. The case where P is secret is almost analogous to the BKLS case, and
hence appears to be impossible to attack. In Ate an attack would be even more
complex since the calculation of j P involving point addition and doubling is over
the extension field > and thus involves more complex arithmetic.

4.3 The nr Pairing

The np algorithm (algorithm 4, A.3) is quite different from Tate and Ate. The
implementation [2] for consideration is applicable to supersingular elliptic curves
over the binary field F(Fam). The pairing nr(P, Q) evaluates to an element in
Form. Both parameters are points on the curve E(Fam). No distortion map is
explicitly used, as the map to the extension field is integrated into the algorithm.

Unlike BKLS and Ate, some preliminary computation takes place outside the
loop. Operations on points are also completely avoided. The paths for P and @
are almost symmetric and so attack strategies for both paths are almost equiva-
lent. The only difference is that where the square root of xp and yp is calculated,
the squaring of g and yq is performed.

Case 1. Here there are two main points of attack. The first point of attack is
outside the loop; f «— u-(xp +zg+1)+yp +yo +b+ 1+ (u+zq)s +t where
the first value in Form is constructed. This is enabled by the incorporation of
the public elements s and t € Form.

Assuming that z¢ is secret and xp is known, the operation u - (zp + zg +
1) where u = zp + 1, can be focused on. This operation basically involves
addition (xor) and multiplication modulo the known irreducible polynomial f(z).
Hypothetical partial output of u - (zp + zg + 1) can be calculated by guessing
w-bit portions of zq.

The second point of attack is the squaring operation, i.e. zg « m2Q This
squared value is subsequently used in the next round of the loop in g «— u-(zp +
Q) +yp+yg+xp + (u+2xg)s+t where u in this calculation is zp. By purely
calculating what the hypothetical output of a portion of zg « axé is, we can
analyse how this portion affects subsequent operations.

For example, assuming we have guessed what the least significant word of zg
is, and calculated the least significant word of the resulting x% This means that
we can hypothetically calculate u-(xp+x¢g+ 1) after the first and second round
of the for loop and still be able to easily trace back to the original Q.

Case 2. nr is unique to Tate and Ate in that the two paths in the pairing are
almost symmetric and so are equally as vulnerable. Similar to the attack of @
there are two main points of attack. The first point of attack is again outside
the loop, where the operation u - (xp + zg + 1) can be attacked.

The second point of attack is the square root function inside the loop. Given
that we can deterministically calculate %) bits of hypothetical w bits of \/zp,
this means that we can test how this predicted output effects the output of a
number of subsequent operations to perform high order SCA. For example we
can calculate the hypothetical output w - (zp + z¢) and xp + (u + zq)s + .
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The only real obstacle that npy provides is that regardless of whether the
secret takes the either path, it is dynamic. Therefore if the adversary extracts
an intermediate secret value they must work back to get the original point.
This is in contrast to Ate and Tate which can be attacked at any point in the
algorithm.

5 Possible Countermeasures and Their Implications

A number of countermeasures have already been anticipated to protect pairings
against SCA [I5], [T4]. Taking advantage of bilinearity, the secret point can
simply be blinded. A pairing can be calculated as (P, Q) = e(aP,bQ)'/* where
a and b are random values or e(P, Q) = e(P, @+ R)/e(P, R) where R is a random
point. While these may be effective in deterring SCA since a new random value
will be used every time the pairing is called, they are expensive, ultimately
requiring point scalar multiplication and calculation of two pairings respectively.

Another more subtle countermeasure proposed by [I5] observes that repeated
multiplication of the Miller variable m in BKLS and Ate (or f in nr) by a
random element in F), (or Fam) will have no effect on the final pairing value
since they will be eliminated in the final exponentiation. This is a less expensive
deterrent only requiring a field multiplication per iteration of the Miller loop.

In order for this countermeasure to be effective, we recommend that the ran-
dom value must not only be multiplied by the Miller variable, but must be
multiplied by all intermediate values that make up the Miller variable. For ex-
ample in the case of Tate; m; =r-y; — A\j(r-zq +71-x;) —r-ygoi where r € F,,.
If a new random value is multiplied at every iteration of the loop, the attacks
we have presented would no longer be possible.

6 Conclusion and Recommendations

We have presented the first passive differential side channel analysis of the Tate,
Ate and np pairing. We performed this investigation in an analytical sense, where
empirical knowledge of side channel attacks was used to determine where and
how operations in the candidate algorithms could be exploited. We presented
an attack of the multiplication, square root and reduction operations over finite
fields, from a slightly different perspective. Instead of focusing on how these
operations could be performed, we simply focus on trying to deterministically
calculate partial output based on the structural expansion of basic algorithms.

We assessed the three candidate pairing algorithms based on the attack on
both paths that a secret can take. From this we found that although none of the
algorithms assessed proved to be resistant to SCA, Tate and Ate if implemented
with the secret being stationed in the first parameter could withstand such at-
tacks. np however, which is the most efficient algorithm computationally, is open
to attack from either path proving that speed may not be the main consideration
when choosing the best implementation.
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From our findings we recommend two straightforward deterrents to protocol
designers implementing pairing based protocols to protect against SCA: 1. If
implementing the Tate or Ate pairing, ensure that the secret parameter is posi-
tioned in the first parameter (i.e. the secret takes the P path). 2. If implementing
any of the pairings (but more specifically 1), we recommend the adoption of
the simple countermeasure proposed by [I5] where intermediate finite field mul-
tiplication by a random value will successfully mask sensitive data.
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A Practical Pairing Implementations

A.1 The Tate Pairing

Algorithm 2. Computation of ¢(P, Q) on E(F,) : y?> = 23+ Az + B, where P is
a point of prime order r on E(F,) and @ is a point on the twisted curve E’'(F,)

INPUT: P = (zp,ypr),Q = (q,Yq)
OutpuT: m € F,

= e
WY o®

14:
15:
16:
17:
18:
19:
20:
21:

22:

PP Wy

m=1
ZTaA, YA — Tp,Yp
n=r—1
for i — |lg(r)] —2 to 0 do
if n; = 1 then
(A, zr,yr) « double(A, A)
g=ya—ANxq +74) —i.yq
TA, YA < TT,YTr
m=m2.g
(A, zr,yr) < add(T, P)
g=ya—ANzqg+za) —iyQ
TAYA < T, YT
m=m-g
else
(A, zr,yr) « double(A, A)
g=ya—ANzq +74a) —iyq
TA,YA — TT, YT
m=m?-g
end if
end for
-
return m®+1/"

The notation m denotes the conjugate of m.
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A.2 The Ate Pairing

Algorithm 3. Computation of a(P, Q) on E(F,) : y? = 2 + Az + B, where P
is a point of prime order r on the twisted curve E'(IF,2) and @ is a point on the
base curve E(F))

INPUT: P = (zp,ypr),Q = (2q,YqQ)
OutrPuT: m € F)2

I: m=1
2: TA, YA — TP,YP
3n=t—1
4: for i — |lg(n)] —2 to 0 do
5: if n;, =1 then
6: (A, zr,yr) < double(A, A)
7: g =i%yg —i(i®ya/2 + A\(2wa/2 4+ 2q))
8: TA,YA — TT,YT
9: m=m?-g
10: (A, zr,yr) «— add(A, P)
11: g =1i2yg —i(ilya/2 + M\i*za/2 + 2q))
12: TA,YA < TT,YT
13: m=m-g
14: else
15: (A, zr,yr) < double(A, A)
16: g =1i2yg —i(ilya/2 + M\i*za/2 + 2q))
17: TA,YA < TT,YT
18: m=m2-g
19: end if
20: end for

2: m= "

22: return m(p2+1)/T

A.3 The nr Pairing

Algorithm 4. Computation of n7(P,Q) on E(Fam):y?> +y=a3+x+0b
INpUT: P = (zP,yp),Q = (20, Y0)

OuTPUT: f € Form

1: u«—xp+1

2 f—u-(zp+rg+l)+yp+yq+b+1+(utazqQ)s+t
3: for i — 1to (m+1)/2 do

4: u<—a:p,a:p<—\/a:p,yp<—\/yp

5: g—u-(zp+xQ)+yrt+yo+ap+(utzg)s+t
6: f<Tf-g

T xQ < 2h,YQ — Y

8: end for

9: return f(22m,1)(2"1,2(m+1)/2+1>(2(m+1/2)+1)
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Abstract. In this paper we propose an algorithm of factoring any in-
teger N which has k different prime factors with the same bit-length,
when ( ler2 + hh—1) ) log N high-order bits of each prime factor are given.
For a fixed €, the running time of our algorithm is heuristic polynomial
in (log N). Our factoring algorithm is based on a new lattice-based algo-
rithm of solving any k-variate polynomial equation over Z, which might

be an independent interest.

1 Introduction

In order to speed-up the exponent modulus computation in a cryptosystem which
its security is based on the intractability of integer factorization of the modulus,
e.g., RSA, the variants which use a multi-prime composite integer, combined
with Chinese Remainder Theorem (CRT) have been proposed [AI8IT3T416]. We
call these variants as multi-prime variants. As an illustration, let N denote the
public modulus of a cryptosystem. If the original cryptosystem uses N which is
the product of two secret prime factors p1, p2, then the multi-prime variants use
a composite integer N which is the product of k secret prime factors p1, ..., px
for k = 3.

1.1 Motivation and Strategy

Several attacks on multi-prime RSA have been proposed [3l9]. However, as far
as our knowledge, there has been no investigation for the case of multi-prime
variant where IV is the product of k different secret prime factors p1,...,px for
k = 3, and several high order bits of the prime-factors are known to the attacker.
In this paper we propose a method of factoring N of the following case:

(1) N is the product of k different secret prime factors p1, ..., px, and
(2) we are given several high-order bits of the prime-factors p1, ..., pk,
where k = 2.

* This work was done when the third author was at the University of Electro-
Communications as JSPS Research Fellow.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 11530} 2006.
© Springer-Verlag Berlin Heidelberg 2006
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Our strategy is as follows. We extend the work of Coron[7], which originally
proposed a method of solving bivariate polynomial equations over integer, into
a new method of solving k-variate polynomial equations over integer for any
k = 2. Then, we apply our new method to solve polynomial p(z1,...,z;) =
(p1 + z1)(P2 + x2) - - - (Pr + ) — N where p; is the given part of p;.

1.2 Results and Contributions

This work gives some theoretical results as well as practical meaning.

1.2.1 Theoretical Results
First, our new method of solving k-variate polynomial equations is general and
usable for any k& = 2. This method is featured through the following theorem.

Theorem 1. Let p be an irreducible k-variate integer polynomial of independent
degree & for k =2 2. Let Xq,..., X\ be upper-bounds of xo,,...xq, such that
p(Toy,-.-2o,) = 0. Also let define W := ||p(x1X1,...,26Xk)||co. If for some
€ > 0 such that

k
T < weoin =, (1)
i=1
holds, then there exists an algorithm such that within time heuristic polynomial
in (log W, 25k_1), can find all integer pairs xq,, .. .xo, such that p(zo,,...xo,) =
0, |xo;| £ X; fori e [1,k].

The “heuristic” part in Theorem [ is due to the possibility that a resultant
computation between two polynomials vanished to zero, while our algorithm
works only if all required resultant computations are not vanished. The algorithm
featured in Theorem [ can be guaranteed to run in polynomial time if we assume
that the following assumption holds.

Assumption 2. The resultant computations of any two polynomials where nei-
ther is p, are not vanished.

Assumption 2] enables us to prove that the algorithm featured in Theorem [I]
works within polynomial time. Note that this assumption is slightly weaker than
a more general assumption which might state: “the resultant computations for
any multivariate polynomials constructed yield non-zero polynomials”. We are
succeeded in weakening our assumption by extending Lemma 3 of Coron[7].
Originally, Lemma 3 in [7] only concerned about the bound of the norm of two
polynomials where one is a multiple of another in bivariate polynomial case. We
extend it into a new lemma (Lemma [2]in this paper) which concerns about that
in k-variate polynomial case. Additionally, we also prove an upper-bound of the
norm of basis in LLL-reduced basis (Lemma [3) which is tighter than the one
shown in [2].
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Finally, as application of Theorem [II, we construct a factoring algorithm of a
composite integer N which has k different square-free prime factors py, ..., pg,
given several bits of high-order bits of each p1,...,pgs. The result is illustrated
informally as the following theorem.

Theorem 3. Let N be a composite integer with k different prime factors with
the same bit length. If for each prime factor, we are given the at least (ki2 +

k(,:_l)) logy, N high order bits for some € > 0, then we have a (heuristic) poly-
nomial time algorithm to factor N.

1.2.2 Practical Meaning

Recently, some side-channel attacks on implementations of RSA where CRT and
Montgomery Reduction are used, have been proposed[II5/T5]. It was shown that
these attacks can reveal several high order bits of the prime factor of N where
N is the public modulus of RSA. Note that almost all the implementation of
multi-prime variants [4U8T3IT4/T6] also use CRT and Montgomery Reduction.
Although up to this moment these attacks have only been proven to work on
RSA where N is a product of only two primes yet, this kind of side-channel at-
tacks might also apply to these multi-prime variants. Hence, if such side-channel
attacks can reveal some high-order bits of the prime factors of N of a multi-
prime variant, then our result (Theorem [B]) can be used to complete the attack,
i.e., full factoring of V.

1.3 Related Works

The use of lattice reduction to find small roots of low-degree polynomial equa-
tions is discovered by Coppersmith[6] in 1996. At Eurocrypt 1996, Coppersmith
showed that using LLL, we can find small roots of unimodular equations and
bivariate polynomial equations over integer in polynomial time. However, the
Coppersmith’s method is generally difficult to put into practice. Howgrave-
Graham|[I(] constructed a simplification of Coppersmith’s method of solving
unimodular equations such that it is easier to understand and more practical.
This simplification has been broadly used in some applications|3]. Later, at Euro-
crypt 2004, Coron|[7] provided a simplification of Coppersmith’s method of solv-
ing bivariate polynomial equations, ala Howgrave-Graham. Coron’s algorithm
also runs in polynomial time.

Note that our main theorem (Theorem [l can be seen as extension of Coron
[7], i.e., from a method of solving bivariate polynomial equations into that of
k-variate polynomial equations. Also, although our result has a drawback, i.e.,
our algorithm runs in heuristic polynomial time instead of strict polynomial
time as in the case of Coron’s, our result still inherits the following features from
Coron’s: (1)the simple approach of Howgrave-Graham and (2)a polynomial-time
proven running time until a certain step.
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Organization of the paper. The next section is devoted to a brief introduc-
tion into lattice and LLL-reduced based related definitions. In section [B] we
prove the upper bound of the norm of vectors in LLL-reduced basis (Lemma [2]),
and the upper bound of the factors of a k-variate polynomial (Lemma[3]). Then,
in the section ] we will prove the Theorem [Il Finally, in section Bl we show an
application of Theorem [ to factor a composite integer N with k different prime
factors with the same bit length, given several bits of high order bits of each
prime factor. We present some discussion about our result in section [6l We close
this paper by a brief conclusion and some directions for further research.

2 Preliminaries

Unless otherwise noted, any vector in this paper is represented as a single col-
umn matrix. A k-variate integer polynomial p of mdependent degree 6 is de-
noted by: p(z1,...,z5) = Z(Zl’ i) €[0.6]% Pt H] L ;,J where p;, .. c 7.

We define HpH2 = Z(leuﬂk ‘p21,...,zk‘2 and HpHDO = max(zl,...,zk |p21,...,zk|' For

Sk

a k-variate polynomial p(z1,...,zx), we will refer 27" st oas (in, ..., ig)-th
term, (i1,...,1k) as power sequence of acl . xk , and pi, . . as coefficient of
(G1y- -y ig)- th term.

2.1 The LLL-Reduced Basis and LLL Algorithm

Definition 1 (Lattice). Let by,...,b, € Z™ be linearly independent vectors
with w < n. The lattice spanned by them is defined as follows: L(by,...,b,) :=
{ >oisy cibi
columns are by, ..., by, and the lattice generated by B as L(B) := {Bclc € Z“}.
Clearly, L(B) = L(b1,...,by) holds.

¢ € Z} . Equivalently, we can define a m X w matriz B whose

We refer to such a set of vectors b;’s or such a matrix B as a basis of the lattice
L(B). In this case, the lattice £(B) is said to have rank m and dimension w. If
m = w, then L(B) is a full-rank lattice. Note that all bases of a lattice have the
same rank and dimension. Let B’ be any basis of a lattice £’. The determinant
of lattice £’, denoted det(L'), is defined as det(L’) := \/det(B'TB’).

Definition 2 (LLL-reduced). Let £ be a lattice spanned by matrix B =
(b1,...,by) € ZM*“. Let B* = (b} --- b)) denote a result of Gram-Schmidt
orthogonalization process on B and p;; = (b;,b})/(b},b}). The basis B is
called a LLL-reduced basis if the following holds: (1) |pi ;| < 1/2 for j,i € [1,w]
where j < i, and (2) (3/4)||b} 1|\2 < ||b; + piiabl_||? for i € (1,w]. Note
that by = b} and b; = b} + Z] 1Nw % fori € (1,w] hold.

Theorem 4 (LLL[11]). Let £ be a lattice spanned by V = (vi--- v,) €

Zm*“. The LLL algorithm, given V', finds in polynomial time a LLL-reduced
basis B = (by,...,b).
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2.2 Howgrave-Graham

The following lemma is introduced by Howgrave-Graham[I0] to simplify the
Coppersmith method of solving polynomial equations[6].

Lemma 1 (Howgrave-Graham). Let p(xi,...,2,) € Z[x1,...x] have at
most w monomials. If p(xg,,...2Zo,) = 0 (mod n) for some positive integer n
where |xo,| £ X; for any i € [1,k] and ||p(x1 X1, ..., 26Xk)||lco < n/+/w holds,

then p(zo, , . ..xo,) = 0 holds over Z.

3 Some Additional Tools

In this section we prove two lemmas (Lemma [2] and Lemma Bl which play im-
portant roles at proving Theorem [Il Lemma[2 gives the upper bound of norm of
each vector in an LLL-reduced basis. Lemma [2is especially useful when we need
to get the upper bound of norm of the n-th shortest vector in an LLL reduced
basis. Lemma [3 gives the norm’s upper bound of the coefficients of the factors of
a polynomial. We use Lemma [ to prove that a polynomial is not a factor of an-
other polynomial. As seen in the next section, this enables us to guarantee that
Assumption ] is sufficient to prove that the algorithm featured in Theorem [I]
runs within polynomial time.

3.1 Upper Bound of LLL-Reduced Basis

Lemma 2. Let L be a lattice spanned by B = (by,...,b,) € Z™*“. If B is
LLL-reduced basis, then the following holds:

+1i

Hbl” § 2“’ 4_2 det(/j) w—171+1 (2)
fori e [1,w].

Proof. Let B* = (b} --- b)) denote a result of Gram-Schmidt orthogonalization
process on B and p; j := (b;, b})/(b},b}). Also let b; := ||b;||* and b; := |[b}|*.
From the definition of LLL-reduced basis (Definition [), it is easy to see that
b 2 (3/4— pf;_1)bj_y = by 1/2 holds since |p;i—1| < 1/2. Then, by induction,
we can get bf = (1/2)"7b% for any i,j € [1,w] where j < i.

Combining this with the fact that by = bj and b; = b} + Z;;ll ,ui,jbj
for i € (1,w], we are able to derive the following relation: b; < b} + (1/2)? 23;11
br < br(1+ (1/2)% - Y001 2079) = bp(27! + 2072). Hence, for i,j € [1,u]
where 1 < j < i, we get b; < (271 +2/72) . 2079 . pr < (207971 4 2072) .
b; < 2071b;. Consequently, it shows that b7/ < 92X (=D T2 b2 Finally,
since >0 (i — 1) = (w —j + 1)(w +j —2)/2 and [[;_, b] = det(L)?, we get

i=1"1
wtj—2

b; <2737 det(L) -5+ |
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Remark 1. We give a tighter bound than the one shown by Blémer and May[2].
In [2], it is stated that |[b;|| < 277 77T T qeg(£) i

3.2 Upper Bound of the Factors of Polynomial

Lemma 3. Let p and h be two k-variate integer polynomials of independent
degree 6. Let pgr # 0 hold and h be divisible by a non-zero integer r such that
ged(r, por ) = 1. If h is a multiple of p in Z[xy,...,xk], then : ||h|| = 9—(+D)"
7] - ||pl]|oo holds.

Proof. Our proof is an extension of the proof given by Coron[7]. Since from the
assumption h is a multiple of p, then there exists a polynomial g € Z[z1, . .., zx],
such that p(x1,...,2k) - g(x1,...,25) = h(x1,. .., 2Tk).

As the first step, we prove that r - p divides h by showing that » divides
g(z1,...,2k). Assume that r does not divide g(x1,...,xx). Thus, we can have
a non-empty set G:={(41,,..-,%1,),---, (ings---,in,)}, which contains all of k-
integer sequences (j1, ..., jr) where g;, .. ;. is not divisible by r. Let G be lexico-
graphically ordered. Notice that for (i1,,...,41,) we have bill,---,ilk = Girypoonin,,
agk +Zj1,...,jk ity 1) iy -3) Qoo Also note that any (41,-j1, - . ., 41,-jk ) for
any (j1, ... jx) ¢ 0* can not be a member of G, because (i1, , ..., 41, ) is the “least”
member in G lexicographically. Thus, for any (j1,...jx) ¢ 0, Gliry 1) (i1, 1)
must be divisible by 7. Hence, we get bi,  .i1, = iy, ,....is, " Qo* (mod r). How-
ever, this a contradiction, because: (1) bill,---,ilk =0 (mod ) holds, (2) Giryooin,
is not zero value, and (3) agr has inverse in modulus r. Therefor, » must divide
g(mla R (Ek)

The next step is based on a well-known equation which is called Mignotte’s
bound: let f(x) and g(z) be two non-zero polynomials over Z, such that deg f <
8, and f divides g in Z[z]; then: ||g|| = 27%]|f||o holds.

Now let the followings: f(z) := r-p(z, 21, 2(+D? . 2@E+D"") and g(z) :=
h(z,z%+!, (6+D° x(‘”l)k_l). Note that f and 7-p have the same list of non-
zero coefficients, and so do g and h. This gives ||f||co = |7]"||P|lco and ||g]| = ||h]].
Also, deg f,deg g < (6 + 1)¥ — 1. Since r - p divides h, we can apply Mignotte’s
bound on 7 - p and h. [ |

4 Proof of Theorem 1

Recall that p denotes a k-variate integer polynomial of independent degree
6 for k 2 2, X1,..., X, denote the upper-bounds of zg,,...xo, such that
p(zoy,...To,) =0, and W := ||p(2: X5, .. ., 26 Xk)|] 0o

Our proof procedure follows the line of the proof of Theorem 4 in [7]. First, we
construct an algorithm Solvey; (p, X1, ... Xj). Then we prove that the algorithm
finds zo,,...,2o, such that p(xq,,...zo,) = 0 within polynomial time if the
equation () is satisfied, assuming that Assumption [ holds.

We take here [ = 1. We will show later how to determine the parameter [ by
using the value of €. For simplicity, we only discuss here the case where pgr # 0

and ged(pgr, Hle X;) = 1. For the general case, see Appendix A in [7].
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Algorithm 1 Solvey;(p, X1,..., Xj)

(1) Define w = (§ +1 4 1)*.
Find u such that /w2 “W < u < 2W and ged(pgr,w) = 1 hold.
def

(2) Define n = w - (Hf:1 X)), and set g(z1,...,zx) — pgkl -p(z1,...,2,) mod n.
(3) For all (i1,...,ix) € [0,1]%, do

Qliy iy, (xl,.. ,Tk) — H] L ;JX Tq(z1, ... x).

For all (i1,...,ix) € [0,8 +1]*\[0,]*, do
Qliy i) (xl,-- ,Tp) — M HJ . j-
Define Gj;, ...;,] (21, - - zk)‘lifq (@1 Xy, X)) for all (41, . .., k) €[0,6 + 1],

(4) Generate a lattice basis B = (b1 - -+ by) where each b; represents the coefficients

of (j[i“...i]k](:m, ...,xk) of some ij, ---ij . Put the order of ‘j[ijl---ijk](wl’ cey Tk)

and the coefficients of its terms such that B forms a triangular matrix.

(5) Input B into LLL algorithm and obtain a LLL-reduced basis B’ = (b} - - - b[,).
Take the first (shortest) (k — 1) vectors of B’ and construct a k-variate
polynomial h;(z1,...,zx) from each b, ..., bj_;

(6) For i =1to k—1do

Compute hyi(x2,...,x5) = Resz, (p, hi)
Fort=2tok—1, do
For j =1 to +k — t,do
Compute ht,]‘ (:Ct+1, L. ,xk) = Resxt(ht_u, ht_1,j+1)
Solve hi—1,1(zx) using standard root finding algorithms. And use the solution,
xo,,, to find zo,, ..., xo,_, such that p(xo,,...,x0, ,,o,) =0.

Two important notes about algorithm Solve;;(p, X1, ... X)) above:

Note 1. g(z1,...,z)is alwaysin the form of 14" g4, .4, Hf 1 zj Therefore7
for (i1,...,ix) € [0,]%, the form of G, (z1,. .., 2k) is (H] 1 X ) HJ 1

k l ko i+t
xjj + (Hj:] X]) ZQtl,...,tk Hj:l x]‘] 7.
Note 2. Any G, .., (@1, ..., 2) where (i1,...,ix) € [0,6 4+ 1]*\[0,1]* is in the
form of n - H?:I(a;ij)ij.

First, we will show a construction example of the triangular matrix B. Then,
by assuming that all resultant computations in step (6) are not vanished, we
derive the sufficient condition for algorithm Solvey;(p, X1, ... X}) to work. We
show that Eq. (Il) satisfies this sufficient condition. At the end, we will prove
that our previous assumption ,i.e., “all resultant computations in step (6) are
not vanished” can be weakened into Assumption [2] by proving that any resultant
computation involving p are not vanished, provided Eq. () holds.

We will show here one method of constructing B as follows. First we divide the
set of all sequence {(z’l, s i) €0,6 4+ l]k} into two sets: Sy := {(i1,...,%) €
[0,]*} and Srr := {(i1,...,%%) € [0,6+1]F\[0,]*}. Note that S;NSr; = 0. Then
we arrange St and Sy; in lexicographical order (z1 < z2 < - -+ < ) respectively,
and finally combine together S; and S7; by putting S; before S;;. We call this
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arrangement Sty 7. Finally, put {j;, ... ;,1} and its coefficients of all terms in
the same arrangement according to Sy rr as follows: {qj;, ... ;,} is arranged in
horizontal direction from left to right depending on the index, and the coefficient
of terms is arranged in vertical direction start from top to bottom depending on
the power sequence of each term. For detail illustration, see Figure[Il The detail
proof that we can always get a triangular matrix with this arrangement (Sy417)
is in Appendix [Al

Srr
dliq,..., ig
1
~
N gl ik
1
ol ol
+1
1
O I iy
5 xi! ac;k ”(H?:1 XjJ)
s5+1 5+
by b1y b1kt b
The entries marked with “*” and “---” represent possible non-zero off-diagonal

entries we may ignore.

Fig. 1. Matrix B

Now, we will derive the sufficient conditions in order to make algorithm
Solvey';(p, X1, ... X}) work, by first assuming that all resultant computations
in step (6) are not vanished.

In step (2) of Solve;(p, X1,... Xi), one may set u := W + ((1 — W) mod
|pgr]). Clearly this u satisfies /w2 W < u < 2W. Also, since 1 = u +
L(1 = W),/ Ipo|) - Ipox] holds, ged(u, [pge) = 1 holds.

By the construction of h;(x1,...,2x), we know that p(z1,...,2zx) and
hi(x1,...,x) have the same solution over Z,. However, there is no explicit
guarantee that p(z1,...,2x) and h;(x1,...,xx) have the same solution over Z.
Thus, we need to assure that any solution of h;(x1,...,2x) =0 (mod n) is also a
solution of h;(z1,...,xr) = 0 over Z. Here we apply Howgrave-Graham lemma
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to all h,. Howgrave-Graham requires us that all h; satisfy ||hi]|lec < n/y/w.
Since n/yw 2 2_“(]_[?:1 X;)'W holds and ||hillec < ||hil| for any i, con-
dition |[[h;|| < 2_“’(]_[?:1 X;)'W is sufficient to guarantee that we can use
h; to solve the equation over Z (by Howgrave-Graham). Note that the up-
per bound of ||h;|| is ||hx—1]|, which is upper-bounded by Lemma [2] as follows:
|ha_1]] < 277577 det(B) k2.

Combining all conditions: Vi : ||h;]| < 2*“’(]_[;?:1 X)W oand ||hg—1]| <

27" 3det(B) wfi“r?, we get our final sufficient cogdition as follows.

w+k—3

27" det(B) vk < 27(]] X)W (3)

j=1
Now we will calculate det(B). {q[ih_”ik](mh...79%)‘(@'1,... ix) € k}
l

gives contribution to det(B) as H(il,...,ik)e[o,l]k(l_[_];il X)) = (Hr X )(l+1)k
while { TRICIRNS xk)’(il,...,ik) c [o,(swk\[o,z}k} gives:

11 (HX )) —nlbnt

[T i )€
[0,64+1]F\ [0,1]%

5+z+1)k L Surs’ —(z+1)k*1§jf=ot>

Hz?r

k
k k k k
— (D —(141) ((HXj)(ﬁJrlJrl) (6+1)/2 —(1+1) z/2>_

j=1
Combine all the equations, we obtain: ,
det(B) = n(6+l+1)k*(l+1)k ((H Xj) (HHl)k(&;lH(Hl)kl)_
j=1
Since n < 2W - (Hf:1 X;)!, combining with det(B), we transform the final
condition (@) into:
k

1
Wtk 5+z+1 k_(141)k (SHHDF s+ +a+k Y\ © TR
275 (2w H X;) P X : )

j=1 j=1

<2‘“HX (4)

Further transformation of (@) results in the following. For detail, please refer
Appendix [Bl k )(k+1)6(6+l+1) T20(k—2)

(ITx,

j=1
< 925w (h= o= CTEITY ) {4 ) - (k-2)) (5)

Thus, the sufficient condition for algorithm Solvey);(k,p, X1,...Xy) to

work 1is: k
(ij) <27 Pwe, (6)
j=1
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where 9
o =

{ (I+1)* —(k-2) }
S(k+1)(6+1+1)F L1420k —2){6(k+1)(6 +1+1)k}-1
8= ’ x
T S(k+ D)6+ 1+ 1)k
{3<5+z+1) — (k=)@ + 1+ 1)k - BRES) (z+1)k}
1+20(k—2){6(k+1)(6 +1+1)F}~1 '
Using 6 2 1,121 and k 2 2, we can calculate the lower-bound of o and the

upper-bound of g as follows:
2 2

- 7
o(k+1) 1+2 Q
SFTIok (] 4 o)k . 8
B < (LTS 0
Letting € := li2 and taking from (@), (@), and (&), we obtain the following suf-

ficient condition for H§:1 X in order to make algorithm Solve™ (k,p, Xy, ... X})
works:

1\

(67

22k+1 gk—1

[[xi<2" « ~shwesine (9)

Now, we will prove the following claim in order to weaken our assumption.
Namely, from the assumption that all resultant computations of two polynomials
in step (6) are not vanished, into Assumption [2] i.e., all resultant computations
of two polynomials in step (6) where neither is p are not vanished.

Claim. For any 1 < i < k — 1, hy(z2,..
not vanished to zero.

., xk) = Resy, (p, h;) in step (6) does

Proof. We make use Lemma[3lto guarantee that all hy ;(xo, ..., zx) = Resy, (p, hi)
are not vanished.

First, we will show that B has all its elements to be divisible by (H?:1 X)L
From Note 1, it is easy to see that for (i1, ...,ix) € [0,1]* any Qliv,.in) (@155 k)
is always divisible by (H§:1 Xj)l. Also, since any qj;, ... i, (1,...,2r) where
(ir,. .. ix) € [0,6 + 1]F\[0,1]* is in the form of n - []}_, (x;X;)%, from Note 2,
we can see that this is always divisible by (H?:1 X;)L. Thus, all coefficients of
hi(z1,...,xy) are also divisible by (H§:1 X

Now we will apply Lemmal[3 Let r = (H?:1 X;)! and ||p||c = W. Note that
ged(r,por) = 1 holds since pgr = 1. Also, since ||h;]| < ||hk—1]] £ 2v?
det(B)wf}er2 holds for any 1 £ ¢ £ k — 1 (Lemma [2) and Eq. (@) implies
Eq @), then h; for any 1 < i < k — 1 satisfies ||h;]] < 2*‘"(]_[5:1 X)W =

—(+D* (H L X;)'W. Thus, we can guarantee that h; is not a multiple of

p. And since p 1s 11rreducible7 p and h; do not have common factor. Therefore,
Resg, (p, h;) is not vanished. O
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Therefore, for a fixed k = 2, when a k-variate integer polynomial p(z1, ..., zx)
satisfies (@), the algorithm Solve}; (p,X1, . .. X}) can find the root of p(x1, . .., )
within polynomial time in (log W, 8,1/€). To get the weaker condition (), ac-
cording to [7], we can exhaustively search total high order 22k+61k§k_1 + kf_l bits
of x1,,%2,,...,2k, so that the condition (@) is satisfied, then apply the algo-

rithm Solvey;(p, X1, ..., X) with new bounds X7,..., X}. For a fixed € > 0,

the running time is polynomial in (log W, 25k_1). This terminates the proof of
Theorem [I1 |

5 Factoring Square-Free Composite Integer with
Balanced Prime Factors

In this section we apply Theorem [I] to do factoring of a square-free composite
integer N which has k different prime factors with the same bit length, given
several most of significant bits of each prime factor. Here we use ¢(z) to denote
the bit-length of an integer x.

Theorem 5. Let N be a composite integer with k different prime factors, de-
noted by p1, - .., px. Assume that all p; have the same bit length. If for each prime
pi, we are given at least (ki2 + k(,:_l))ﬁ(N) most significant bits of p; for some
€ > 0, then we have an algorithm to factor N with running time polynomial in
(log N).
Proof. Let N’s prime factors be p1, ..., pr. Note that since £(p1) = 4(p2) = ... =
£(pr) = £y bits, we can put {(N) = k- £,. Assume that for each prime p;, we are
given the 7 - £, most significant bits of p; (0 < v < 1), denoted by p;/2(=7)lr.
Note that for each p;, £(p;) = £(p;) and p; — p; < 2= hold. In order to find
the rest of unknown bits, we will solve the polynomial:

p(z1,... @) = (Pr + 21) (P2 + 22) - (P + 21) — N, (10)

where p; = p; + ; holds for each p;, using algorithm Solvey;(p, X1, ... X) of
Theorem [Il Also, we will derive the lower bound of v to satisfy the sufficient
condition for applying Theorem [

Since z; = p; — p; < 2=t — 2tro—7tp < ZﬁiN*V/k holds, we can set the
upper bound of z;, denoted by X;, as follows:

X; = 2p; N7k, (11)
And we also obtain:
W = |p(x1 X1, 22X, , 21 Xp) o
= [|(X1w1 + p1)(Xoza + p2) - - (Xpwk + Pk) — Nl|oo
Z pip2 - pr—1 Xk (12)
Since £(p;) = £(p;), we can assume that p; = p; = p;/2 holds. Thus:

N1-(v/k)

pire - paXe 2 ()00 (M) < (v k=7 )

27 2 2 2 (13)



126 B. Santoso et al.

Hence, we can conclude that:

w2 (14)
holds. We also know that the following holds:

X1 Xo- - Xp = 2’“]\[—16(*7/16)]31 s S 2PN, (15)

1\IZOW we want to derive the sufficient condition such that X;Xo--- X, <
W s+17¢ so that we can apply Theorem [] (note that the maximum degree of
each variable z; in (I0) is 1).

Defining & := 2 — € for some € > 0, if we set N1~V < (N1=(/F)& e have:

+1
1—a& k— 2k 4e
1-y<(1-Nasy> g@7> e
k 1-9 k— (k1) T €
k(k+1)—2k €
2
Bh+1) -2 " k- 2,
k €
= . 16
T k2T ko (16)
Setting v as above, combining with ([4)) and (IH), we get:
k k
271{) HX] < 2(k:71)dwd PN H X] < 2(k71)d+kwd
j=1 j=1
k
<[] x5 <2t Derawe, (17)
j=1

In order to achieve the sufficient condition for Hl?:l X; as shown in () of
Theorem [I] it is sufficient to have additional exhaustive search of [1 4 «] most
significant bits for each p;. Since a < 1, it is easy to see that this additional
exhaustive search is at most 2 bits for each p;. Finally, by Theorem [I we can
conclude that the total running time to factor N, given (kiz i)l = (pia +
k(kil))f(]\f) most significant bits of each prime factor p;, is a polynomial in
(log N) for a fixed € > 0. This terminates the proof of Theorem Bl |

Remark 2. Note that the upper-bound of H?:I X, in (I7) is larger than the up-
per bound of H;?:l X, in (@). This means that we also need to perform exhaustive
search of about (1/¢)* bits in order to solve p in (IT).

6 Discussion

The total bits that has to be given in order to get our algorithm in Theorem
work is about k_’f_QE(N) bits. Thus, when k is getting larger, we need more given
bits in order to get our algorithm work. Thus, when k gets larger, the suc-

cess possibility of attacking the cryptosystem using our algorithm gets smaller.
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Therefore, from the point of view of our algorithm, we can say that it is more
secure to have a public modulus N with large number of different prime factors
than that with small number of different prime factors. For instance, in the case
of N with 2048 bits, when N only has two prime factors (k = 2) our algorithm
only needs 1024 bits to run, but when N has four prime factors (k = 4) our
algorithm needs 1365 bits to run. Thus, from the point of view of our algorithm,
it is more secure to have N = pqrs (4 different prime factors) than to have
N = pq (2 different prime factors). Of course one must remind that we can not
generalize this argument since if NV has too much prime factors, the prime factors
will be mostly quite small, and thus it might be easy enough for ECM[I2] to
factor V.

7 Conclusion and Further Research

We have presented a factoring algorithm of a composite integer N which has
k prime factors with the same bit-length, given several high-order bits of each
prime factor. Also, we have presented a general method of solving k-variate
polynomial equations. This method can be seen as a generalization of Coron [7].
In this paper we only deal with the case when each variable of the polynomial
has independent maximum degree. It might be interesting to investigate about
the other cases, e.g., the case when the total summation of the degree of all
variables is given.
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A Detail Proof of Construction of Triangular Matrix B
in Figure [l

Here we prove that we can get a triangular matrix by arranging {qp, ... i)}
and their terms according to Sy4rr. We compare sequence (i1, ..., 1)) using lex-
icographical order (z1 < z2 < --- < z). Let b; be the column corresponding
to qji,,....i;) Where (i1,...,i;) € Sr. Notice that from the form of g, . ;7 in
this range (shown by Note 1), the least power sequence in g, .. ;. 1(®1,. .., Tx)
(lexicographically) is (i1,...,4x), which is exactly the same as the index of
iy, ....ix) (X1, ..., 21). Thus, it is clear that all coefficients of terms whose power
sequences are less than (i1, ..., i) are zero in Gj;, .. ;,1(1, ..., Tx). Since the ver-
tical direction is also arranged lexicographically, the upper part of b; consists of
zero values, from power sequence (0,...,0) until (i1 ,...,7, ), where (iy,...,7; )
is one less than (i1,...,4) lexicographically. Now let b1 be the column cor-
responding to the immediate next column on the right side of b;. Let bj 1 cor-
responds to qi .. i) (21,...,2) where (if,...,4;) € Sr. Note that (i,...,d})
is lexicographically greater than (i1,...,4x). Thus, the coefficient of the term
whose power sequence is (i1, ..., 4x) is zero in Q[ii,...,i;](xlv ..., xk). This means
that the number of zeroes in the upper part of b;;; is at least one more than
b;. Since bj; is the immediate next column on the right of b;, (¢},...,4}) is
exactly the next of (i1,...,4x) in above lexicographical ordering. Thus, in ver-
tical direction, the power sequence (i},...,4},) is exactly one below (i1, ..., ).
Hence, the number of zeroes in the upper part of b;,; is exactly one more
than b;. Therefore, the columns which corresponds to {q[il,,,,,ik](m, .. ,xk)}
where (i1,...,1;) € Sy, will make a stair-case shape such that the number of
zeroes in the upper part of the column increases one by one from the left to
the right.
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Next, for any column bj where bj corresponds to G, . i,1(T1,...,2x),
(i1,...,1k) € Srr, there is only one non-zero coefficient, that is the coefficient of
term whose power sequence is (i1, ...,1), with the value of n - H§:1 X;j. Since
both horizontal and vertical directions are in the same arrangement of Srirr
and Sy N Syr = 0, it is obvious that any two columns b; and by, will make
a stair-case shape, such that the location of non-zero coefficient in b,y is one
step lower than b/

Combining the observation of both cases S; and Sj;, we conclude that for
any two columns bj, b1 where b;, is on the right side of b;, the location of
first non-zero coefficient of b;;; is one step lower than b;. This terminates the
proof that B is a triangular matrix. |

B Derivation of (I7)

First we start from (]ZI)

wtk—3 5+z+1 k_(141)k <6+z+1> <6+z>+<Z+1> I\ ook
P ( (2w - HX ) =+ H )“ +2

Jj=1 j=1
k
<2 x
j=1

k
k=3 (4 O) 4 (S-H1+1)F — (14+1)F e (w—k+2 (S+I+D)F 5+ ++1)*1
=92 4 ( )+( )F—( ) ( ) (l I X]) 2 X

k k
(H (6+l+1 (l+1)k) H (w—k+2) 7 (w—k+2)+ (1) (6+1+1)*
j=1 j=1
(5+1+1)k (52+l)*(l+1) l+l(k—2)

k
2wk ) M e () (H ) < WD~ (k-2)

@23“’2‘(’“‘141)”‘(’%2)4(“3)_(Hl)k(H )wﬂﬂ)k“z*”*“*“”+Z<k—2><W(l+1)’“—(k—z>

Since (§+1+1)*(6+1)— (l—i—l)k < (k+1)6(8+1+1)* holds for k = 2,1 > 1,
6 2 1, it is sufficient to have:

k

(1T

j=1
< 9-2{ 3w~ (k=)= CTIFT )Py 2 ()~ (k-2)} n

)(k+1)6(6+l+1)k+2l(k—2)

C Derivation of (7)) and (8]

Note that £ > 1,6 2 1, and k = 2.
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o =

2 (I+1)F - (k—2)
o(k + 1)(6 + 1+ 1)k {1 +2l(k —2){6(k+1)(6 + 1+ 1)k}—1 }

20(k - 2)
a0 == 2H (1= T )

IIV

(k+1)(6+l 1)k
k—1

IIV

(1+1) B k—2 }(_ 21 )
pm 6+l+19+1 (6+1+1) (6+1+1)

Tyl
{; 6+l+1 5fz_+21) }(1_(6+l42—1)k—1>
{1 k+2 } 2 {1 2(k+1)}

5

k+1 6+l+1 k+1)ls 6s+1+1

v

6(l<;+1) z+2

2
S(k+1)(6+ 1+ 1)k
S+ I+ — (k= 1+ 1+ 1)k — FRETD gy
{ 1+ 21(k — 2){6(k +1)(8 + 1 + 1)k}~1 }

B=

2

§6(k+1){451(6+l+1)k — (k- 141) - (f&f)fi]f? - %flil)k}
(1 Sk +21l)(f6_+2l)+ 1)k * 6%(k J:Ulz)gk(;f)li 1)%)

6(k2+1){i(6+l+1)k_(k_141)+16><(}+2)k_(likz)k}
(1+ ((z flz)k>2)

g6(1-:2+1){5(6““)k_(k 11) 64i3k}(1+323—2)

§6(k2+1) 193{ (@ +1+ 1" +141+641><9}

§§(1+kil)(6+l+l) +(k+11)16~9

§;6(6+l+1)’“+k+1<6’“*12’“+1(Z+2)’“+ki1
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Abstract. The paper is an examination of double-base decompositions
of integers n, namely expansions loosely of the form n = Z” +A'BI
for some base {A, B}. This was examined in previous works [5l6], in the
case when A, B lie in N.

We show here how to extend the results of [5] to Koblitz curves over
binary fields. Namely, we obtain a sublinear scalar algorithm to compute,
given a generic positive integer n and an elliptic curve point P, the point
nP in time O (10151%, gn> elliptic curve operations with essentially no stor-
age, thus making the method asymptotically faster than any know scalar
multiplication algorithm on Koblitz curves. In view of combinatorial re-
sults, this is the best type of estimate with two bases, apart from the
value of the constant in the O notation.

Keywords: Scalar Multiplication, Elliptic Curves, Koblitz Curves, Dou-
ble Base Number Systems, Sublinear Algorithms.

1 Introduction

In cryptographic protocols whose security relies on the hardness of the discrete
logarithm problem on elliptic curves [T4/12], the computationally most expensive
part is the scalar multiplication nP, where P is a point on the curve and n is
an integer, called the scalar. In order to speed up this computation, special
types of curves where large multiples of P could be computed quickly have
been proposed already very early in the history of elliptic curve cryptography:
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Notable examples are Koblitz curves [I3] and more general curves with efficiently
computable endomorphisms [9].

In this paper we will consider Koblitz curves. The coefficients of their defining
equations lie in [y, but the curve are considered over the field extension Fap /Fs.
The Frobenius automorphism 7 of the field extension, that sends each field
elements to its square, induces an endomorphism of the group of points E,(Fap)
of the curve, called the Frobenius endomorphism and also denoted by 7. The
evaluation of 7P takes time O(1) using normal bases or O(p) using polynomial
bases. The map 7 is used to devise efficient scalar multiplication algorithms,
see Section Bl But, those algorithms that compute nP without relying on (a
variable amount of) precomputations requireﬂ 2(logn) groups operations (such
as doublings or additions). We call such algorithms linear.

We study the use of 7 in double base number systems, which were introduced
in elliptic curve cryptography in [§]. We show how to find a decomposition

L

n=Y (—1)%r3h

i=1

with s;,t; nonnegative integers and e; € {0,1}. The length ¢ of this expansion
is O(logn/loglogn). Starting from here, we design a scalar multiplication al-
gorithm with complexity O(logn/loglogn) group operations, similarly to [5].
Our algorithm does not make use of tables of precomputations (nor of tables of
accumulation registers as Yao’s method [21]). Such an algorithm is said to be
sublinear. The number of group operations over the bit size p of the field goes
to zero as p increases.

This is a first instance of a sublinear scalar multiplication algorithm with very
little precomputations (which depend only on p, not the curve or the point P)
or storage requirements (O(log p) bits).

Our algorithm has similar asymptotic complexity as windowed methods with
optimal parameters, but whereas the latter require storage for O(log n/loglogn)
points, we need only one additional variable.

The techniques presented here, in contrast to, for example [20/19], are not
based on computations with residue classes in number rings. Instead we use
analytic methods to find successive approximations of the input by numbers of
the form 753! as in [5]. Approximation approaches are not entirely new: apart
from the already cited paper [5], also [I5] recodes an integer with respect to a
single base by finding “close” elements that are representable with respect to
the base - but the use of a single base does not require analytic methods.

The “analytic” approach to double base number systems is presented here for
the first time with a complex base, and we hope to foster further research in this
hitherto little explored direction.

The paper is structured as follows. In Section [2] we recall the definitions and
make some assumptions that we shall need later. In Section Bl we recall the
fundamentals and some recent developments in scalar multiplication on Koblitz

! We use the notation 2(z) to mean > cz for some positive c.
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curves. Our new expansion and its analysis are the subject of Sectiondl Finally,
conclusions and a discussion of possible future research directions (Section [l
round off our presentation.

2 Preliminaries

2.1 Koblitz Curves

A Koblitz curve E, is an elliptic curve defined over Fop, with Weierstrass equa-
tion
E, : y+ay=2>+ax’+1. (1)

Here a = 0 or 1, and p is prime number. The parameters a and p are chosen
in such a way that the order of the rational point group E,(Fop) is a (large)
prime r times a cofactor equal to 2 or 4. A point P € E,(Fsp) is then ran-
domly chosen with order equal to r. By Hasse’s theorem, which states that
|#E,(Fop) — 2P — 1] < 22+1 r = ord P is then very close to 2P~! or 2P—2,
depending on the cofactor.

Being the coefficients of E, in Fy, the Frobenius map 7(z,y) = (2%,y?) is
an endomorphism of E,(F2p). Now, squaring is a linear operation in even char-
acteristic and takes time O(p). Hence, 7 on the curve is also linear and takes
time O(p). If normal bases are used to represent the field extension Fap /Fo,
then computing 7 on the curve is even faster, as it amounts to two bit-rotations,
which are essentially free operations.

For any P on the curve it is easily verified that 72 P+2P = (—1)!~%7 P. Hence,
7 can be identified with a complex number of norm 2 satisfying the quadratic
equation 72 — (—1)17% + 2 = 0. Explicitly,

(=D + V=T
) .

In what follows it does not matter which “determination” of the square root we
use, hence we fix Imy/—7 > 0.

2.2 Continued Fractions

Continued fractions are a way to find very good rational approximations ps/qs
(in terms of the maximum of the absolute values of ps and ¢s) to arbitrary real
numbers, by an algorithmic process which generalizes the computation of the
greatest common divisor (ged) of two integers.

We list the properties of ps/gs, called the s-th convergent to «, relevant to
this paper. There exists a sequence of positive integers (as)s>1 with

Ps = QsPs—1 + Ps—2 and Qs = Gsqs—1 + qs—2 forall s >1 .

Therefore gs > gs—1 + ¢s—2 and similarly for ps. These two sequences have at
least a Fibonacci-like (exponential) growth. If o ¢ Q, we have the following
inequalities for all s > 1
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1 1 _
0<a—p25< 9 and — 9 <a—p251<0
q2s q3s 4351 q2s—1

In particular, note that lim,_,~ ps/gs = a.

2.3 Measure of Irrationality

We begin with a famous result (usually proved with the “pigeon-hole” or box
principle).

Theorem 1 (Dirichlet-Legendre, cfr. [I0, Ch. 11]). Let Q > 1 and o € R.
There exist integers 0 < q < Q and p € Z such that

lgo —p| < !
Q
The irrationality measure pu(a) of & € R — Q is defined as

pu(a) = sup {ax €R: Joo(p,q) € Z* with

1
q q*

Notice that the convergents P of the continued fraction expansion of a satisfy
q

o —

1
P ’ <,
q
hence p(a) > 2. It is known that the set of reals with irrationality measure

greater than 2 has Lebesgue measure zero. Therefore, given «, we should con-
jecture that p(a) = 2.

In the rest of the paper, we will then assume that the irrational numbers log, 3
and /7 (see below for definition) have measure 2.

2.4 Double Bases

Following [6] we call a {A, B}-integer a number which can be written as A*B?
for some nonnegative integers s,t (+A°*B! if signed numbers are allowed). We
extend the definition to algebraic integers, more precisely, integers in Z[r]. We
will also allow A, B € Z[r]. We define a {A, B}-integer expansion of n as a
decomposition of n into a sum of (possibly signed) {A, B}-integers.

3 Scalar Multiplication on Koblitz Curves

In this section we are chiefly concerned with scalar multiplication techniques
that do not make use of point precomputations or storage for on-the-fly com-
puted tables of point multiples. Variants of these methods than can take advan-
tage of such devices exist and in many cases have been extensively treated in
the literature.
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3.1 The 7-NAF

All facts used here are only stated. Proofs can be found in [20/19].

Let E, denote the Koblitz curve defined over Fop by (Il), and P a point
in the subgroup of large prime order r of E(Fap). Let 7 denote the Frobenius
endomorphism. We can view 7(P) as multiplication of the point P by 7, and
thus the whole ring Z[7] operates on the subgroup (P) of E(Fsp) generated by
P. In fact there exists an integer A such that 7(P) = AP, and thus 7 operates
on (P) like multiplication by A. (This A satisfies A2 + (=1)*\ 4+ 2 = 0 mod r.)

The 7-adic non-adjacent form (7-NAF) of an integer z € Z[7] is an expression
z = Y, z7" where z; € {0,£1} and satisfying the non-adjacency property
zjzj+1 = 0 (similarly to the classical NAF [I7]). The expected density (i.e. the
ratio of non-zero bits w.r.t. to the total number of bits) of a 7-NAF is 1/3. Each
z € Z[7] admits a unique 7-NAF.

The length of the 7-NAF of a randomly chosen scalar n is &~ 2p, whereas the
bit length of n is &~ p. For any point P € Eq(Fop) \ E,(F2), it is 7PP = P and
TP # P. Hence, Z|7] being an Euclidean ring, we can take the remainder ¢ of
nmod (7P — 1)/(7 — 1) and use it in place of n. This ¢ will have smaller norm
than that of (7P — 1)/(7 — 1), and thus its length will be at most p. Its 7-NAF
is called the reduced 7-NAF of n. We shall write >_, z;7% for the 7-NAF of ¢ in
what follows.

Just as the classic double-and-add scalar multiplication algorithm is simply
a Horner scheme for evaluating nP as Zf:o n;2'P, it is possible to evaluate
zP = 3, z7(P) by a Horner scheme. The resulting method is called a 7-
and-add algorithm. Let n be a randomly chosen integer in [1..#FE(Fgp)]. Its
binary expansion and its reduced 7-NAF have roughly the same expected length
and density. This, and the fact that Frobenius evaluations are much faster than
doublings, explain why the 7-and-add algorithm is much faster than a double-
and-add scheme on Koblitz curves.

3.2 Inserting a Halving and Viewing It as a Second Base

Point halving [TTJI8] is the inverse operation to point doubling and applies to
all elliptic curves over binary fields, not only to Koblitz curves. Its evaluation is
2 to 3 times faster than that of a doubling and it is possible to rewrite the scalar
multiplication algorithm using halving instead of doubling. The resulting method
is very fast, but on Koblitz curves it is slower than the 7-and-add method,
because a halving is slower than a Frobenius evaluation.

In [1] a single point halving is inserted in the 7-and-add method.This allowed
to reduce the amount of group operations by 14% with respect to the 7-NAF. A
refinement in [4] brought the speed-up to 25%. The basic idea in both approaches
is to express nP as >, ;7' (P) + >, fit'(Q) with @ = } P and a smaller joint
Hamming weight of the e;, f;’s.

This approach can be viewed as a simple case of double base expansion, where
the second base (the first being 7) is %, but it only appears with exponent
at most 1. (For a different approach also based in part on the ideas of [II,
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see also [16], where “windows of width 57 are used essentially without storing
precomputations. This cannot be formulated as a double base method.)

4 Scalar Multiplication with {7, 3}-Expansions

The aim of this section is to produce an efficient decomposition of a scalar n as
a signed sum of {7, 3}-integers

L

n= Z(—l)e"T‘”3t"’

i=1

with s;,t; nonnegative integers, (s;,t;) # (s;,t;) for i # j and e; € {0,1}. Here
¢ = O(logn/loglogn).

As a first simplification we replace n its reduced 7-NAF, (, as defined in
Section [3l This allows to cut by half the representation of n, since nP = (P on
the curve.

Using a lexicographic order on powers of 3 and 7 one can rewrite such a {r, 3}

expansion as
Ji

J
(=8t Y (-year @
i=1

j=1
where ¢e; ; € {0,1},

J  Ji
ZZl =0, ti>tipr and s > 841 -

i=1 j=1

4.1 Preliminaries

Let ps/qs be the s-th convergent to logs 2/2 (this is a slight departure from [5]).
Let m = p?°. Fix s as the first odd index such that p; > m. Then 0 <

2log 3 . .
m1+e2log2 <Ps o — s < < mlng. This shows the following lemma.

Lemma 1. Using the above notations we have, as p — 00

1 < 3ps < 1 )
e S o exp( | -

The authors of [5] then use this lemma to prove the following “reduction” theo-
rem (which we cite after fixing the value of m).

Theorem 2 (Thm. 1 of [5]). Let n be a large integer. There exists a {2,3}-
integer N satisfying
n
‘n - N‘ < 1
logs n
Repeated use of this theorem leads to an effective construction of a {2, 3}-integer
decomposition of n as in the following.
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Theorem 3 (Thm. 2 of [5]). Every sufficiently large rational nonnegative in-
teger n can be written as a sum n = Zle 2%:3% where s;,t; € NU {0} satisfy

(siyti) # (sj,tj) fori # j and k <3 101;%0271 +o (blgolgogn). Furthermore, one

can ensure that max; s; < logz/g‘”'€ n.

This last theorem allows to build a sublinear scalar multiplication algorithm
(Algorithm 2 in [5]). That work forms the blueprint of our sublinear scalar mul-
tiplication algorithm for Koblitz curves.

4.2 The Expansion

We now generalize the algorithms of [5] to ordinary Koblitz curves defined over
Fsp. The main difference is that we have to view 7 as a complex number, which
requires controlling the argument of the numbers thus involved if we want to
find “close” {7, 3}-numbers.

Let 7 be the Frobenius endomorphism of F,. Put § = arg(r). We first prove
the following easy result.

Lemma 2. o ¢ Q.
T

Proof. We want to show that 7@ ¢ R for any a € Z. Let there otherwise be some
such a. Let M = 7%. Taking complex conjugates, we get M = 7% = 7%, which
is impossible, since Z[7] is a unique factorization domain (it is Euclidean) and 7
and T are two non-associated irreducibles. O

Theorem 4. Let ( € Z[r]| be large. There exists a {T,3}-number N satisfying
either

¢ ¢
c-nj< K o c+N < 19
log 25 |(] log2s |(]

Proof. In view of (B we have?

3Ps

T9s

1
=em

We then take the largest power 2 less than or equal to |(|. Define ¢ as the largest
integer such that

3+ |" _ ||
< 4
qu - 21/ ( )
and
qst < 2v . (5)

2 We write something is < f(m) for some function f to mean that it lies between
f(m*™¢) and f(m'T¢). Similarly with m instead of m. This will avoid notation clut-
tering, while giving enough indications for a complete technical proof.
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Note that our choice of m will guarantee that (&) is automatically fulfilled, as
in [5]. Then N := 72/~ 3!P: gatisfies

1§‘£‘§ei.
N

Unlike in the supersingular case we cannot conclude that |¢ -N | is small, because
we need to adjust the argument of N. We will rely on the following result.

Lemma 3. Let &,& be two nonzero complex numbers and m > 3 such that
1< |€61/6| < em and cosarg(&1 /&) > e w. Then

2eal

&1 — & < Jm

Proof. See Appendix [Al

We now find an integer u > 0 such that there exists an integer v with
lugeb — 20m| <
uqsh — 2vm
ds Jm
We can do this by looking at the continued fraction expansion of ¢,6/27 which
is irrational by Lemma 2l The previous inequality becomes

qs9 1
u — .
2 2my/m
By the Dirichlet-Legendre theorem, v/u can be chosen as the convergent to

qs0/27 with u < 2my/m closest to this bound. By our assumption on irrationality
measures, actually

(6)

1
u = /m and lugsf — 2vm| <
vm
This u can actually be precomputed, as it will depend only on the size 2P of
the finite field (see below), not even on the curve. Define then

k= \‘argﬁg— (2v — tq‘s)e—‘ <0,
uqsf — 2um

(here | ] denotes the closest integer to x) where —m < arg, ( — (2v —tq)f <7
is defined modulo 7 to make k non-negative. Then k = O(y/m) and

1
|kugsf + arg,. ¢ — (2v — tqs)0 — 2kvr| < Jm
Define now

T9s

_ /3ps\ P
N = N( > — T?V*(t+ku)QS3(t+ku)ps ) (7)
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Note that, if m is small enough, N is a {7, 3}-integer. Also, either | arg(N/{)| <

\/1m or |arg(—N/¢)| < \}m and thus we get |cosarg(N/¢)| > e~ . Also,

1<’N‘< JX <e ) =e0(n)
¢ N

1/2—e¢

Thus choosing m < m , we can apply Lemma[38lto & = N or & = —N

and & = ( to conclude that

2(¢] 2(¢]
[C=Nl< ml/d—e or [+ N[ < m1/4—e
thus proving Theorem @ once we fix m = m?/5 = p*/25, a

Repeated applications of this theorem will yield the next result, whose proof
follows, mutatis mutandis, that of Theorem [3l

Theorem 5. Every ¢ € Z[r] with ({ < #E,(Fap) can be written as a sum

14

¢= (~1)cirah

i=1

with s;,t; nonnegative integers, (s;,t;) # (sj,t;) for i # j and e; € {0,1}.
Furthermore the length of the expansion is

r<125 P —|—0< P )
log, p logp

and one can insure that max; t; < p*/®.

In view of the fact that, by Hasse’s theorem,
p = logy #E,(Fae) + O (#EQ(FQP)*W) = logyn + O(1)

on average for n, this is the analogue of Theorem [ in our context. It is this
constructive theorem which is responsible for the sublinear running time of a
scalar multiplication algorithm similar to Algorithm 2 in [5]. See also the next
subsection for details.

Remark 1. We should note that Theorem [l also holds for unsigned expansions,
with the same constant.

4.3 Practical Estimates

Algorithms [l and [ describe respectively the initial precomputation and the
scalar recoding. We will draw some remarks concerning their application. Algo-
rithm 3, that perform the actual scalar multiplication, is reported in Appendix
D, as it is essentially identical to Algorithm 2 from [5].
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Algorithm 1. Precomputations (depending on p)

Input: An integer p, the bit size of the ground field Fap.

Output: Three integers P CONV, Q CONV and U CONV, and two floating
point numbers MODULUS RATIO and ANGLE RATIO.

© ® NP w N

m — p/5

s «— min{2j + 1: p2jr1 > m}

P CONV « p,

Q CONV « g5

MODULUS RATIO « 2pslog, 3 — gs
MODULUS RATIO «— 1/MODULUS RATIO
ANGLE RATIO « ugs0 — 2vm, as per (@)
ANGLE RATIO < 1/ANGLE RATIO

U CONV «—u

Algorithm 2. Binumber Scalar Decomposition

Input: An integer ¢ € Z[r] with 2P/* < |¢| < 2P, and constants P CONV,
Q CONV, U CONV and MODULUS RATIO, ANGLE RATIO.

Output: A set S = {(e1,s1,t1),-.., (er, Se,te)} with s;,¢; nonnegative inte-
gers, e; € {0,1} and £ = O(logn/loglogn) such that { = Zle(—l)eirsiB”

= =
W=

14.

© X NS oW

§=0

while [¢| > 2°""" do
e—0
v — [log, [C[]

t — |2MODULUS RATIO(log, || — V)|
kO — AI‘g(C/szitQ CONV)
if ko)ANGLE RATIO > 0 then
ko «— ko — sign(ANGLE RATIO)7
€e—1
k «— — | koANGLE RATIO]
c«—t+ kU CONV
N  72v—cQ CONVgcP CONV
S — SU{(¢,2v — cQ CONV,cP CONV)}
(—C— (1N

Find the 7-NAF of {, appending exponents and signs to S.
return S

Algorithm [Pl differs somewhat from its counterpart, Algorithm 1 in [5], in that
we are always using the same MODULUS RATIO, until we reach a sufficiently low
stage, and then give up and use a 7-NAF. In fact, while || > 21’4/5, on applying

2
Theorem [ we keep dividing moduli by a quantity at least log® L p1§5.
Therefore we need less than
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P =15625 P
log2 (p 125 ) 10g2 p

iterations to get down to 2P"" Below this threshold, a 7-NAF will have length <
p*/5. Altogether, this gives a new bound for ¢ similar to the bound of Theorem [
with 15.625 replacing 12.5.

A remark is now due about the precision of the floating point quantities
MODULUS RATIO and ANGLE RATIO. Note that even in the case of the curve
K-571, where p = 571, we have m = p?/5 ~ 12.664... and ANGLE RATIO must
be precise enough to enable us to resolve differences smaller than ., 1m7 which for

K-571 are around 0.3, in order to correctly compute k. in Algorithm[2l Therefore,
single precision floating point values are more than sufficient for our purposes,
and in fact we can even use low-precision fixed point numbers implemented
via “short” (i.e. 16 or 32-bit) long integers. This also shows that the runtime
of Algorithm [2 is negligible compared to a scalar multiplication algorithm like
Algorithm 3.

Practical simulations have shown that a greedy-type algorithm gives consid-
erably shorter expansions han the 7-NAF also for cryptographically relevant
curves, such as NIST curves K-163, K-233 etc. Heuristically, if we use a greedy
algorithm for the 7-NAF expansion then at each step the intermediate variable
is halved, whereas in our new algorithm we divide it by a power of log|(| (a
small one, true, but for small values of p we use ad-hoc look-up which should
at least find the smallest power of 7 close to ¢). The constant in the bound of
the expansion in practice seems much smaller than 15 (in [5], this is about 1,
using only unsigned expansions, which means that the corresponding algorithm
is 60% faster than the 7-and-add).

5 Conclusions and Perspectives

We have analyzed double-base expansions to the extent that we could generalize
scalar multiplication algorithms to use some bases {A, B} where one of A, B
is complex. Our results are so far mainly of an asymptotic nature and rely on
the assumption that certain irrational numbers are “generically” approximable
by rationals. By combinatorial reasons, these algorithms cannot achieve a better
asymptotic running time than p/log p elliptic curve additions (cf. Appendices[Bl
and [C).

In the aftermath of this article, two works are now about to be published
on the same topic. In [7], accepted at CHES 2006, the authors present practi-
cal measurements on FPGA and show that indeed one achieves a 50% speedup
already on the smallest Koblitz curve K-163 (although they don’t use our de-
composition). Also [2], accepted at Asiacrypt 2006, provides a unified description
of double base recoding which fills in a proof of the theoretical assumptions made
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in the previously cited work. The recoding is right-to-left, that is in ascending
ordering of the powers of the fast endomorphism (in this case 7), as opposed to
greedy-type algorithms which are naturally left-to-right. Moreover, the authors
achieve the asymptotic lower bound described in Appendix [Cl

The paper [3], to appear in the proceedings of SAC 2006, is devoted to digit
sets for T-adic expansions of integers. In particular, a classification of the digit
sets that allow a successful expansion of all inputs is given, and a scalar multi-
plication method of the same complexity as the one in [2] is proposed, but given
in terms of single bases and suitably chosen digit sets.
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A Proof of Lemma [3

After rescaling, we may suppose that & = e /™ and & = & has modulus
e~ /™ < |¢| < 1, with cosarg(¢) > e~ /™. This means that £ is in the grayed out
sector in the figure. Let 0 < ¢ < /2 be the angle such that cosy = e~ /™ as
shown in the figure. Then the maximum of the distance between & and e~/™ is
the dotted length. Analytically,

1

1/m
& -6l =[e—en vz vae

v/m

<siny = \/1—6—2/m§

|&2] -

Since v/2el/™ < 2 for m > 3 this concludes the proof.
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e/

B Why Double-Base Algorithms Are Sublinear
Exclusively on Curves with Fast Endomorphisms

We prove here that the maximum of the exponents in any {2, 3}-integer expan-
sion of n must be of order logn. As a corollary we have that no such expansion
can give rise to a sublinear scalar multiplication algorithm on a generic elliptic
curve, where we can only hope to improve the scalar multiplication timings by
a bounded factor.

Theorem 6. Let i
n = 22513“, si,t; € NU{0}

i=1

with (s;,t;) # (sj,t5) fori# j. Then, as n goes to infinity,
max(s;, t;) > loggn + O(loglogn) .
Proof. Let s = max;(s;,t;). We have
k
n=> 2%3" <k6* .
i=1

Since k < log® n/(log 2log 3) we must have from 101;5?02363 > n that
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5 logn _ 2loglogn
~ log6 log2log3log6
O

Corollary 1. A double base expansion of a generic scalar n cannot be converted
into a sublinear scalar multiplication algorithm on a generic elliptic curve.

Proof. Indeed, there are at least £2(logn) powers of 2 or 3, and on a generic ellip-
tic curve these two operations are costly, hence Algorithm 2 in [5] in computing
nP on the elliptic curve will have to perform 2(logn) elliptic curve operations.

O

Remark 2. The same goes of course for the {7, 3}-number algorithm described
in this paper.

C Limitations of Greedy-Type Algorithms

In this appendix, we take all logs to the base 2. We want to show the following
theorem.

Theorem 7. If we use a greedy algorithm to find a {1,3} expansion, then we

must have
t> P 4o P
logp logp

Remark 3. In particular, this shows that we cannot achieve a constant better
than 1 in Theorem [ at least with our method.

Proof. Since we are using a greedy algorithm to find all our {7, 3}-integers, we
are restricting our pool of {7,3}-integers to 753" with s < 2p and ¢ < p, hence
at most 2p? numbers. We know that the number of integers of norm less than
2P which can be represented by at most £ {7, 3}-numbers is upper bounded by

‘
- (2p? 2p? r(2p? +1
Z2’(P><£2‘<p): @l g
pt 1 4 ¢+ 1)r2p? -9
This is due to the fact that for any weight i, we can represent an integer by
choosing i {7, 3}-integers among at most 2p? and each of them can have a

positive or negative sign. The inequality follows from the ascertained fact that
¢ < p. Using Stirling’s formula for I'(z), we arrive at the following asymptotic

formula ,
- / 2p°—¢ 2( o0 03/2 - (26)8 pQZ 03/2
9p? — f P = Iz '

With ¢ = c1 P we transform the previous expression into
ogp

( 1 P ploglogp cp 3/2 3
(2¢)(c7e108 Diogp . 2P . 2" oo : < 2P~
ogp
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when p — 00, as soon as ¢ < 1. This contradicts the fact that we must find a
representation of all the integers of norm less than 2P, which are at least 2P~?2
(at least all remainders ¢ of all possible n mod (7P — 1)/(7 — 1)). O

Remark 4. The same theorem also holds for any unsigned {2,3} expansion as
in [Bl6], or for those signed {2,3} expansion obtained with a greedy algorithm,
since the only ingredient we need to make this cardinality-type argument work is
an upper bound on the double exponents (a, b) in 2?3°, which we automatically
have in theses cases. It is not clear that the same holds in general (actually, it
seems more plausible to have o(p/logp) in signed expansions).

D Sublinear Scalar Multiplication Algorithm

Algorithm 3. Sublinear Multiplication

Input: A point P on the Koblitz curve E, and a sequence of triplets of exponents
(ei,j,si,j,ti) as in @)
Output: The point @ on the elliptic curve such that Q = (P.

Q<0
fori=1 toJ —1do
R «— (-1)%1P
for j =1 to J; do
R« 7% 7%hi+1 R 4 (—1)%i+1 P
Q+—Q+R
Q — 3ti*ti+1Q
R«— (-1)®1P
for j =1 to Jy do
R «— 7°9:37%03+1 R 4 (—1)®%3+1 P
Q+—Q+R
return QQ

© X0 NS w N
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Abstract. This paper presents a new coordinate system for elliptic
curves that accelerates the elliptic curve addition and doubling over
an optimal extension field (OEF). Many coordinate systems for ellip-
tic curves have been proposed to accelerate elliptic curve cryptosystems.
This paper is a natural extension of these papers and the new coordi-
nates are much faster when the elliptic curve is defined over an OEF.
This paper also shows that the total computational cost is reduced by
28% when the elliptic curve is defined over IFym, ¢ = 2°* — 1 for m =5
and the speed of a scalar multiplication on an elliptic curve becomes 41.9
psec per operation on a 2.82-GHz Athlon 64 FX PC.

Keywords: elliptic curve cryptosystem, coordinate system, OEF, fast
software implementation.

1 Introduction

Elliptic curve schemes such as EC-DSA and EC-ElGamal have been the focus
of much attention since they provide smaller key sizes and faster operations
compared to RSA. In particular, the use of an optimal extension field (OEF) [1]
for software implementation has determined that an elliptic curve cryptosystem
is faster than a public key cryptosystem based on modular exponentiations [IJ.
Moreover, elliptic curves over extension fields become much important because
they are used in pairing based cryptosystems.

Points on an elliptic curve can be represented using different coordinate sys-
tems. Many coordinate systems have been studied to find a way to accelerate
the computation of elliptic curve addition (ECADD) and doubling (ECDBL) cal-
culations because the computational costs of ECADD and ECDBL are mainly
determined by the coordinate systems. The most popular coordinates are affine
coordinates, Jacobian coordinates, and its variation as shown in [2] and Ap-
pendix [Bl The best coordinate for fast software implementation depends on the
computational environment. If an inversion is slower than 7.6 multiplications,
Jacobian coordinates are faster than affine coordinates, for example. Previous
implementations [1I3] used the Jacobian coordinates because multiplication al-
gorithms are more efficient than inversion algorithms in many environments for
an OEF.

Recently, there has been an increased availability of 64-bit word size proces-
sors. In OEF for these processors, inversion is slower than in the 32-bit envi-
ronment; however, pseudo-inversion can be computed at a low cost. The basic

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 147-{I56] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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concept of pseudo-inversion over IFym was first proposed in [4] to compute ef-
ficiently a pairing on elliptic curves. In order to apply the pseudo-inversion to
ECADD and ECDBL, we propose new coordinates suitable for OEFs. These new
coordinates, compressed Jacobian coordinates, represent an intermediate concept
of the affine and Jacobian coordinates and make the elliptic curve addition faster
than that for either type of coordinates.

The compressed Jacobian coordinates are a natural extension of conventional
coordinates because the coordinates over IF, become equivalent to Jacobian
coordinates and the coordinates over IFym, where ¢ is prime, become equivalent
to affine coordinates.

We also show the efficiency of the proposed algorithm based on theoretical
estimation and actual implementation using the assembly language on a PC. In
our implementation, the speed of random scalar multiplications over an elliptic
curve, which is almost equal to the speed of EC-DSA signature generation, is
41.9 psec on a 2.82-GHz Athlon 64 FX PC.

This paper is organized as follows. Section 2 defines the concepts used in the
paper. Section 3 describes the proposed algorithm. Section 4 presents an effi-
ciency comparison of the proposed algorithm and the conventional one. Section
5 concludes this paper.

2 Preliminaries

2.1 OEF
Let an OEF [I] be finite field IF,= that satisfies the following:

— qis a prime less than but close to the maximum integer word of the processor,
— ¢ = 2" + ¢ where log, ¢ < n/2 and
— an irreducible binomial f(z) = 2™ — w exists.

We consider the following polynomial based representation of element A €
]:E‘qnz 3
A=ap_10™ 4. +aa+ag

where a; € IF, and a € IF;m is a primitive root of f(z). Since we choose ¢ to be
less than the maximum integer word of the processor, we can represent A using
m registers.

2.2 Computational Cost

Here, we define the following notation.

is the computational cost of multiplication in IFgm

is the computational cost of squaring in IFgm

is the computational cost of inversion in IFm

is the computational cost of pseudo-inversion in IF g m

is the computational cost of addition/subtraction in IFym

is the computational cost of multiplication IFy x Fgm — IFgm

< = YHWmR
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is the computational cost of multiplication in IF,

is the computational cost of squaring in IF,

is the computational cost of inversion in IF,

is the computational cost of addition in IF,

is the computational cost of the Frobenius map in Fym /IF,

Hho H®n B

2.3 Representation of Extension Field Element

This section discusses the representations of extension field elements and the
cost of arithmetics using the representations.

Consider an algorithm that consists of a series of arithmetic operations, which
include inversion(s), in IFgm. For most implementations, inversion is a costly

N
operation. So, rational representation D (N,D € IF;m) can be used. Using the

(5) ==

On the other hand, multiplication and addition require additional multiplica-
tions,

representation, division is free,

N1 No  NiN,

D1 Dy DD,
N1 No  N1Dg+ NaDq
Dy Dy D1D,

That is, rational representation does not require an inversion in the algorithm,
except for the final inversion(s). If the inversion is a very costly operation, the
rational representation is an effective way to reduce the complexity of the algo-
rithm. In some IF,m, when adopting a rational representation in the context of
elliptic curve arithmetics, we observed that “complete inversion” is not always
necessary. We can use pseudo-inversion, which is easy to compute compared
to complete inversion, in some finite fields, IFgm. The definition of the pseudo-
inversion algorithm is given hereafter.

Definition 1 (Pseudo-Inversion Algorithm)

Input: X ¢ IFym
Output: (1(X),N(X)) € Fgm x IF such that o(X)X = N(X)

Moreover, we call «(X) a pseudo-inversion of X and N(X) a co-pseudo-inversion
of X. When the pseudo-inversion algorithm is light, the compressed rational rep-

N
resentation, d (N eFgm,de IF;), is superior to the common and the rational

representation. The arithmetics for the compressed rational representation are

(3) =~
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N1 No N1No

dy dy  didy
Ny Ny . Nidy 4+ Nad;
di o dy dydy

When m > 1, the cost of multiplication between IFy» and IF, is less than the cost
of multiplication in IF ;m. Utilizing the pseudo-inversion algorithm can reduce the
cost of an algorithm that consists of a series of arithmetics. This paper applies
this idea to elliptic curve scalar multiplication.

Two examples of pseudo-inversion algorithm implementations are given in
Sections 4] and

2.4 Pseudo-inversion by Norm

To compute the pseudo-inversion, we can use exponentiation by ¢*.
Given X € IFym, we call

m—1 )
z= H X9
1=0

the norm. The norm, z, is known to be z € IF;. By this definition,

m—1
2=X (H Xq"'>
=1

m—1
y =[] x7.
=1

Output Y can be considered as the pseudo-inversion and z is the co-pseudo-
inversion. We can reduce the computational cost of the above algorithm by using
the Ito-Tsujii algorithm [5].

For example when m = 5,

and

Y e X . X9
VT
Y « Y1?

z— XY

The computational cost of the ¢*-th power in IF,m can be estimated as
frv-(m—1)/m=0.8v,

if we use the polynomial basis using a binomial as an irreducible polynomial.
In addition, the computational cost of the last multiplication, z «+ X - Y, can
be estimated as v because z € IF,;. Therefore, the total computational cost is
estimated as
P =2M+ 3f + 1v = 2M + 3.4v.
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2.5 DPseudo-inversion by Euclidean Method

Let deg(X) be the degree of polynomial X, lead(X) be the coefficient of poly-
nomial X’s leading term, and swap(X,Y) be the procedure that exchanges the
values of X and Y. The following algorithm computes a pseudo-inversion.

A
B

f(z) ; // irreducible polynomial.
g(z) ; // input polynomial (where deg(A) > deg(B)) #0

C
D =

0 ;
1
while(deg(B) > 0){
b = lead(B) ; // coefficient of B’s leading term
while(deg(A) >= deg(B)){
a = lead(p) ; // coefficient of A’s leading term
n = deg(A) - deg(B) ; // difference between degrees A and B

A *x=Db ; C x=Db ;
A -= axBxz" ;

C —-= axDxz" ;

s

swap(A,B) ;
swap(C,D) ;

s

// output D as pseudo-inversion
// output B as co-pseudo-inversion

Roughly speeking, the computational cost of this algorithm is 4mv.

3 Compressed Jacobian Coordinates

In the Jacobian coordinate system, a point on an elliptic curve over an extension
field is represented as an element of IF‘im. We can decrease the redundancy of
the Jacobian coordinates by using pseudo-inversion. In our new coordinates, a
point is represented as an element of IFgm x IFy. We call this the compressed
Jacobian coordinate system. The compressed Jacobian coordinates can be used
for both Koblitz curved] and random curves over OEF. Addition formulas in the
compressed Jacobian coordinates are given hereafter.

Compressed Jacobian coordinates
(X,Y,2) Engm x Fy, where Y2 = X3 + az*X + b26

! Usually, Koblitz curve means elliptic curves over Fom. In this paper, we use the
word “Koblitz curve” as a general elliptic curve over IF,= that the cofactor is in IF,.
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Addition formulas in compressed Jacobian coordinates
Input: (X1, Y1,21), (X2, Y2, 22), Output: (X3,Y3, 23).

25 — 2129
(X1, Y{) — (X123, Y123)
(X YY) — (Xoot, Vor})
Ay — (X~ X7) - (V= V)
A — N(X} — X))
23 — Agzh
(X7, YY) = (XTA%, YY)
(XU Y2 — (XIN5 YD)
Xy A2 — XU — XY
Yy — Ap (XY — X3) = Y

We don’t compute Y;" in real implementation because Y3’ is not used to
compute X3, Y3 and z3. We estimate the computational cost of ECADD without
computing Y5 hereafter.

Doubling formulas in compressed Jacobian coordinates
Input: (X1,Y1,21), Output: (X3, Y3, 23).

Ay —1(2Y1) - (3XE + az?)
Ad — N(2Y1)
z3 )\dZ1
(X1, YY) — (X103, Y1A2)
X3 — A2 —2XV
Yg — An(X{/ — Xg) — Ylll

4 Evaluation and Implementation

In this section, we evaluate the performance of addition and doubling in the
compressed Jacobian coordinates. For simplicity, we neglect the cost of addition
and subtraction in IFgm, and multiplication in IF,. In addition, if m = 5, we can
estimate that

v ~ 0.2M.
P~ 2M+ 3.4v ~ 2.68M.

See Section 24 for details.
If T > 3.68M and S = 0.8M, the compressed Jacobian coordinate system is the
fastest when m = 5.

Implementation Result

We chose the parameters in Table [3] and the environment as given in Table
M We chose the cyclic window method [3] as the scalar multiplication algo-
rithm and the results are given in Table[7l In Table[8] we refer to the previously
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Table 1. Computational Cost of ECADD

Coordinate system Cost m=>5
Compressed Jacobian 2M 4+ 1S+ 1P + 7v =~ 6.08M + 18
Compressed Jacobian (z2 = 1) 2M + 1S + 1P + 5v ~ 5.68M + 1S
Affine 2M + 1S 4+ 11

Jacobian 12M + 48

Jacobian (Z2 = 1) 8M + 38

Modified Jacobian 13M 4- 68

Modified Jacobian (Z2 = 1) 9M + 58

Modified Jacobian (Z2 = 1) (a = —3) 8M+ 58

Table 2. Computational Cost of ECDBL

Coordinate system Cost m=>5
Compressed Jacobian 2M 4 28 + 1P + 3v ~ 5.28M + 28
Compressed Jacobian (a € IFy) 2M 4 2S + 1P + 2v ~ 5.08M + 28
Affine 2M + 28 + 11

Jacobian 4M + 68

Jacobian (a = —3) M + 48

Modified Jacobian 4M + 48

Table 3. Parameters

q 201 — 1 (prime)
Fym IF,[a]/(c® — 3) (polynomial basis)
Elliptic curve Y2 = X3 — 3X + 2023176626027320614
Trace t = 2713676959
X =  1225397330577448427 o + 110313758532384199 o
Generator + 1639881413522258503 o2 + 547643109538786165 o
+ 2214931762811684809
Y = 74533231004088031 a? 4 1705584686783011420 o3

+ 2159424991416008329 a? + 509248187364731537 «
+ 570065311020511817

Order 28269553069723731963330948928353289444455373120300688657015697428589796171

(244-bit prime)

Table 4. Environment

CPU AMD Athlon 64 FX-57

Clock Frequency 2.82 GHz

oS FreeBSD 5.4R

Compiler gee version 4.0.3 20051229 (prerelease)

reported fastest implementation results. We cannot find any previous work that
uses similar parameter we used. We decided to show the references:

1. The security parameter is similar to ours. (122 bit)
2. The field construction is similar to ours. (OEF)



154 F. Hoshino, T. Kobayashi, and K. Aoki

Table 5. Implementation Results of ECADD

Coordinate system Cycles usec
Compressed Jacobian 939 0.33
Compressed Jacobian (z2 = 1) 889 0.32
Affine 2216 0.79
Jacobian 1996 0.71
Jacobian (Z2 = 1) 1481 0.53
Modified Jacobian (a = —3) 2213 0.79

Modified Jacobian (a = —3,Z2 =1) 1702 0.60

Table 6. Implementation Results of ECDBL

Coordinate system (a = —3) Cycles usec

Compressed Jacobian 942 0.33
Affine 2337 0.83
Jacobian 1086 0.39
Modified Jacobian 1031 0.37

Table 7. Implementation Results of EC Scalar Multiplication

Coordinate system (a = —3) kcycles usec
Compressed Jacobian 118 41.9
Affine 276 97.9
Jacobian 165 58.6
Modified Jacobian 174 61.9

Table 8. Comparison to Known Results

Curve Security kcycles psec CPU Clock
IF,m Koblitz (This paper) qg=2"—1,m=>5 122 bits 118 41.9 Athlon 64 FX 2.82 GHz
F, Montgomery form [6] q=2%_-19 126 bits 625 — Athlon -
Fam Koblitz [7] m = 233 116 bits 897 2243 Pentium IT 400 MHz
F,m Koblitz [3] q=22 -3, m=7 87bits 127 254 21264 500 MHz

IF,m Koblitz, Hessian form [§] ¢ = 22° —3,m =7 87 bits 213 66.6 Pentium 4 3.2 GHz

Our current results are faster than these both in terms of speed in CPU cycles and
psec. These numbers were obtained using various parameters and/or platforms.
Please take note of the parameters when comparing these numbers.

5 Conclusion

In this paper, we proposed a new coordinate system, which we call the com-
pressed Jacobian coordinates, to accelerate elliptic curve cryptosystems over
extension fields. The main idea of the proposed coordinates is to utilize pseudo-
inversion, and the coordinates are a natural extension of traditional affine and
Jacobian coordinates. We estimated the computational cost of ECADD and
ECDBL for the coordinates. We also implemented scalar multiplication as soft-
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ware on the x86-64 platform and confirmed that 244-bit OEF scalar multiplica-
tion can be computed in 41.9 psec on an Athlon 64 FX-57 (2.82 GHz) using the
compressed Jacobian coordinates. To the best knowledge of the authors, this is
the fastest software implementation of elliptic curve scalar multiplications for
the security level of 122 bits or higher. This means that we can exchange more
than 10,000 ECDH keys per second on an inexpensive personal computer (if the
communication cost is negligible).

The idea of the compressed Jacobian coordinates can be easily applied to the
other coordinates, e.g., projective coordinates and Montgomery coordinates, and
the other algebraic curves, e.g., the hyper-elliptic curves and Cy; curves.
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A Appendix: Frobenius Map

In this section, we recall the Frobenius map. Let E/IF, denote a non-supersingular
elliptic curve defined over finite field IF;, where ¢ is a prime or any power of a
prime. P = (X,Y) is an IF m-rational point of elliptic curve E defined over IF .
The Frobenius map, ¢, is defined as

¢ (X,Y) — (X9,Y9).
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The Frobenius map is an endomorphism over E(IF ). It satisfies the equation
¢ —to+q=0, -2/g<t<2/q 1)

It takes a negligible amount of time to compute the Frobenius map in an
endomorphism ring where ¢ is the trace of E/IF, provided that element in IFgm
is represented using the polynomial basis of IF;m over IF,; using a binomial as a
definition polynomial.

B Appendix: Coordinates

Let
E:Y?=X3+aX+b  (a,b€Fym, 4a®+270* # 0)

be the equation of elliptic curve E over IFm.

For Jacobian coordinates, with X = X ;/Z% and Y = Y;/Z3, a point on ellip-
tic curve P is represented as P = (X;,Yy,Z;) = (X,Y). In order to accelerate
ECADD, the Chudnovsky Jacobian coordinates [2] represent a Jacobian point
as the quintuple (X;,Yy, Z;, Z%, Z%) On the other hand, in order to accelerate
ECDBL, the modified Jacobian coordinates [2] represent a Jacobian point as the
quadruple (X ;,Yy, Z;,aZ%).

The number of operations required to compute ECDBL and ECADD is shown
in Table [

Table 9. Number of Operations for Each Coordinate Systems

Coordinates ECDBL ECADD ECADD with Z =1
Affine 2M+ 2SS+ I2M+ 1S+ 1 —

Chudnovsky
Jacobian 5M+6S 12M+ 4S8 8M+ 3 S
Modified )\t 45 13mr6s 9M+ 58

Jacobian
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Abstract. This paper studies the relations among several definitions of
anonymity in the same attack environment. It is shown that one intuitive
and two technical definitions we consider are asymptotically equivalent,
and the indistinguishability-based technical definition is the strongest,
i.e., the most secure when achieved, when the exact reduction cost is
taken into account. We then extend our result to the threshold case where
a subset of members cooperate to create a signature. The threshold set-
ting makes the notion of anonymity more complex and yields a greater
variety of definitions. We explore several notions and observe certain
relation does not seem hold unlike the simple single-signer case. Never-
theless, we see that an indistinguishability-based definition is the most
favorable in the threshold case. We also present a notion of anonymity
with linkability and a simple generic construction.

1 Introduction

BACKGROUND. Ring signatures feature unforgeability and anonymity in such a
sense that anyone can be sure that the signature is created by one of the group
members but cannot identify which member the real signer is. It can be seen as
a variant of group signatures [I1] without the group manager who registers the
signing keys of legitimate group members. Without the group manager, a ring
signature scheme allows ad-hoc members to be bound to a signature without
any authorization of the members or preliminary setup.

The notion of ring signatures are introduced by Rivest, Shamir, and Tauman
in [I8] with the first instantiation based on the RSA assumption. [I] extends
the result so that variety of public-keys can be involved in a signature. [T0J2]
addresses the threshold case where a group of the real signers cooperate to create
a ring signature. [10] is the first threshold scheme with a group of logarithmic
size, and [2] achieves polynomial size groups. [22] presents an ID-based ring
signature scheme. A threshold variant is presented in [I2] and more efficiency
and generality is pursued in [I3]. While all these constructions analyzes the
security in the random oracle model [7] ([I8] also relies on an ideal cipher), [9]
presents a generic scheme without random oracles. We refer to [19] for more
survey of ring signatures.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 157 2006.
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The security (unforgeability and anonymity) of a ring signature scheme is
defined by the combination of an attack environment and an attack goal as
well as those for other cryptographic primitives. [9] studies the notion of se-
curity mainly from the viewpoint of the attack environment, and shows the
strongest case where all the private keys are exposed to the adversary during
the anonymity game. While existential unforgeability is widely accepted as the
strongest security goal for unforgeability, anonymity is defined in different ways
in the literature. For instance, in [I8/II13], the goal of an adversary is to identify
the real signer among the group of members bound to the challenge signature,
while in [9] adopts the idea of indistinguishability [I5] like in the case of group
signatures formally addressed in recent papers, e.g., [6JI6/8]. The situation be-
comes more involved for threshold case where many variations are available.

Somewhat contrary to anonymity, linkability is useful in a scenario of ring sig-
natures. Suppose that a whistle-blower publishes a ring signature for a message
such as “We are doing insider trading” that surprises other involved members.
Then someone in the involved members may issues “I'm just kidding” to dis-
claim the previous message. Therefore, it is important to allow anyone to verify
the link between the signatures to convince him/herself that they are issued by
the same signer and anyone else (even the involved members) cannot create the
linked signatures. Unfortunately, it is known that strong sense of anonymity im-
plies unlinkability [6]. However, extending the syntax of ring signature schemes
changes the situation. In [I7I3], the notion of linkable anonymous signatures are
introduced. Their security, however, guarantees so limited sense of linkability
that it cannot accommodate with anonymity under chosen real-signer attacks.
[21] addresses the threshold case, but their security notion and instantiation al-
low any insider member involved in a signature can later create linked signatures.
Hence it cannot be available for the scenario given above. Another result is in
[20] but their security definition has ambiguity and unnecessarily complicated.
For instance, they do not consider the case where insiders attempt to create
linkable signatures. Furthermore, their scheme does not allow the real signer to
issue unlinkable signatures with the same members involved. (This is their design
goal, though. It may have other application.) Therefore, to our best knowledge,
sufficient instantiation and rigorous treatment of the notion of anonymity with
linkability is not known so far.

Our Contribution. We focus on the attack goals in the definitions of anonymity
and show their relations in the same attack environment. To see the relation be-
tween intuitive and technical definitions, we consider the following attack goals,
which will be defined formally in Sec 2l Given a challenge ring signature of an
arbitrary group, the attacker:

1. identifies the real signer (WHO),
2. decides which of two specific signers is the real signer (IND),
3. decides if it is created by a specific signer or not (ROR).

The third notion (ROR:real-or-random) has not been used in the context of ring
signatures but used to define secrecy in, for instance, symmetric encryption [4]
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and key encapsulation [14]. We show that the most intuitive notion (WHO)
and other two technical definitions (IND, ROR) are asymptotically equivalent.
Namely, if a ring signature scheme is anonymous in the sense of WHO, it is also
anonymous in the sense of IND or ROR. Our detailed proof shows that IND is
the strongest, i.e. the most secure when achieved, when the exact reduction cost
is concerned. In [9], it is briefly pointed out that WHO is reducible to IND by
a hybrid argument, which usually yield polynomial cost and hence places these
two notions in a distance. We provide a direct reduction between these notions
and shows that they are actually close each other.

We then extend the argument to the threshold case, where it is not just
a simple replacement of the single real signer to a group of real signers. We
consider variants of WHO used in the literature and show that a natural exten-
sion of IND is reducible to these notions. It means that an indistinguishability-
based definition is the most favorable even in the threshold case. We do not
know whether the reverse relation is also true or not. We present a further
extended variant of WHO that is equivalent to the indistinguishability-based
definition.

Finally, we address the issue of linkability. We first extend the syntax of
ring signature schemes and show a suitable definition for link-unforgeability and
anonymity with linkability. Then we present a simple and generic construction
from a (non-linkable) ring signature scheme and ordinary signature scheme.

2 Definitions

Definition 1 (Ring Signature Scheme) [1I]. A I-out-of-n ring signature
scheme, X1 is a triple of polynomial-time algorithms, X 1" = (G1n Stn pin);

GLm: (1Y) — (sk, vk). A probabilistic algorithm that takes security parameter \
and outputs private signing key sk and public verification key vk.

Stm: (sk,m,L) — o. A (probabilistic) algorithm that takes message m, and
a list, say L, of verification-keys including the one that corresponds to sk,
outputs signature o.

yin (L,m,0) — 1/0. An algorithm that takes message m and signature o,
and outputs either 1 or 0 meaning accept and reject, respectively. We require
that V1 (L, m,ST"(sk,m, L)) = 1 for any message m, any (sk, vk) generated
by G1", and any L that includes vk.

It is assumed that each public-key is implicitly bound to the identity of its owner
and one can see the identity by seeing the public-key. In the following, we give
double-meaning to L as a set of public-key and a set of corresponding identity.
Hence we may allow description such as choosing an identity from L.

The signature generation and verification functions may be limited to work
only if L contains legitimate or legitimately-looking public-keys which are indis-
tinguishable from the legitimate ones.

To define anonymity, we define the attack resources as an oracle given to the
adversary. It accepts the following queries.
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key-gen(i). A key generation query. Given this query with a unique identity ¢, a
new public and private key pair is generated for that identity. The public-key
is appended to list £* and the private-key is kept secret from the adversary.
List £* is initially empty and available to the adversary.

add-pk(i, vk). A new member addition query. It allows the adversary to append
an arbitrary public-key vk bound to identity 4 to list £T which is empty at
the beginning. It is required that both i and vk are unique in £* U L.

get-sign(i, L, m). A signature generation query. It allows the adversary to obtain
a ring signature for arbitrary signer, group, and message. Oracle R returns
o« St"(sk;,m, L) if i € LN L*. It returns L, otherwise.

key-expose(i). A key exposure query. It allows the adversary to obtain the pri-
vate key of an arbitrary public-key. If ¢ € £*, oracle R returns corresponding
sk.

corrupt(z). A corruption query. It allows the adversary to obtain all the inputs
to signer ¢, which includes the private-key and all random choices. If ¢ € L*,
oracle R returns corresponding sk and the random tape of i.

Remark 1. Requiring unique ¢ and vk for making add-pk means that the adver-
sary is not allowed to register someone else’s public-key as his own. However, it
is just for a notational simplicity and does not lose generality. It can be handled
by separately treating identities and the public-keys if desired.

Remark 2. Through add-pk, the adversary is allowed to add a bogus public-key
whose secret-key may not exist and cannot generate signatures. This affects to
the anonymity issue as discussed in the sequel.

We next define anonymity in a various form. First we show the most intuitive
notion, which we denote WHO. The idea is that the adversary guesses who is
the actual signer when it is chosen randomly from the signature group specified
by the adversary.

Definition 2 (WHO-Anonimity). A ring signature scheme is WHO-
anonymous if for any polynomial-time adversary A playing the following game,
there exists a negligible function € in X such that Pr[i = i*] < 1/|L*| + € where
L* is LN L* for L* observed in step 3.

[Attack Game: WHO]

1. Global : L* and LT (initially empty).
2. (L,m,w) — AR(1Y).

3. i* — LNL* o« SV"(sky,m, L).
4.1 — A% (w,0).

It is required that LN L* # () in step 2, and i € L N L* in step 4.
Variable w is an internal state of A.

Remark 3. When an honest signer, 4, issues a signature with list L, she might
naturally expect that her identity is hidden among the identities in L. This
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intuition is true if L C £* in the above definition. However, the adversary might
add fake public-keys that are indistinguishable from the legitimate ones but
never work for generating signatures. It may result in L N £L* only contains her
identity and the adversary can identify the real signer with probability 1. This
is a practical threat that is hard to avoid and not captured by the definition. A
possible solution is to choose L from the set of public-keys that are once used
to create signatures. Self-signature in a public-key certificate would be useful for
this purpose in practice.

We add two more technical definitions, IND and ROR, as mentioned in Sec. [Il

Definition 3 (IND-Anonimity). A ring signature scheme is IND-anonymous
if for any polynomial-time adversary A playing the following game, there exists
a negligible function € in X such that Pr[y = x] <1/2+e.

[Attack Game: IND]

1. Global : L* and LT (initially empty).
2. (ig,i1, L, mw) — AR(1Y).

3. x —{0,1}, 0 « Sl’”(skix,
4. X — AR (w,0).

It is required that {ip,i1} C LN L* in step 2, and x € {0,1} in step 4.

m, L).

Definition 4 (ROR-Anonymity). A ringsignature schemeis ROR-anonymous
if for any polynomial-time adversary A playing the following game, there exists
a negligible function € in X such that Pr[{ =& < 1/2 +e.

[Attack Game: ROR]

1. Global : L* and LT (initially empty).

2. (i, L, mw) — AR(11).

3. & —{0,1}, i1 — i, io — LN L*\ {i}, i* =i¢, 0 — ST"(ski=, m, L).
4. &€ — AR (w,0).

It is required that i € LNL* and |[LNL*| > 2 in step 2, and € € {0,1} in step 4.

3 Relation Among the Definitions

3.1 Theorems

For security notion A and B, we denote by A = B that if a scheme is secure
in A it is also secure in B with respect to the same attack resources. By (e, )-
adversary, we denote an adversary that stops within time ¢, and wins the attack
game with probability at least €. Let L* denote the legitimate public-keys in L
appeared in step 3 of each attack game. Namely, L* = L N L* for L and L*
observed at step 3 of each attack game.
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Theorem 1. IND=WHO. In particular, if there exists an (€who, twho)-adversary
in the sense of WHO, then there exists an (€jnd, ting)-adversary in the sense of

IND such that €jng = 2(|IL*|| 1) Ewho a1 ting = tyho.

It is interesting to see that €jpg > éewho even for large L*. Therefore, Theorem [I]
says that an IND-secure scheme is also WHO-secure regardless of the size of the
group bound to the signatures.

Theorem 2. WHO = IND. In particular, if there exists an (€ind, ting)-adversary
in the sense of IND, then there exists an (€who, twho)-adversary in the sense of
WHO such that €yho = |L2*| €ind and tywho =~ tind.

Theorem 3. IND = ROR. In particular, if there exists an (€,or, tror)-adversary
in the sense of ROR, then there exists an (€jnd, tind)-adversary in the sense of
IND such that €jng = €10 and running time is ting = tror-

Theorem 4. ROR = IND. In particular, if there exists an (€ind, tind)-adversary
in the sense of IND, then there exists an (€or, tror)-adversary in the sense of

ROR such that €,or = 2(||L€|L1) €ind and running time is tor & ting.

From Theorem [l and 2] we see that IND is a stronger notion than WHO. The
larger L* gets, the less secure WHO-security becomes than IND-security (unless
Theorem [ finds better reduction). This relation is similar to the one between
indistinguishability and one-way for cryptosystems with poly-size message space.
Indeed, since the number of the signers is polynomially limited, a scheme that
hides the identity of the real signer can be seen as a cryptosystem with poly-size
message space. In Sec. Hl we will see that the situation changes in the threshold
case where the number of the real-signer group is exponential.

Looking at TheoremBland [l one can see that IND and ROR are close together
but IND is slightly better. In conclusion, IND is the most preferable as a security
notion to achieve.

3.2 Proofs

(Proof of Theorem[.) We construct adversary Ajnq for IND by using adversary
Awho for WHO as follows. First of all, Ajng forwards all queries from Ay, to R
to the corresponding R in IND and returns the answers to Ayho- Aing Simulates
the challenge oracle in WHO in the following way; Given (m, L) from Ayho,
Aind chooses ip and i1 randomly from L*. It then send query (ig, i1, L, m) to the
challenge oracle of IND. Then return the obtained signature to Awho. Eventually,
Auwho outputs ¢ € L*. If i € {i0, 41}, then Aing outputs x € {0,1} such that iy = i.
Otherwise, Aing outputs randomly chosen x «— {0,1}.

Since all the oracle queries are handled correctly, the attack environment for
Auwho is simulated perfectly. (Note that the distribution of the challenge signa-
tures also perfect because the 4, is chosen uniformly from L* from the viewpoint
of Awho.) Next, there are two cases when Ajng wins; 1) Awho wins, and 2) Awho
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fails but 7 is not in {4g,4;} and the succeeding random guess is true. Let Y be
1 — x. A crucial observation is that when Awno fails, iy is independent of the
view of Awno. Since iy is selected uniformly from L* \ {i,}, the case 1= ig
happens only with probability | L*1|—1' Now, the success probability of A;nq is the
following.

1 -
Pr[Aing wins] = Pr[Awho wins] + . Pr[Awno fails A @ # ig]

1 1 1 |L*| — 2
— w 1= w .
(‘L*"FG ho)+2 { (|L*|+6 ho)} ‘L*‘—l
1 n |L*|
- * €Ewho
2(1L* = 1)
Hence we have a bound ¢,g = 2(|1|;L**|L1) - €who- 1t 1s obvious that ting ~ twho from
the construction of Aj,g. a

(Proof of Theorem[2.) We construct adversary Awno for WHO by using adversary
Aing for IND as follows. First of all, Ayn, forwards all queries from A;jng to R to
the corresponding R in WHO and returns the answers to Ajng. Awho sSimulates
the challenge oracle in IND in the following way; Given (ig, i1, m, L) from Ajnqg,
Auwho, then send query (m, L) to the challenge oracle of WHO. Then return the
obtained signature to Aing. If Aing stops and outputs y € {0,1}, Awho outputs
1 = 7,)2.

Now, observe that the view of Ajnq is simulated perfectly if challenge oracle
C coincidently chooses i* to ig or i1. And it is clear by construction that Ao
wins only in this case. Therefore,

Pr[Awho wins] = Pr[Aing wins A ¢* «— {ig, i1}]

1 2
—(2+€ind)"L*‘
1 n 2
= €ind-
L |Le| "

Thus we have ey €ind- The running time is clearly almost the same. 0O

_ 2
° T |L¥|
(Proof of Theorem[3) We construct adversary A;ng for IND by using adversary
Aror for ROR as follows. First of all, Aj,g forwards all queries from Ao, to R
to the corresponding R in IND and returns the answers to Aor. Ajng simulates
the challenge oracle in ROR in the following way; Given (i, m, L) from Ao,
adversary Aing sets i1 = i and choose ig randomly from |L*|\i. It then sends query
(i0,11, L, m) to the challenge oracle of IND and returns the obtained signature
to Ayor. Eventually, if Ao outputs § € {0,1} then A4 outputs x = §

Observe that the challenge oracle of IND essentially chooses the target signer
from 4 or randomly selected one because (ig,%1) is set to (i,random) by Ajng.
Hence the view of A, is perfectly simulated and it is clear that Aj,q wins
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whenever Ao, wins. Thus we have €, = €jng- The running time is clearly almost
the same. 0O

(Proof of Theorem[{}) We construct adversary Ao for ROR by using adversary
Aing for IND as follows. First of all, A, forwards all queries from Aj,q to R
to the corresponding R in ROR and returns the answers to Ajng. Aror sSimulates
the challenge oracle in IND in the following way; Given (ig,?1, m, L) from Ajnqg,
adversary Ao, flips coin b < {0,1} and sets ¢ = ip. It then sends query (¢, L, m)
to the challenge oracle of ROR and returns the obtained signature to Ajng. If
Aing stops and outputs ¥ € {0,1}, adversary Ay, outputs & = 1 if Y = b. It
outputs & = 0, otherwise.

Observe that the view of Ajng is perfectly simulated in two cases; 1) the
challenge oracle of ROR gets £ = 1, i.e., it sets the real signer i* = 4, or 2)
the challenge oracle of ROR gets £ = 0 and i1 is coincidently selected as a
real signer, i* = i1_;. For these cases, Ao, wins whenever A;,q wins. Ao, could
also win even when A;,g does not get a correct challenge signature. It is the case
when the output y from A;,g happens to x # b. This happens with probability
1/2 because, in this case, randomly chosen b is independent from the view of
Aindg. From these observation, the success probability of A, is as follows.

Pr[A,or wins] = Pr[¢ = 1] - Pr[Ajng wins] + Pr[¢ = 0] - Pr[i* = i;_p) - Pr[Ajpg wins]
+Pr[¢ = 0] - Pr[i* # i1-p] - Pr[x # b

11 1 1 1 1 L -2 1
:§(§+€ind)+§‘|L*‘7_l'(§+€ind)+§"L*|7_1'§
_1 |L|
=3 o= 1) i
Hence we have €, = 2(||LL**|<|—1) €ind- The running time is clearly almost the same
from the construction. O

4 Extension to Threshold Case

4.1 Definitions

Syntactical definition of threshold ring signature can be obtained by modifying
the signing function to take a set of private keys, say {sk;}, of the real signer
groupd. Then, the signing function is actually considered as a set of k or more
interactive machines each of which has corresponding private key and cooper-
atively compute a signature. The verification function is also modified to take
threshold k as an input.

We first consider a straightforward extension of WHO to the threshold case.
The idea is that the adversary has to guess all the members of the real signing
group. We denote it by WHOE, .. This notion is used in [2].

! By {X;}, we denote {X1, X2,---, }. This convention will be used in the rest of this
paper.
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Definition 5 (WHO},,,,-Anonimity). A ringsignatureschemeis WHO%, -
anonymous if for any polynomial-time adversary A playing the following game,

there exists a negligible function € in \ such that Pr[{i} = {i*}] < 1/(|L,:|) +e.
[Attack Game: WHOR ]

group

1. Global : L* and LT (initially empty).

2. (k,L,m,w) — AR(1%).

8. {i*} — {LN LYW, o — SEn({ski}icqivy, m, L).
4. {i} — A%(w,0).

It is required that |L N L*| > k in step 2, and {i} C LN L* and |{i}| = k in
step 4.

Here, {L N £*}¥) denotes all subsets of L N L* of size k. The same applies to
the definitions hereafter.

The above VVHO’g“mup concerns the anonymity of the real signer group but
does not seem to capture the anonymity for each member of the real signer
group. The following one used in, e.g. [21], cares for this case. The idea is that
the adversary wins even if it identifies only one of the real signer in the group.
The Argument, Challenge, are the same as before. The wining condition and the
security bound is relaxed as follows.

Definition 6 (WHO’S“ingle-Anonimity). A ring signature schemeis WH Ofingle—
anonymous if for any polynomial-time adversary A playing the following game,
there exists a negligible function € in X such that Pr[i € {i*}] < ILk*I +e.

[Attack Game: WHOE | ]

single
1. Global : L* and LT (initially empty).
2. (k, L, mw) — AR(1").
3. {i*} —{LN LYW, o — SEn({sk}icqiny, m, L).
41— AR (w,0).

It is required that |L N L*| > k in step 2, and i* € LNL* in step 4.

The notions IND and ROR are extended straightforwardly to the threshold case.
Name them IND* and RORF, respectively. We put them here just for notation
and completeness.

Definition 7 (IND*-Anonymity). A ringsignature schemeis IND-anonymous
if for any polynomial-time adversary A playing the following game, there exists
a negligible function € in A such that Pr[y = x] < 1/2+e.

[Attack Game: IND* |

1. Global : L* and LT (initially empty).

2. ({i}o, {i}1, L, m,w) «— AR(1%).

3. x—{0,1}, 0 — Sk’”({ski}ie{i}x, m,L).
4 X = A% (,0).
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It is required that both {i}o and {i}1 are subsets of LN L* and |{i}o| = |{i}1] in
step 2, and x € {0,1} in step 4.

Definition 8 (ROR"-Anonimity). Aringsignatureschemeis RORF-anonymous
if for any polynomial-time adversary A playing the following game, there exists
a negligible function € in X such that Pr[y = x] < 1/2+e.

[Attack Game: RORF |

1. Global : L* and LT (initially empty).

2. ({i}, L, m,w) — AR (1%).

3. € — {0,1}, {ih = {i}, {i}o = {Ln LD\ {i} {i*} = {i}e, 0
§k’"({ski}ie{i*},m,L).

4. € — A% (w,0).

It is required that {i} C L N L* in step 2, and € € {0,1} in step 4.

4.2 Relation Among the Definitions

Since WHOE, .., IND*, and ROR* are straightforward extension of correspond-
ing notions in the single real signer case, their relation preserves naturally. Pre-
cise reduction cost can be given by replacing |L*| in Theorem [ [, and B with

(lLk*l). However, the threshold version of Theorem [ that will state reduction

from VVHO{;roup to IND* will suffer the factor of (ILJ:I) _1, which is exponentially
small when k and |L*| are both polynomial in the security parameter. Hence
we are not sure whether WHOE, | == IND* holds or not. This situation bears
resemblance to the relation between IND and OW for cryptosystems with ex-
ponentially large message space. (Recall that VVHO’g“rou demands to identify
all the real signers. Hence it can be translated to notion of OW with exp-size
message space.) We list the theorems among WHOE, ., IND¥, and RORF as
follows. Proof can be derived from the non-threshold case and omitted.

Theorem 5. IND* = WHOY,,,,. In particular, if there exists an (e, th)-
adversary in the sense of IND®, then there exists an (ek, . t* )-adversary in the
sense of WHO’g“roup where ef-fn, = (ILk l)/Q((|L]c |) -1) e’jvho and tewho = tkind-

Theorem 6. IND*=ROR*. In particular, if there exists an (€xind, tkind)-adversary
in the sense of IND, then there exists an (€ror, tkror)-adversary in the sense of

ROR where €xjng = €xror and running time is tiind = tkror-

Theorem 7. RORF=INDF. In particular, if there exists an (€xror, Liror) -adversary
in the sense of RORF, then there exists an (€kinds tkind)-adversary in the sense of
IND where €ypor = (IL}~c |)/2((|Lk |) — 1) €king and running time s tyror = tkind-

An interesting case would be the relation between VVHOfingle and IND*. We
prove the following theorem holds.
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Theorem 8. IND* = WHOE In particular, if there exists an (X, .tF, )-

single*

adversary in the sense of WHOfingle, then there exists an (¥t )-adversary in

the sense of IND* where €k ;= €*, /2 and tk  ~tF, .

One may notice that Theorem B with k& = 1 gives slightly worse bound compared
to Theorem [0l This is nothing but a technical reason that we construct the
adversary in IND* in such a way that it may coincidently choose the same
candidates when it chooses two. Detailed proof is given in Appendix [Al

From Theorem [ to B we conclude that IND* is the most preferable as a
starting point for the notion of anonymity in the threshold case as well as the
single-signer case.

4.3 Discussion

k

Tt remains to consider the reverse relation from WHO¥ and/or WHOSingle

group
to INDF. Unfortunately, we are not aware of efficient reduction for this case.
Observe that VVHOi?ingle has a resemblance to a special case of semantic secu-
rity for cryptosystems. Namely, the adversary of VVHOfingle need to guess one
signer from a poly-size group of real signers while the adversary in the special
case of semantic security game guesses one bit of the polynomial length plain-
text. A particular problem in showing WHOE,, ;. = INDF is that the adversary
in VVHOi?ingle is not allowed to chose convenient distribution from which the
challenge oracle chooses the real signer. Therefore, we strengthen the notion
by giving more choice to the adversary. Concretely, the adversary is allowed to
specify an access structure, say I', from which the set of real signers is selected.

Formal description is as follows.

Definition 9 (WHOE, .- Anonimity). A ring signature scheme is WHOE, .-
anonymous if for any polynomial-time adversary A playing the following game,

there exists a negligible function € in X such that Pr[{i} = {i*}] < Ill”l +e.
[Attack Game: WHOE _ ]

spec

1. Global : L* and LT (initially empty).
2. (I k, L, m,w) — A®(1*).

3. {Z*} — F, g Sk’"({ski}ie{i*}, m,L).
4. {i} — A®(w,0).

It is required that I' = {{i1,--- ,ix}| i; € LN L*} for some fixed k < |L N L*|.
Furthermore, for every {i1,--- ,ix}, {i, i3} € I, {i1, -+ i} #Z{ih, -+ ik}
With this relaxed definition, it is not hard to see that WHOE, . and IND* can

be reduced each other. We state the following theorems without proofs that is
straightforward.

Theorem 9. WHOfpec = INDF. In particular, if there exists an (€xinds tkind)-
adversary in the sense of INDF | then there exists an (Ekwho Lkwho) -adversary in

the sense of WHOfpeC where €xwho = €kind and running time s tiwho ~ tkind-
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Theorem 10. INDF = WHOk

spec*
k

spec’

In particular, if there exists an (€kwho, tkwho) -

adversary in the sense of WHO! then there exists an (€ind, tkind)-adversary in

the sense of IND* where €jng = 2(|1|“F||—1) €kwho and running time S tkind = tkwho-

Allowing the adversary to chose a set of sets of the target message space plays
an important role in showing relations among notions for cryptosystems. For
instance, showing the relation between indistinguishability and non-malleability
essentially uses this feature in [5].

Our conclusion is that WHO .. would be the strongest notion. IND* would
be the second one and close to WHOi?peC. IND? is easy to use in security proof,
so IND* would be the best to work with. Avoid other weak variants, WHO

group
and WHO¥.

single*

5 On Unlinkability and Anonymity

5.1 Definitions

A linkable ring signature scheme would be formalized as a ring signature scheme
with an additional function for verifying the link between two signatures. But
such a simple extension does not really accommodate with anonymity when
the adversary can launch chosen-message attacks by making signature-request
queries get-sign. One can easily see that it is either the case where anonymity
is achieved and the link verification function does not exist, or, where the link
verification is possible and no anonymity is achieved.

To get around the situation, we first of all extend the syntax of ring signa-
ture so that the signing function takes additional parameter used for linking
signatures. In this paper, we consider stateful schemes where a signer must pri-
vately memorize a parameter, which we call link-key, to yield a link. A link-key
is used to tag signatures. So that anyone can see two signatures are related to
the same private link-key and thus the same signer created the signatures. For
this paradigm to work, private link-keys must be taken from an appropriately
large space. By LK we denote the space for the link-keys.

Definition 10 (Linkable Ring Signature Scheme). A linkable ring signa-
ture scheme, X" is a set of polynomial-time algorithms, (G'k S'nk pink Clnk)

Gk . (12) — (sk, vk). A probabilistic algorithm that takes security parameter \
and outputs private signing key sk and public verification key vk.

Sk (sk,m, L, z) — (0,2"). A probabilistic algorithm that takes link-key z, mes-
sage m, and list L of verification-keys that includes the one that corresponds
to sk, outputs signature o and (possibly updated) link-key z'.

yink . (L,m,o) — 1/0. An algorithm that takes message m and signature o,
and outputs either 1 or 0 meaning accept and reject, respectively. We require
that V'™ (L, m,S"™ (sk,m, L,z)) = 1 for any link-key z € LK, message m,
any (sk, vk) generated by G and any L that includes vk.
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Clnk . (X9, 31) — 1/0. An algorithm that takes two signed messages, X; =
(my, 04, Li) for i = 0,1, and outputs 1 if there exists a single link-key, say
z € LK, such that oo € 8" (sk;,, mg, Lo, 2) and o1 € S"™(sk;,, my, L1, 2) for
some tg € Lo and i1 € Ly. It outputs 0, otherwise.

Intuition behind the syntax of signature generation function S is that it takes
empty link-key, denoted by “null”, when the signer first generate a signature.
Sk then outputs a new private link-key for later use. The syntax allows S to
update the link-key if needed.

On top of ordinary notion of existential unforgeability against chosen-message
attacks, it is generally expected that linkable signatures can be created only by
the same signer. For ring signatures, it is very important that it is also true
even for a members in a ring bind to a signature. This notion will formally be
captured by the following definition of link unforgeability. As well as the attack
game for anonymity, adversary A has access to R. Resource oracle R accepts
the queries listed in Section [2 with following modifications;

— Signature Request Query get-sign is modified to take arbitrary link-key z. It
however returns the generated signature only, i.e., updated or newly gener-
ated link-key is kept private unless otherwise requested.

— Linked Signature Request Query linked-sign is newly allowed. It takes a
reference signature X = (m, o, L) and target (m,L,i). If X' is once ap-
peared in the history of get-sign, get the corresponding link-key 2z and call
get-sign(m, L, 4, z). If no such z is found, call get-sign(m, L, 4, null). Then re-
turn the obtained signature.

— Link-Key Exposure Query link-key is newly allowed. It takes a signed message
(m, o, L) and return corresponding z if (m, o, L) once appeared among the
input/output of get-sign. Otherwise, it returns nothing.

By using these queries, the signer can obtain arbitrary linked signatures and
have full information about the link-keys if desired. On the contrary, the chal-
lenge oracle does not take a link-key from the adversary. In fact, the goal of
the adversary is to generate a new signature linked to the challenge signature.
Formally, the link unforgeability is described as follows.

Definition 11 (Link Unforgeability). A linkable ring signature scheme is
link unforgeable if, for any polynomial-time adversary A playing the following
game, there exists a negligible function € in A such that Pr[ A wins.] < e.

[Link Forgery Attack]

1. Global : L* and E‘Lﬂ(mztmlly empty).

2. (%7L0a , W

3. (00,2%) « S"k(skl* mo,LO7 null).

4' (mh L17 Ul) — AR(wu UO)'

It is required that i* € LoNL* Let Xy = (mg, 00, Lo) and X1 = (my,01,L1). The
adversary is restricted not to make link-key query with regard to Xy. (It means

that z* is not available to the adversary. But the adversary can obtain signatures
linked to Xy through linked-sign queries.) The adversary wins if
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— X is fresh, i.e., not observed in the input-output history of get-sign (includ-
ing the ones internally called from linked-sign),

— 1< V"(Ly,my,01), and

— 1« Clnk(Eo, 21)

Now we addresses the definition of anonymity with linkability. Intuition is that
the real signer is indistinguishable even if the adversary is free to make any link
and/or even to obtain the link-keys.

Definition 12 (Anonymity with Linkability). A ring signature scheme is
anonymous with linkability if, for any polynomial-time adversary A playing the
following game, there exists a negligible function € in \ such that Pr[x = x| <
1/2+e.

[Attack Game: INDwithLINK]

1. Global : L* and LT (initially empty).
2. (ig,i1, m, L,w) «— A®(1%).
3. x < {0,1}, (0,2) <« Si’,’f (m, L, null).

4. X — AR (w,0).
It is required that {ig,i1} C LN L* in step 2, and x € {0,1} in step 4.

Note that there is no restriction on the access to the resource oracle. For instance,
the adversary can obtain link-key z of the target signature o through a link-key
query. This implies that link-keys have to be independent of the identity of the
signer.

5.2 Instantiation

We present a generic construction of linkable ring signature schemes from any
ordinary ring signature scheme and an ordinary signature scheme. The idea is
simple; To create a signature, first generate an ordinary ring signature and sign
it by ordinary signature with a newly generated random public-key. Then, to
create a linked signature, do the same but use the same random public-key.
One can see the link by observing the same random public-key included in the
signatures. Anonymity and unforgeability are preserved by the underlying ring
signature and the independence of the random public-key. Link-unforgeability
is achieved if the underlying ordinary signature scheme is existentially unforge-
able against adaptive chosen message attacks. We show detailed description as
follows.

Let ¥ = (G,S,V) and Y1" = (G1m, 81" VIm) be an ordinary signature
scheme and a ring signature scheme, respectively. We construct a linkable ring
signature scheme X'k = (g'nk Slnk pink clnky a5 follows.
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Function: G"k(1*) Function: S%(m, L, 2)
(sk, vk) — G1™(1%) o — ‘S'Sllé,n(m7 L)
Output (sk, vk). If z is empty, (sk, vk) «— G(1*).

Otherwise, parse z — (sk, vk).
o' — Sa(o’||m||L)

Set o = (¢/, 0", vk), 2/ = (sk, vk).
Output (o, 2’).

Function: VI"*(m, o) Function: C""%(X, 2)
Parse 0 — (o, 0", vk). Parse Xy — (0}, 0y, vko).
v — V™ (m, o) Parse X, — (o}, 07, vky).
v — Vyp(m, o’ Set u =1 if vky = vk;.
Set v =1v" x0v". Otherwise, u = 0.
Output v. Output u.

The security parameter given to the key generation function G in S™ will be
decided from the longest public-key in L (assuming that the size of public-key
allows one to compute ).

The following theorem holds. The proof is rather straightforward and hence
omitted for this version of the paper.

Theorem 11. If X is unforgeable and X 1™ is unforgeable and anonymous, then
the above signature scheme X' is unforgeable and anonymous in the same sense,
and it is link-unforgeable, too.

The use of random public-key is also found in [20], though their scheme requires
simulation-sound non-interactive zero-knowledge proofs without common refer-
ence string, which is not possible in the standard model. Furthermore, their
scheme does not allow the signer to issue two or more unlinkable signatures for
the same group because the scheme generates one random public-key for each
group to be involved. So the signatures are always linkable for the same group.

Finally we remark that this generic construction requires the signer to securely
store the random private link-key, which has high entropy. As mentioned above,
it is impossible to achieve linkable anonymity with stateless schemes. It is an
open question if one can achieve linkable anonymity with memorable low-entropy
status.
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A  Proof of Theorem [§

We construct adversary AF , for IND¥ by using adversary A%, = for WHO¥ as

single
follows. First of all, A, forwards all queries from A¥, to R to the correspond-
ing R in IND* and returns the answers to Afvho. Ai}f]d simulates the challenge
oracle in VVHOi?ingle in the following way; Given argument (k, m, L) from A¥,
AF | chooses {i}o and {i}; of size k randomly and independently from L*. (Note
that it might be the case that they are coincidently identical. Such a case will
anyway be handled in our success probability assessment.) It then sends query
({i}o,{i}1, L, m) to the challenge oracle of IND*. Then return the obtained sig-
nature to A*, . Eventually, A\’fvho outputs 7 € L*. Then, A¥, sets ¥ as follows;

who* who

— For b= 0,1, if 7 is in {i}p \ {i}1-6, set ¥ = b. (Namely, if i is an exclusive
member in one of the specified signer groups, identify the group as the real
signer group.)

— If 1 € {i}o N {i}1, then randomly select ¥ « {0,1}. (That is, if 7 is common
in the specified signer groups, just make a random guess.)

— If i ¢ {i}oU{i}1, then randomly select ¥ « {0, 1}. (That is, if A%, obviously
fails, just make a random guess.)

Note that the attack environment for .A\’fvho is simulated perfectly since the

candidate signer group {i}o and {i}, are randomly and independently chosen.
Next we consider when Ai’zd wins. From the way how Ai’zd sets X, there are
three cases; 1) Afvho wins and 7 is an exclusive member, or 2) Afvho wins but
i is a common member, but the random guess succeeds anyways, or 3) A\]/tho
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fails and it is clearly known since i does not belong to either {i}o or {i}i,
and the random guess succeeds eventually. A crucial observation is that unused
{i}1—y is independent from the view of AF, . Therefore, we can give the following

probabilities;

Pr[ i is an exclusive member. | Aly, wins.] = Pr[i ¢ {i}1-y] = (lL |l<:_ 1) /<

Pr[i is a common member. | ALy, wins.] = Pr[i € {i}1-,] = (lLk |__11)/<

Pr[ i is not in {i}1-. | Abno fails.] = ('L lk_ 1>/<|l]/€ l)

From these observation, the success probability of A ng 18 the following.

Pr[AF, wins.] = Pr[AF,  wins. A 7 is an exclusive member.]

; Pr[.AWho wins. A i is a common member.]
1 -

+, Pr[AF, fails. A i ¢ {i}oU {i}]

Eo o (D=1 (1L

k

)+ o) (L/:|__11)/(|Lk*l)

2
ry = e () ()

1 6\Ijvho
T2 + 2

= (

e

Hence we have a bound €k, = "
construction.

who

/2. Tt is obvious that tf, ~ t* from the

O
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Abstract. Ring signatures allow a user to sign anonymously on behalf
of a group of spontaneously conscripted members. Two ring signatures
are linked if they are issued by the same signer. We introduce the notion
of Escrowed Linkability of ring signatures, such that only a Linking Au-
thority can link two ring signatures; otherwise two ring signatures remain
unlinkable to anyone. We give an efficient instantiation, and discuss the
applications of escrowed linkability, like spontaneous traceable signature
and anonymous verifiably encrypted signature. Moreover, we propose the
first short identity-based linkable ring signatures from bilinear pairings.
All proposals are provably secure under the random oracle model.

Keywords: ring signature, identity-based, linkability, pairings.

1 Introduction

Ring signature schemes allow a user to sign anonymously on behalf of a group
of spontaneously conscripted members. They offer simple group formation pro-
cedures that can be executed by any user individually. In contrast to group
signatures [I1], where each of the group members is required to join the group
before giving a signature; the group formation of ring signature can happen in
an ad-hoc manner and does not need the help of a group manager. Traditional
ring signatures offer unconditional anonymity. It is impossible to identify the
signer beyond the very fact that the signer belongs to the group in question.

Consider the situation where one of the parliamentarians wants to leak a secret
to the public. He wants to remain anonymous. On the other hand, he wants the
public to be convinced that the secret is actually leaked from the parliament,
to make sure the secret is reliable. A ring signature scheme is a cryptographic
primitive specially designed for this purpose.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 1751392} 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The idea of ring signature scheme seems to be a “malicious” one that protects
whistleblower’s privacy while leaking secrets. However, its evolution may be be-
yond the imagination of those proposed it. Apart from whistle blowing [22], ring
signature schemes can be used for ad-hoc groups anonymous authentication [10]
or identification [I8], non-interactive deniable ring authentication [24], and many
other applications that do not want complicated group formation stage but re-
quire anonymity. Ring signature schemes can be used to derive other signature
schemes with privacy concerns as well, such as concurrent signature [I2/17] and
multi-designated verifiers signature [I3]. Short ring signatures were proposed
by Dodis et al. [18]. The term “short” means that the sub-linear dependency
between the signature size and the number of diversion group members.

Ring signatures may also be used in fighting phishing attacks [I]. Digital
identity thefts are prevalent nowadays, it often take place via email due to the
widespread use of email. The attacker masquerades as a trustworthy person of an
established organization, and sends a deceptive email to the victims. The email
often looks like an official electronic notification, which tricks the victims to re-
veal their sensitive information, such as passwords and credit card details. This
social engineering technique is known as email phishing, carding or spoofing at-
tacks. Digitally signed emails could mitigate these attacks. However, traditional
email system is repudiable and does not assume a widespread adoption of a
public key infrastructure (PKI). Identity-based (ID-based) ring signature is best
suited for the above application. Moreover, in the scenario where all signers have
a published identity, such as a MAC address or an IP address (which is a typical
scenario in a mobile ad-hoc system), ID-based ring signatures are more applica-
ble. All users can enjoy the benefits brought by the cryptographic applications
made possible by ring signatures, without having a PKI setup.

Linkable ring signature schemes allow anyone to identify the linkage between
two ring signatures if they are issued by the same signer. This special property
prohibits all group members from signing more than once, otherwise, his/her
identity will be linked. Short ring signature scheme with linkability is studied
in [2] and [25], which can be applied in e-voting, e-cash and attestation. We
briefly describe the case for e-voting here. Three obvious security requirements
of an e-voting system are anonymity, verifiability and double voting detection. If
the voters use ring signatures to cast votes, their anonymity is preserved by the
anonymity property of ring signatures. The vote can be verified by the verifica-
tion of ring signatures. Linkability comes into play in double voting detection as
it makes two votes cast by the same voter linked. Note that using signature as
a vote supports write-in votes in a more straightforward way.

Our Contributions

We present a number of contributions to the ring signature paradigm. Firstly,
to avoid the public linkability that restricts everyone from issuing more than
one ring signature without being linked, we introduce the notion of Escrowed
Linkability — a ring signature will remain anonymous until a Linking Authority
performs its action to “link” the signatures, and the signatures will become



Escrowed Linkability of Ring Signatures and Its Applications 177

linkable. A signer can use the ring to sign more than once normally, but it
ensures that there is no abuse in the ring signature used. In the case where such
minimum level of revocability is needed, the escrowed linkability is very useful.
Spontaneity is a key property of ring signatures; with identity-based cryp-
tography, the signer can involve members by just knowing their identities. We
instantiate Fscrowed Linkability of ring signature in identity-based setting; the
signer can involve members who do not have public keys in traditional PKI.
Our scheme supports identity escrow, and other options like threshold ex-
tension naturally. We also suggest applications of escrowed linkability, including
spontaneous traceable signature and anonymous verifiably encrypted signature.
Finally, we propose the first short identity-based linkable ring signatures from
bilinear pairings. The signature size is independent of the size of diversion group.

2 Related Works

Ring signature schemes were first formalized by Rivest et al. in [22]. Bresson et
al. [I0] extended [22] in threshold setting — any group of ¢ entities spontaneously
conscript arbitrarily n — ¢ entities to generate a publicly verifiable t-out-of-n
signature. Liu et al. [20] proposed the notion of a linkable ring signature. They
also provided a trivial threshold version by concatenating a threshold number of
linkable ring signatures. Tsang et al. [26] provided a better solution to linkable
threshold ring signature. The linkability is based on each signing member, so
two ring signatures are linked if they are signed with the help of the same
signer. Dodis et al. [I8] firstly proposed the short ring signature. Tsang and
Wei [25] incorporated linkability into Dodis et al.’s work, while Wu et al. [29]
provided an improvement and an extension of the notion to blind ring signature.
A comprehensive survey of ring signatures can be found in [23].

There are many pairing-based ring signature schemes like [8II5]. Utilizing
pairings, ID-based ring signature and threshold ring signature were introduced in
[30] and in [I4] respectively. Chow et al.’s survey [16] summarized the study of ID-
based ring signature. Recently, Bender et al. [5] proposed a ring signature scheme
without random oracles based on general assumptions, and efficient constructions
for two users. Chow et al. [15] proposed an efficient construction for n users.

2.1 Different Levels of Anonymity

We make a comparison on the levels of anonymity provided by different notions.
Ring signature provides the strongest sense of anonymity. Linkable ring signa-
ture scheme [20] allows anyone to link signatures from the same signer. Such a
linkage cannot revoke the signer’s anonymity. Tracing-by-linking group signature
schemes [27] revoke the anonymity when a signer double signs. In group signa-
ture schemes, there exists an open authority that can revoke the anonymity at
anytime, even the signer has only given one group signature. Our “Escrow Link-
ability” introduces a minimum level to revoke the anonymity in case of dispute,
by employing the idea of a linking authority. This idea can be seen as originated
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from the open authority in the group signature paradigm. Another key difference
between group signatures and “Escrow Linkability” is that a group signature is
related to a group of users registered with the same group manager; while in the
latter case, the formation of a group is as dynamic as ring signatures.

2.2 Ring Signatures Using ID-Based Keys or Certified Keys

Ring signatures differ from group signatures in that no group manager is required
to handle the joining and leaving of group members. For ring signature schemes
under a traditional public key infrastructure (PKI), it is assumed that all the
diversion members have registered for a certificate. In an ID-based cryptosystem,
the public key is derived from any string that can act as an identifier of the user.
Each user is already implicitly associated with a public key, hence ID-based
ring signature effectively removes the above assumption [16]. All diversion group
members can be totally unaware of being conscripted into the group.

Notice the subtle difference of “ID-based key” between a normal ring signature
scheme and one with escrowed linkability and/or escrowed identity. Apart from
the master private key held by the trusted authority, the only kind of private
key in a normal ring signature scheme is the user’s signing key. For schemes
supporting escrow, the revocation can only be done by the knowledge of some
private keys. We describe a scheme as “truly-ID-based” if these private keys are
also ID-based, i.e. a trusted authority generates the corresponding private key
when given an identity as the public key. A similar idea is previously considered
in [28], which studied group signature schemes with ID-based group manager,
ID-based group members and ID-based open authority.

3 Preliminaries

3.1 Bilinear Pairing

Let G1 and G2 be two (multiplicative) cyclic groups of prime order p. Let g1 be
a generator of G; and go be a generator of Go. We also let 1) be an efficiently
computable isomorphism from Go to G, with ¥ (g2) = g1, and é be a bilinear
map such that é : G; x Gy — Gp with the following properties:

1. Bilinearity: For all u € G1, v € G and a,b € Z, é(u®,v®) = é(u,v)®.
2. Non-degeneracy: é(g1,g2) # 1.
3. Computability: Tt is efficient to compute é(u,v) for all u € G1,v € Go.

3.2 Diffie-Hellman Problems

A few problems are assumed to be intractable for the security our constructions.
The following ¢-SDH problem is proven secure in the generic group model in
[6]. We introduce a new decisional problem which is the variant of the ¢-SDH
problem in (G1, Go, Gr), and review the decisional BDH problem.
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Definition 1 (¢-SDH). The g-Strong Diffie-Hellman Problem in (G1, Gg) is
defined as follows: Given a (q + 2)-tuple (gl,gg7g§7g§2, 95" € Gy x Gg“,
output a pair (A, c) such that A®+9) = g, € Gy where c € Zy,. We say that the
(¢, 7,€)-SDH assumption holds in (G1,G2) if no T-time algorithm has advantage
at least € in solving the q-SDH problem.

Definition 2 (¢-DSDH). The g-Decisional Strong Diffie-Hellman Problem in
(G1,Ge,Gr) is defined as follows: Given a (q + 4)-tuple follows the form of
(91,9295, 9% -+, 68", R,7y) €G1 XG4T XGrxZy, decide if R=é(gy, go)/ H).
We say that the (q,7,¢)-DSDH assumption holds in (G1,Ga,Gr) if no T-time
algorithm has advantage at least € in solving the q-DSDH problem.

Definition 3 (DBDH). The Decisional Bilinear Diffie-Hellman Problem in
(G1, G, Gr) is defined as follow: Given a sextuple (gl,gg,gg,gg,gg,R) € Gy x
G35 x Gr, decide if R = é(g1,g2)*?7. We say that the (1,¢)-DBDH assumption
holds in (G1,Ga,Gr) if no T-time algorithm has advantage at least € in solving
the DBDH problem.

4 Security Definition

4.1 Ring Signature

Definition 4 (Ring Signature Scheme). A ring signature scheme is a quadru-
ple (Init, UKg, Sign, Vfy) where:

— param « Init(1%) is a probabilistic polynomial time (PPT) algorithm that
takes as input a security parameter and produces public parameters param.

— (pk, sk) «— UKg(param) is a PPT algorithm that takes as input param and
produces the user public key pk and private key sk.

— o « Sign(param, X, sk, M) is a PPT algorithm that accepts as inputs param,
a set of public keys X including the one that corresponds to the private key
sk and a message M € {0,1}* and produces a signature o.

— 1/0 « Vfy(param, X, M, o) is a PPT algorithm that accepts as inputs param,
a set of public keys X, a message M € {0,1}* and a signature o and returns
1 or 0 for accept or reject, respectively.

We say that a ring signature scheme is secure if it satisfies Correctness,
Anonymity and Unforgeability. Our security definition is similar to the
strongest security level of [5].

Definition 5 ((Verification) Correctness). Vfy(param, X, M, o) = 1 with
probability 1 for arbitrary param, X, sk, M such that o < Sign(param, X, sk, M).

We have the following oracles for an adversary to query:

— Random Oracle RO: simulate the random oracle normally.
— Corruption Oracle CO: (param,pk) — sk. Upon input pk € X, the set of
public keys given by simulator, output the private key sk.



180 S.S.M. Chow, W. Susilo, and T.H. Yuen

— Signing Oracle SO: (param, )A(A, pk, M) — o. Upon input any public keys set
X, a designated signer pk € X and a message M, output a valid signature
o « Sign(param, X, sk, M), where sk is the private key of pk.

Definition 6 (Anonymity). Ezperiment Anon is defined as:

1. A simulator S invokes Init and UKg, gives param and a set of public keys X
to an adversary A.

. A queries RO,CO,SO in arbitrary interleaf.

. A selects a set of public keys X', two users pko,pk1 € X'NX, and a message
M and gives them to S. Then S randomly chooses b € {0,1} and returns the
challenge signature o «— SO(param, X', sky, M).

- A queries RO,CO,SO in an arbitrary sequence.

. A delivers an estimate b € {0,1} of b.

Co Do

G B

A wins the Experiment Anon zf@ = b. A’s advantage is its probability of
winning Fxperiment Anon minus half. A ring signature scheme is anonymous if
no PPT adversary has a non-negligible advantage in FExperiment Anon.

Definition 7 (Unforgeability). Ezperiment Unf is defined as:

1. A simulator S invokes Init and UKg, gives param and a set of public keys X
to an adversary A.

2. A queries RO,CO,SO in an arbitrary sequence.

3. A delivers (o, M, X') with X' C X.

A wins the Experiment Unf if Vfy(param, X', M, o) = 1, the public keys in X'
have never been queried to CO and o is not the output from SO(param, X', pk,M)
for all pk € X'. A ring signature scheme is unforgeable if no PPT adversary has
a non-negligible probability of winning in Experiment Unf.

4.2 Linkable Ring Signature

Definition 8 (Linkable Ring Signature Scheme). A linkable ring signature
scheme is a quintuple (Init, UKg, Sign, Vfy, Link) where

— Init, UKg, Sign, Vfy are the same as in the ring signature scheme, except that
an event identity e is included as part of the message.

— 1/0/L « Link(param,cq,01,€) is a PPT algorithm which takes as inputs
param, two signatures oo, o1 for the same event identity e, returns 1, 0 or L
for linked, unlinked or invalid, respectively.

The definition for correctness includes the linking correctness: suppose o; «—
Sign(param, X;, sk, M;, e) where i = 0,1 for arbitrary param, Xy, X1, sk, M,
M; e, then Link(param,og,01,¢) = 1 with probability 1.

The definition for the Experiment Anon is the same as above, except that A
cannot query idg, id; to the CO, and to the SO as the designated signer with the
event identity e* in the challenge ciphertext.

The definition for the Experiment Unf is the same as above.
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Definition 9 (Linkability). Ezperiment Link is defined as:

1. A simulator S invokes Init and UKg, gives param and a set of public keys X
to an adversary A.

2. A queries RO,CO, SO in an arbitrary sequence.

3. A delivers ((7'07 Mo, ‘X()7 6), ((7'17 Ml, ‘le7 6), with Xo, X1 Q X.

A wins the Ezperiment Link if Vfy(param, X, My,0,) = 1 for b = 0,1,
Link(param, 0g,01) = 0, not both message-signature pairs from A are the SO’s
output, and

— if one message-signature pair from A is the SO output for a signerid in Xy,
then no identity in X1_p should have been queried to CO.
— otherwise at most one public key in Xo U X1 has been queried to CO.

A ring signature scheme is linkable if no PPT adversary has a non-negligible
probability of winning in Fxperiment Link.

We say that a linkable ring signature scheme is secure if it satisfies Correctness,
Anonymity, Unforgeability and Linkability.

4.3 Ring Signature with Escrowed Linkability

Definition 10 (Ring Signature Scheme with Escrowed Linkability). A
ring signature scheme with escrowed linkability is a sextuple (Init, UKg, LAKg,
Sign, Vfy, Link) where

— Init, UKg are the same as ring signature scheme.

— (pk', sk’) «— LAKg(param) is a PPT algorithm which takes as input param,
produces the Linking Authority (LA) public key pk’ and private key sk’.

— Sign, Vfy are similar to that in the linkable ring signature scheme, with extra
mput LA public key pk’.

— Link are similar to that in the linkable ring signature scheme, with extra input
LA private key sk’.

The definition for anonymity is the same as that of the ring signature scheme.
The definitions for correctness, unforgeability and linkability are basically the
same as those for the linkable ring signature scheme, with some extra oracles. A
can query an extra “Linking Oracle” £O which takes as inputs two signatures,
outputs whether or not the two signatures are linked. We also allow the adversary
to query a “LA Corruption Oracle” LCO, such that the oracle returns the private
key of LA with particular identity. Then A can also query £O in Experiment
Anon, except that the challenge LA identity has never been queried to LCO.

We say that a ring signature scheme with escrowed linkability is secure if it
satisfies Correctness, Anonymity, Unforgeability and Linkability.

In some applications, the linking authority may be required to convince an-
other one about the linkability of two signatures. In this case, we need an extra
algorithm Judge that takes (param, o, o1, sk’) as input. Judge will produce a
signature from the proof of knowledge of sk’ in the linkability tag of oy and o7.
For simplicity of the paper, we omit the protocol here.
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4.4 Identity-Based Version

To add identity-based key for users and authority for the above three schemes,
we incorporate the following addition and modification.

— Addition: TAKg: (z,y) «— TAKg(param) is a PPT algorithm which takes as
input param, outputs the TA public key y and private key .

— Modification: sk «— UKg(param,z,id) is a PPT algorithm which takes as
input param, TA private key x and user identity id, outputs the user private
key sk. (LAKg is also modified as above for escrowed linkability).

The definitions for the Experiments Anon, Unf, Link are the same as those in
the original scheme, except in the first step S invokes Init and TAKg, and gives
param,y to A. Notice that the corruption oracle CO returns all user’s private
keys derived from the TA’s private key x, but not x itself.

5 Identity-Based Linkable Ring Signature

In this section, we construct a secure ID-based linkable ring signature scheme.
We use the pairing accumulator in [2I] to accumulate the public keys into the
ring and produce the witness proving that the signer’s public key is included in
the accumulator. We use the concept of “event identity” [26] to link signatures
in the same event. For example, in a voting scenario we can use “Vote #2:
01/01/2005” as the event identity; so that voting in a different day or other
events held in the same day by a same signer cannot be linked.

Let (G1, G3) be bilinear groups where |G1| = |G2| = p for some prime p. For
simplicity, we suppose id € Z,, below, which refers to the identity. In the security
proof, we define id = H(identity) where H : {0,1}* — Z, is a cryptographic
hash function. The signing algorithm will be described using the notation of “a
signature based on a proof of knowledge” (SPK) with concrete instantiation.

Init. Select a pairing é : Gy x Go — Gp. Let g1 be a generator of Gy, go
be a generator of Go and 9 (g2) = g1. Randomly pick s,u € Z; and compute

g5, gSZ, ce ggq, where ¢ is the maximum number of members in a ring signature.
The auxiliary information s can be safely deleted. Randomly pick g3, g4 € G1. Set
hash function H : G$ x Ga x G x G3 x G2 x {0,1}* — Z, and Hy : ({0,1}*)? —
Gs. The public parameters param are (é,%, g1, 92,95, .. -, ggq, 93,94, u, H, Hp).
For efficiency reasons, é(gi1,g2) and é(g1,¢95) can be included in the public
parameters.

TAKg. The TA picks » €g Z,;, as the master key, the public key is y = g3.
UKg. On input an identity id, the TA computes the private key Sig = gi/(id”).
The user can verify the private key by checking if é(Si4, gi'y) = é(g1, g2)-

Sign. The user with identity id; and private key Sig, who wants to sign a
ring signature for message M with users ids,...,id, firstly computes W =



Escrowed Linkability of Ring Signatures and Its Applications 183

Q?Odﬁs)m(id"ﬂ) and V = gf(idﬁs)(idﬁs)m(id"ﬁ). (W and V can be computed

efficiently like the pairing accumulator in [21]). Let h = Hg(param, e) where e is
the event identity, he/she then computes the signature:

SPK{ (idy, S, W) : é(V,ga) = (W, g %)

Detailed scheme of the SPK:

1. Randomly generate t1,12,%3 € Z,, and compute:
Ty = S, 9", To=Wg, Ts=g59297,  §=é(Sua,,h)
2. Randomly generate r1,72,...,77 € Z; and compute:

Ry =g3%9,'91°,  Re=g5°9°97 Ty ™", Rs=é(g1,h)" ",
Rs = e(T1,92)" e(g91,92) "e(g1,y)" ",
Ry = é(T2,92)" (g1, 92) " "€é(g1,95) "™
Compute ¢ = H(Ty,T5,T5,h, 4, R1, ..., Rs, M)
4. Compute s; = ry + cidy, So = ro + ct1,83 = r3 + ctyidy, 84 = 14 + cla, S5 =
r5 + ctaidy, s¢ = 16 + cts, s7 = r7 + ctzid;.
5. Output the signature o = (T, T3, T3, €, 9, ¢, 81, - .., 87) and the group public
key V (or the set of identities idy,ido, ..., idy).

©w

Vfy. Given a signature o = (T1, T3, T3, €, 9, ¢, 81, - . ., §7), the group public key V'

(or the identity set {idy,...,id,}) and a message M, the verification is
done by:
1. Compute:

h= Ho(param,e), Ri =g3’g;'91°T5 .  Ro=g3°95°91 T5 ™

Ry = e(T1, g2)" e(g1, 92) "*e(g1,y) " (e(T1, ) /e(g1,92))°
Ry = é(Tz, g2)% €(g1,92) *e(g1,95)** ((T2,93)/é(V, g2))°
Rs = é(g1,h)>*(é(T1,h)/9)*

2. Accept the message iff c = H(T1,T5,T3,h, 9, Ry, ..., Rs, M).

Link. On input 01,09, output L if one or both of the signatures do not pass
Vfy. Output 1 if their corresponding values of g, e are the same, 0 otherwise.

Theorem 1. Our proposed scheme is anonymous if the g-DSDH assumption
holds in (G1, Go, Gr) in the random oracle model.

Theorem 2. Our proposed scheme is unforgeable if the g-SDH assumption holds
in (G1,Ga) in the random oracle model.

Theorem 3. Our proposed scheme is linkable if the g-SDH assumption holds in
(G1,G2) in the random oracle model.

Correctness of our scheme is easy to show. Proofs are in the appendix.
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6 Escrowed Linkability, Identity Escrow, and Extensions

6.1 Escrowed Linkability

For “escrowed linkability”, only a linking authority has the power to link signa-
tures from the same signer. To illustrate this idea, we give similar instantiation
for ID-based ring signature. We remark that our technique can be integrated
with non-ID-based ring signature scheme from pairing [21], too.

Init, UKg. Same as above.

TAKg. The TA randomly picks x, 2’ €g Z,, as the master key, the correspond-
ing public key is (y = g5,y = g5 ).

LAKg. On input the Linking Authority (LA) with identity fa, the TA computes
the private key Sy, = Hi(fa)® € Gi. Notice that the linking authority is also
equipped with an ID-based key, making our scheme a truly-ID-based solution.

Sign. The user with identity id; with private key Sig, who wants to sign a
ring signature for message M with users ids,...,id, firstly computes W =
gu('dﬁs) (dnts) y "('dﬁs)('dﬁs) (dnts) and b = Ho(param, e) where e
is the event 1dent1ty Then he/she computes the signature by:

SPK{ (id1, Sia,, W,d) : (V, g2) = e(W,g5" ") A é(Sia,, 95" y) = é(g1, g2)
A = &(Sua,, h)e(Hy(la),y')* N U = g§}(M)

Detailed scheme of the SPK:

1. Randomly generate t1,12,13,d € Z;, and compute:

Ty = S, 9, To=Wgp, Ts= 9?9329?7
j = é(Sa,, h)e(H(ta),y')?, U= g5
2. Randomly generate r1,72,...,78 € Z; and compute:
Ry =g3°91"9,°, Ra= 93 *91°97 T3,
Rs =e(T1,92)"e(g1,92) "e(g1,y)"™,  Rs = é(H1(la),y")*é(g1,h)™"

Ry = é(Ts, 92)" €(g1,92) "€(g1,95)" ™, Re = g5°
3. Compute ¢ = H(Ty,T>,T5,h,5,U, Ry, ..., Rg, M)
4. Compute s1 = ry + cidy, So = 19 + ct1,83 = r3 + ctiidy, 84 = r4 + cta, 85 =
r5 + ctoidy, sg = 16 + ct3, S7 = 77 + ctzidy, sg = rg + cd.
5. Output the signature o = (T1, 1%, T3, ¢, 9, ¢, $1, - - -, Ss, U) and the group pub-
lic key V or the set of identity {idy,ids,...,id,}.

Vfy. Given a signature o = (11,75, T3, €, 9, ¢, s1,. .., S8, U) and the group public
key V and a message M, the verification can be done by:
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1. Compute h = Hy(param, e) and:

Ry =g3°91'91°T5 ¢, Re=g5°g7°91 15 ™,

R3 = e(T1, 92)* (91792) “e(g1,y) (e (T1, y)/e(g1,92))°
Ry = é(12,92)" é(g1,92) (g1, 95) ** (é(12, g3)/é(V, g2)) .,
Rs = é(Hi(la),y')**é(g1, h)~*2(e(T1,h)/9)¢, Re=g°U"°

2. Accept the message if ¢ = H(T1,T5,T5,h,4§,U, Ry,...,Rg, M).

Link. On input signatures o} for b = 0, 1, output L if they do not pass Vfy. Else
compute yp = §/é(Spa,Up). Output 1 if yo = y1 with the same e, 0 otherwise.
Note that the correctness of é(Sy,, Up) can be easily proven the linking authority
can thus convince any other parties about the linkage between the signatures.

Theorem 4. Our proposed extension is anonymous if the DBDH assumption
holds in (G1, Ga) in the random oracle model.

Theorem 5. Our proposed extension is unforgeable if the q-SDH assumption
holds in (G1, G2) in the random oracle model.

Theorem 6. Our proposed extension is linkable if the q-SDH assumption holds
in (G1,Ga) in the random oracle model.

Correctness of our scheme is easy to show. Proofs are in the appendix.

6.2 Ring Signatures with Identity Escrow

Identity escrow means a certain party can revoke the anonymity of the signer of
a ring signature. Since our SPK includes the proof of signer’s identity, it can be
done easily by attaching a verifiably encrypted ciphertext, similar to the way we
escrow the linkability. Our scheme is “truly-ID-based”, which offers flexibility
in the sense that any user of the system (i.e. with an ID-based key) can be
designated as the revocation manager for identity escrow; in contrast with other
solutions like [3], where a single revocation manager is assumed.

On the other hand, our scheme can naturally support a single system-wide
revocation manager. The linkability tag in our construction is always a determin-
istic function of the private key of the signer (such that it can be used to link).
There is a trusted authority to generate user private keys in ID-based paradigm.
Identity escrow can simply be achieved by asking the trusted authority to com-
pare the linkability tags of the given signature with all possible linkability tags,
generated according to the list of purported diversion group members.

6.3 Extensions

In our instantiation, the linking authority’s ID-based keys come from the Boneh-
Franklin paradigm [7]. It is easy to integrate extensions of identity-based encryp-
tion [7] to our scheme, such as the threshold decryption [4].



186 S.S.M. Chow, W. Susilo, and T.H. Yuen

7 Applications of Escrowed Linkability

7.1 Spontaneous Traceable Signatures

The notion of traceable signatures was introduced in [19], as an added feature
to the group signature schemes. This notion allows tracing of all signatures,
produced by group signatures, by a single misbehaving party without opening
the signatures and revealing identities of any other user in the system. In contrast
to group signatures, which requires the opening of signatures of all users.

The concept of escrowed linkability in our scheme allows us to obtain spon-
taneous traceable signatures. The main difference between this concept and the
traceable signatures due to Kiayias et al. is that the traceable signatures require
all users to join the group prior to producing the traceable signatures. In con-
trast to traceable signatures, in our spontaneous traceable signatures, the users
can be conscripted in an ad-hoc manner, and the resulting signatures satisfy
the requirements of traceable signatures, namely the signatures can be traced
whenever required, by a designated party namely the Linking Authority.

7.2 Anonymous Verifiably Encrypted Signatures

Verifiably encrypted signature (VES) [§] enables a signer to give a signature on
a message M, where the signature is encrypted using a third party’s public key.
The recipient cannot do the decryption, but can make sure that a third party
can decrypt the VES and recover the original signature on M. This class of
signature schemes provides a solution for fair exchange of signature as follows.
Alice creates a VES encrypting the signature on messages M4 and sends it
to Bob. After verification, Bob returns a VES of Mp that Alice wants. Alice
performs the verification as Bob does. If the verification passes, Alice sends Bob
the original signature, and expects Bob will return the unencrypted version of
the signature she wants. In case any signer does not reveal the original signature
finally, the recipient can seek help from the third party to do the decryption.

Notice that even only a single designated party can decrypt the VES and get
back the signature, anyone can use the VES’s verification algorithm to check
whether the VES encrypts a signature by a certain signer on a certain message.

Our schemes can be applied to give a variant of anonymous verifiably en-
crypted signature, for fair exchange of signature in an anonymous way (or “how
to exchange a secret”, under the original motivation in [22]).

In this variant, the signature is not encrypted, but the linkability tag. From
the property of ring signature, no one can be convinced whether the sender or
the recipient is the real signer of a particular message given two ring signatures.
So even the signature is not encrypted, it is not convincing as the case of VES.

The exchange protocol is as follows. Alice gives a ring signature on message
M 4, with both Alice and Bob in the diversion group, using e as the event identity.
Bob, after verification, returns a ring signature on message Mp using the same
event identity e. In case of dispute, the designated party can reveal the linkability
and the real signer of any signature, such that both signatures are binding to
the real signer, providing non-repudiation property as normal signatures.
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Conclusion

We close the open problem in [16] asking for a linkable identity-based ring sig-
nature scheme from bilinear pairings. Our proposed scheme produces signature
of small size, which is independent of the diversion group size. Furthermore, we
introduce the idea of escrowed linkability and linking authority that provides the
minimum level of anonymity-revocability in the literature. We also show how
to incorporate identity escrow into our scheme. All escrow can be decrypted by
identity-based key. Supported by a number of applications, we believe that our
new consideration of anonymity is an important contribution to the literature.
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A Security Proofs

Lemma 1. The detailed SPK protocol in Section 5 is an honest verifier zero
knowledge proof of knowledge, provided that the discrete logarithm assumption
holds in Gy in the random oracle model.

Proof. The completeness is straightforward. For soundness, suppose the protocol
accepts two signatures (¢, s1, ..., s7) and (¢, 81, . . ., s7) for the same commitment
(Th, To, T3, R1, ..., Rs). Let 6s; = (s; — s})/(c = ') for i = 1,...,7. We have:

bso 6s4 06s
T3=93"g,"91°

T?()Ssl — 958392‘95‘9?(@7
é(g1,92)/e(T1,g5) = é(T1, g2)*** é(g1, g2) " ***é(g1, 93)
é(V,92)/é(Ta, g5) = é(T2, g2)°* é(g1, g2) "5 é(g1, g5) %

§/é(Ty, h) = é(gy, h) =%

7652

From the first two equations, we have 6s3 = 651652, 6s5 = 051084, 657 = 651054
by the discrete logarithm assumption in Gj.

Let id = 651, Sy = Tigy %% and W = Thg; °**. Then &(V, g2) = é(W, g**),
é(Si, 9¥'y) = é(g1, g2) and § = é(Sig, h). Hence, the soundness is proved.

For zero-knowledge, the simulator randomly chooses ¢, s1,...,s7 € Zy, T1, 15,
T5, § € G1. Then he computes Ry, ..., R5 as in Vfy. He sets ¢ = H(T1,T5,T5, h,
g, R1,..., Rs, M). We can obviously see that it is zero-knowledge. a

A.1 Proof of Theorem [I]

Proof. By the above lemma, we can see that the SPK itself provides uncondi-
tional anonymity for (T1,7%,75, R1,. .., Rs). Only the linkability tag (h,§) may
affect the anonymity of the scheme. The proof is as follows.

Now suppose A can break the anonymity of the proposed scheme. We con-
struct an algorithm B that uses A to solve the ¢-DSDH problem. The sim-
ulator B is given the ¢-DSDH instance (g1,92,9%,...,9% , R,~). B randomly
picks idy,...,idg—1 € Z, and sets id, = . Let f(y) be the polynomial f(z) =
Hg;ll(z+idi). Expand f(z) and write f(z) = Z;I;Ol a;z" where ag, . .., aq—1 € Zy
are the coeflicients of the polynomial f(z). Then B computes:

q—1 ) q )
dh=TJs) =95 and y=JJ(e5)% = g5’ = (g5)°
i=0 =1

Let g1 = v(g5). We assume that f(z) # 0, otherwise x = —id; for some 7 which
means that B obtained the private key x for the ¢-DSDH problem. B randomly

aq

picks u, s, € Z, and g3, g4 € G1. B gives A param = (&,%, g1, g5, 95", ..., 95" , u,
93, ga, H, Hy), y, and the set of public keys X = {idy,...,idg_1,id.}.
For the RO query, simulate as random oracles.
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For the CO query for id;, B computes S = g’l/(m+'d ) = ¢(9§($)/($+idi)). If

the query is for |d*, B declares failure and exits. B can compute 95 J(@)/(@+id:) by

using go, g%, ..., g% . The private key S satisfies é(S, g5’ ds y) = é(g1, g5)-
Replies to SO query are simulated as the zero-knowledge proof in Lemma 1.
At some point A gives a set of public keys X', two users idp, id; € XNX’, and a
message M to B. If both idy, idy # id, B declares failure and exits. Suppose id, =
ids for b = 0/1. B randomly picks o € Z,, and patches h = g2® = Hoy(param,e).
He has to compute § = &(g /@) n) = é(g, gz)o‘f(m)/ e+idy)  As f(z) is not

SIS Birt B 1/(5E+ldb))

divisible by (z + idp), we can write § = e(gl,g for some

Bi € Zp, B—1 # 0. Therefore § = é(g1, 922’ o ia’ )-RP-1, and the signature can be
computed using idp as in the zero-knowledge proof in Lemma 1. B then returns
the signature to A and A returns a guess b. If b = b, B returns true for the
¢-DSDH problem. Otherwise, he returns false. For this simulation to succeed, it
suffices that A never asks CO query on id,, which holds with probability 1/g;
and for the challenge users, not both idy, id; # id., which holds with probability
at least 2/q. If A has probability € of breaking the anonymity, B has probability
at least 2¢/q? of breaking the ¢-DSDH assumption. O

A.2 Proof of Theorem

Proof. The security proof is similar as above. The oracle simulations are similar.
Finally A returns a signature o for message M and public keys set X’ C X.
B rewinds and extract (id, Siq) as in Lemma 1. If Sy is not the output from
CO(id), then B returns the new key pairs (id, Siq) as the solution of the ¢-SDH
problem. If Sy is the output from CO(id), it means id ¢ X', which breaks the
collision resistance property of the pairing accumulator, and hence the ¢-SDH
assumption by theorem 2 of [21]]. If we simulate each of the above two cases with
probability 1/2, and A has probability € of breaking the unforgeability, B has
probability e of breaking the ¢-SDH assumption. O

A.3 Proof of Theorem

Proof. The security proof is similar as above. The oracle simulations are sim-
ilar. A returns signatures og, o1, such that the value h is the same while they
are not linked. B rewinds two signatures to obtain Sy, S respectively. Therefore
é(So, h) # é(S1,h) and hence Sy # S1. For b = 0/1, at least one valid key pairs
(idp, Sp) has never been queried to CO for some id, € X;. Then B returns the
new key pairs (idy, Sp) as the solution of the ¢-SDH problem. If A has proba-
bility € of breaking the linkability, B has probability € of breaking the ¢-SDH
assumption. a

A.4 Proof of Theorem (4

Proof. Similar to Lemma 1, we can see that the SPK itself provides uncondi-
tional anonymity for (7%,7%,73, R1,...,Rg). Only the linkability tag (h,g,U)
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may affect the anonymity of the scheme. Suppose A can break the anonymity of
the proposed extension. We construct an algorithm B that uses A to solve the
DBDH problem for (g1, g2, 95, 95,93, R).

B randomly picks s,z € Z, and computes param and y as in Init and TAKg.

B sets y' = ¢§. B randomly picks idy,...,id,. € Z,, where ¢¢ is the number
of query to the CO. B gives A param,y,3’ and the set of public keys X =
{id1,...,idgo}. B randomly picks p € {1,...,¢qr}, where gg is the maximum

number of query to the random oracle H;.

For the RO query to H;, B randomly picks A € Z, and returns g3, except
the p-th query returns ¥(g5). Record the (id, A) on tape £1. Other hash queries
are simulated as random oracles.

For the CO query, B computes the private key using x.

For the 7CO query for id, B computes H(id). If (id, \) is in L4, he returns
(g, I (id,b(gh)) is in L1, B declares failure and exits.

Replies to SO query are simulated as the zero-knowledge proof in Lemma 1.

For the LO query for LA id, if (idﬂ/)(g?)) is in Ly, B declares failure and
exits. Otherwise, B extracts the private key as in 7CO and runs as in Link.

At some point A selects a set of public keys X', two users idg,id; € X' N X,
a LA id; and a message M and gives them to B. If (idg,1(¢5)) ¢ £1, B declares
failure and exits. Otherwise, he randomly picks b € {0,1} and extracts the
private key of id, as in CO. Then B computes as in Sign with U = g; and
g = é(Sia,, h) - R. Then B returns the signature to A.

Finally, A returns a guess b. If b = b, B returns true, otherwise false. We
can easily see that if A has non-negligible probability ¢ of winning the game, 13
solves the DBDH problem if A never ask 7CQO for w(gg ) with probability 1/qg;
A never asks LO for w(gg ) with probability 1/qr, (qr is the maximum number
of query to LO); and the challenge LA is w(gg) with probability 1/gg. B can
decide if R = é(g1, g2)*" with probability at least €/q1q%. ]

A.5 Proof of Theorem

Proof. Now suppose A can forge in the proposed extension. We construct an
algorithm B that uses A to solve the ¢-SDH problem. The simulator B is given
the ¢-SDH instance (g1, g2, 9%,...,9%").

B randomly picks idy,...,idg—1 € Z,. Let f(y) be the polynomial f(z) =
[T, (2+id;). Expand f(z) and write f(z) = 3" oy 2* where aq, . .., ay1 € Z,

are the coeflicients of the polynomial f(z). Then B computes:

q—1 ) q ]
dy=TJs)* =95 and y=JJ(e5)% = g5’ = (gh)°
i=0 =1

Let g1 = v¥(g}). We assume that f(z) # 0, otherwise x = —id; for some 7 which
means that B obtained the private key x for the ¢-SDH problem. B randomly
7 s?

picks u, s,z’ € Z, and g3, g4 € G1. B gives A param = (é,, 4}, g5, 95", ..., 95",
u, g3, g4, H, Ho, H1), y,y' = g5 , and the set of public keys X = {idy,...,idg_1}.
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For the RO query, simulate as random oracles.

For the CO query for id;, B computes S = g} /(") = ¢(g£(w)/(w+idi)) by

using go, g%, ..., g3". The private key S satisfies &(S, g4 “'y) = é(g}, g5).

Replies to SO query are simulated as the zero-knowledge proof in Lemma 1.

The 7CO and LO queries can be answered using the private key z’.

Finally A returns (o, M, X). B rewinds and extracts (id, Sig) as in Lemma 1.
If Sig is not the output from CO(id), then B returns the new key pairs (id, Siq)
as the solution of the ¢-SDH problem. If Si4 is the output from CO(id), it means
id ¢ X, which breaks the collision resistance property of the pairing accumulator
and hence the ¢-SDH assumption by theorem 2 of [21]. If we simulate each of
the above two cases with probability 1/2, and A has probability e of breaking
the unforgeability, B has probability € of breaking the ¢-SDH assumption. O

A.6 Proof of Theorem

Proof. The security proof is similar as above. The oracle simulations are similar.
Finally A returns signatures og, 01, such that the value h is the same while they
are not linked. B rewinds two signatures to obtain Sy, Sy respectively. Therefore
é(So, h) # é(S1,h) and hence Sy # S7. For b = 0/1, at least one valid key pairs
(idp, Sp) has never been queried to CO for some id, € Xp. Then B returns the
new key pairs (idy, Sp) as the solution of the ¢-SDH problem. If A has proba-
bility € of breaking the linkability, B has probability € of breaking the ¢-SDH
assumption. a

B Au et al.’s Construction

Independent of our work, Au et al. [3] proposed an ID-based linkable threshold
ring signature scheme with extensions supporting revocable-iff-linked and iden-
tity escrow. The former idea originates from an e-cash system [9], which is also
similar to the tracing-by-linking concept in some group signature schemes [27].

Their scheme goes a step further than ours in the sense that a threshold num-
ber of signers (which is greater than one) is supported. However, the signature
size is not short: the signature size is proportional to the number of signers. The
choice of RSA-based construction instead of elliptic curve based contributes to
a larger constant factor. These shortcomings make their scheme unsuitable for
ring signature enabled applications involving a larger number of possible signers
like e-cash. It is true that pairing computation is still rather expensive. All our
schemes use a constant number of pairing operation in signing and verification.

Regarding identity escrow, their RSA-based design makes it difficult to veri-
fiably encrypt the signer’s identity using ID-based encryption; so the revocation
manager (the party revoking the identity of a ring signature) is not using an
ID-based key (i.e. not “fully ID-based”). Moreover, the discrete logarithm of an
element of the system parameters, that is not supposed to be known to any
body, is given. Consequently, a high level of trust is placed that the revocation
manager will not abuse this knowledge to do any other things except revocation.
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Abstract. Group signatures allow members to sign on behalf of a group.
Recently, several schemes have been proposed, in order to provide more
efficient and shorter group signatures. However, this should be per-
formed achieving a strong security level. To this aim, a formal security
model has been proposed by Bellare, Shi and Zang, including both dy-
namic groups and concurrent join. Unfortunately, very few schemes sat-
isfy all the requirements, and namely the shortest ones needed to weaken
the anonymity notion.

We present an extremely short dynamic group signature scheme, with
concurrent join, provably secure in this model. It achieves stronger secu-
rity notions than BBS, and namely the full anonymity, while still shorter.
The proofs hold under the ¢-SDH and the XDH assumptions, in the ran-
dom oracle model.

1 Introduction

Group signature schemes (thereafter denoted GSS) have been introduced by
Chaum and van Heyst [12], in order to provide revocable anonymity to the
signer, who is allowed to sign on behalf of a group. In such a scheme, an author-
ity is able, in exceptional cases, to “open” any group signature, and thus recover
the actual signer. Properties of group signature schemes make them very impor-
tant cryptographic tools, with lots of applications (voting, bidding, anonymous
attestation).

For many years, several GSS have been introduced, and namely the famous
ACJT [1], which was the first provably secure coalition-resistant scheme, un-
der the Strong RSA and DDH assumptions. More recently, Boneh, Boyen and
Shacham (BBS) [6], and Camenisch and Lysyanskaya [I1], proposed very effi-
cient group signature schemes using bilinear maps. The former provides very
short group signatures. Independently, Nguyen and Safavi-Naini (NS) [19] also
proposed another group signature scheme using bilinear maps. Note that all
these schemes were analyzed in the random oracle model [3].

Bellare, Micciancio and Warinschi (BMW) [2] gave formal definitions of the
security properties of group signatures, and proposed the first scheme provably
secure in the standard model (while totally unpractical). Independently, Kiayias
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and Yung [I6] (and later [I7]), also defined a security model. Bellare, Shi and
Zhang (BSZ) [] extended the BMW model to the case of dynamic groups. Un-
forgeability and anonymity are indeed crucial security notions, but they should
be guaranteed even if the adversary is allowed to play various attack games:
adaptively open signatures, join any user of his choice (dynamic group [4]), pos-
sibly concurrently (concurrent join [17]).

However, in several schemes, this model has been “weakened”, to obtain better
efficiency, or to fit with the actually achieved security notions, as done in BBS
with CPA-full-anonymity, a weaker version of anonymity where the adversary is
not allowed to open signatures when trying to break the anonymity notion. Very
recently, Boyen and Waters [§] proposed the first efficient GSS that is provably
secure without random oracles, but with an important loss of efficiency. Indeed,
the length of group signatures grows according to the number of users, and the
group public key too.

1.1 Motivations and Related Work

Recently, several schemes have been proposed, in order to reduce the computa-
tional cost and the size of group signatures. In particular, BBS [6] is the most
efficient one, and provides the shortest signatures so far. But they are still quite
large if one compares to short classical signatures [7], and very short group sig-
natures would be of great interest too.

Furthermore, the security level provided by BBS signatures does not fit in
the security models proposed by Bellare et al. [2l[4]. Namely, anonymity is no
longer formally guaranteed as soon as one signature is open. However, such an
opening process is expected to happen, hence the importance of anonymity as
defined in [2]: it must be guaranteed, even if the adversary can see/ask for sev-
eral openings. Moreover, non-frameability, as defined in BSZ is not guaranteed,
because the group manager is able to sign on behalf of any group member. How-
ever, the authors suggest a possible way to fix this security problem, what we
exploited, as explained below. In NS [19], the (full) anonymity is guaranteed,
but the computational cost and the size of the group signatures are larger, com-
pared to BBS. Furthermore, while NS claims to be in the BSZ security model,
an adaptive access to the join oracle is not properly dealt in the security proofs,
and namely for the traceability.

Adaptive, together with concurrent join is specifically considered by Kiayias
and Yung [I7]. It is indeed a very attractive property since it allows for several
users to register at the same time, which could not be avoided (without a dras-
tic efficiency reduction) in many applications (Internet-based for example) How-
ever, their scheme provides quite long signatures, with quite high computational
cost.

A weakness in the BSZ model is the lack of revocation procedure. They gave
some reasons for that, however, revocation of group members is usually a major
issue in practice, one has to deal with for an actual scheme.
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1.2 Contribution

In this paper, we deal with all the above problems together (therefore in the full
BSZ security model, and we even address revocation in the full version [13]).
We thus present a new GSS, which provides the strongest security level (under
by now classical computational assumptions) in the random oracle model, with
quite practical features: concurrent join, very efficient signing and verification
procedures, and eXtremely Short (XS) signatures. The short size is also due
to an original application of the Forking Lemma [21], which is of independent
interest.

Our signature scheme, named XSGS (eXtremely Short Group Signatures),
provides anonymity (which is a better security level than BBS [6], and most of
the other schemes, except NS [19] and KY [I7]), with still very short signatures:
1444 bits, that is almost 70% shorter than a NS-Signature. Furthermore, it is
more efficient than NS [I9], which provides the same security level (and even
better than BBS for verification.) Concurrent join and revocation are possible,
which make our schemes very attractive for dynamic groups.

2 Group Signature Schemes

According to the BSZ security model [4], group signature schemes involve distinct
authorities, with various rights, and should satisfy several security notions. Even
if in many GSS, there is a single authority, holding both Issuing and Opening
capacities, it is preferable to separate those two capabilities. One reason is the
fact that for security proofs, we can consider one of the authority corrupted, or
partially corrupted, and the other not corrupted (we detail this point later).

2.1 Entities

A group signature scheme involves several entities: the group manager GM,
which can add new members to the group, by issuing new certificates (we could
extend the model to include the revocation of certificates, but here we only
consider the group manager as a certificate issuer. In the full version [I3] we
briefly deal with the revocation process); the opening manager OM, which
can revoke the anonymity of any group signature; users U’s which are group
members; and outsiders, which do not belong to the group, but just have access
to the group public key.

2.2 PKI Environment

We assume that each user U;, before joining the group, obtains a personal secret
key uskl[i], associated to a personal certified public key upk[i] (in a PKI). The
group manager will also have a certified pair of keys (gmpk, gmsk). This PKI
environment is separated from the group environment, and thus the certification
authority will be assumed fully trusted (the only one). Indeed, this PKI will
provide the non-repudiation, but also the non-frameability property: even if the
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group authorities are corrupted, they cannot frame a group member. Such a PKI
can be formalized by a user-key generation algorithm which generates a personal
public and private key pair (upk]i], usk[é]) for a user U;.

2.3 Algorithms

In this section we recall the definitions regarding group signature algorithms,
according to [4]:

— GKg- the key generation algorithm GKg generates, according to a security
parameter, the group manager’s secret key ik, the opening manager’s secret
key ok, and the group public key gpk.

— Join— running the join or issue algorithm Join(U;, GM), the group manager
provides the member U; with his secret key gsk[é]. The group manager makes
an entry regli] in the registration table reg, with the entire transcript of the
process (unless explicitly stated).

— GSig- the group signing algorithm GSig(gsk[i], m) generates a signature o on
a message m, in the name of the group, using the user’s secret key gsk[i].

— GVf- the group signature verification algorithm GVf(gpk,m,o): takes as in-
put the group public key, a group signature o on message m. It decides
whether the signature has been generated by a member of the group (this is
a deterministic algorithm).

— Open— the opening algorithm Open(ok,m, o) revokes the anonymity of a
signature, granted the opening manager’s secret key. More precisely, with
read-access to the registration table reg, the opening manager is able to
recover the identity of the actual signer (this is a deterministic algorithm).
The algorithm outputs an identity I;, and a proof 7 of this claim (which will
be used by the Judge algorithm).

— Judge— the judge algorithm takes as input the group public key gpk, the
public key upk[i] of the user U;, a message m, a valid signature o of m, and a
proof 7. It is used to check that U; produced the signature o on the message
m. This algorithm does not require any private information, and thus, the
verification of the opening process is public.

2.4 Security Notions

The Oracles. In [4], the correctness and security definitions are formulated via
experiments, which involve oracle access to the adversary. We briefly describe
the oracles provided to adversaries in the security experiments.

— AddU(+) — add user oracle, which on input an identity U; of a new user runs
the Join algorithm. This user U; is added to the list HU of the Honest Users;

— CrptU(+, ) — corrupt user oracle, which on input an identity U; of a new user
and a string upk sets upk as the public key upkl[é] of U;. This user is added
to the list CU of the Corrupted Users;

— SndTol(, -) — send to issuer (group manager) oracle, which allows a corrupted
user to run the Join algorithm with the issuer;
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SndToU(+,-) — send to user oracle, which allows a corrupted group manager
to run the Join algorithm with an honest user (which is important for the
non-frameability);

— USK(-) — user secret key oracle, which converts an honest user (in HU) into
a corrupted user (in CU) by leaking the private keys upk[i] and gsk]i];

— RReg(:) — read registration table oracle, which gives a read access to the
registration table reg;

— WReg(-, ) — write registration table oracle, which gives a write access to the
registration table reg;

— GSig(,-) — signing oracle, which on input the identity ¢ of an honest user
and a message outputs the signature the user would produce;

— Chy(, -, -) — challenge oracle, which on input the identities U;, and U;, of two
honest users and a message m, outputs the signature the user U;, would pro-
duce on m. The message—signature pair generated by this oracle is appended
to the list Gset (initially set to empty);

— Open(:,-) — opening oracle, which on input a message-signature pair, not

generated by the challenge oracle, and thus not in Gset, runs the Open algo-

rithm to get the identity of the actual signer.

Security Notions. We review, in the full version [I3], the formal experi-
ments [4] which model the security notions of a dynamic group signature scheme

GgSSs:

Correctness. Signatures generated by a honest member should be accepted, and
the open algorithm should correctly identify the signer (and the judge should
accept the proof returned by the opening algorithm).

Anonymity. Given signatures produced by a user (among two of his choice —
left-or-right) the adversary should not be able to have a significant advantage in
guessing which users (the left or the right) provided the signatures. The adver-
sary has a full and adaptive access to the Open oracle, except on the signatures
produced by the left-or-right signing oracle.

Traceability. It must be impossible to produce a valid signature such that either
the honest opener is unable to identify the signer, or the opener believes it has
identified the origin but is unable to produce a correct proof of its claim.

Non-frameability. Even the authorities (group manager and opener) are not able
to wrongly accuse someone for having signed a message. For this security level,
we assume a colluding subset of users and both authorities to be corrupted.

3 Preliminaries

Since our schemes use classical assumptions and notations, let us introduce them,
and review the most famous pairing-based group signature scheme, proposed by
Boneh, Boyen, and Shacham [6].
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3.1 Computational Assumptions

All the protocols below will apply in three isomorphic cyclic groups of prime
order p: G1, Go and Gp. We furthermore assume that there exists an admissible
bilinear map e : G; X Go — Gp, which can be evaluated efficiently. We denote
by ¢ the isomorphism from G2 onto G1, that we assume to be one-way (easy to
compute, but hard to invert).

The Decisional Diffie-Hellman Problem (DDH)

Definition 1. Let us consider any group G of prime order p, the decisional
Diffie-Hellman problem is defined as follows: given a random generator G € G,
two random elements aG, bG in G, and a candidate X € G, one has to decide
whether X = abG or not.

We denote by Adv%dh(A) the advantage of any adversary A in distinguishing
the two distributions: (G,aG,bG, abG) and (G,aG,bG, cG). As usual, we also
denote by /—\dvf’Gdh(t) the maximal advantage that any adversary can get within

time t.

In our context, because of the efficient bilinear map e : G; x Gy — G, and
the isomorphism 1 : Gy — G1, the DDH problem is easy in Gs: given a tuple
(G, aG,bG, cG) € G, one simply checks whether e(¥(aG),bG) = e(¢(G), cG).

The eXternal Diffie-Hellman Assumption (XDH). Note that we further-
more assumed this isomorphism to be one-way. This gives the chance for the
following XDH assumption to be true. Such an assumption has been introduced
by Camenisch, Hohenberger and Lysyanskaya in the full version of [9], and sug-
gested in the full version of [6].

Definition 2. Given three groups Gi, Gy and Gr, as well as a bilinear map
e: G1 x Gy — G, while the DDH problem is easy in Go, the XDH assumption
states that the DDH problem is hard in G.

Note that the above assumption does not only imply the one-wayness of v, but
also that there is not efficiently computable isomorphism from G; onto Gs. For
supersingular curves, such an assumption is known to be false [I5], however, it
is conjectured to hold, using the Weil or Tate pairing on MNT curves (choosing
curves with embedded degree > 1 and G; to be the points defined over the
ground field. In this case, one can use the Trace map to go from Go to Gy). This
is reason why it has already been used in recent works [9], and the full version
of [0].

The Strong Diffie-Hellman Assumption (SDH). A new assumption, simi-
lar to the Strong-RSA one, has been recently introduced by Boneh and Boyen [5]:
the Strong Diffie-Hellman Assumption.

Definition 3. Let us be given two isomorphic groups G1 and G (together with
the isomorphism ¢ : Go — Gq.) The q-Strong Diffie-Hellman problem consists,
on input a (q + 2)-tuple (G1, Ga, vGa, ¥*Ga,...,¥1Gs), for a random element
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v € Zp and a random generator Ga of Ga, and G1 = ¢(G2), in outputting a pair
(ax, WL}G1>, with © € Zy.
We denote by Succ?%hh%)(q,A) the success of any adversary A in outputting

such a solution on a random input instance. We also denote by Succ??;hl’Gz)(q,t)
the maximal success that any adversary can get within time t.

Definition 4. The q-SDH assumption states that this problem is intractable for
a given q.

3.2 Common Parameters

One chooses a random generator Gs in G2, and we denote by G its transforma-
tion by %: therefore, G; = ¥(G2) is a generator of G;. We also need additional,
and independent generators G, H and K in Gi, whose relative discrete loga-
rithms as well as discrete logarithms in basis G; are unknown (unless something
else is made more precise). We will denote by W = G2 the public key of the
group (with all the above public informations: the groups and the generators).
The value v € Z,, is kept secret by the group manager. It will be used to issue
membership certificates.

3.3 BBS: Short Group Signatures

The idea of the BBS group signature [6] consists in providing a signature of
knowledge of a solution to the SDH problem: (A, z) such that (z +v)A = Gi.
The latter is generated granted the help of the group manager who knows ~.
However, in order to allow the anonymity revocation (the opening operation by
the group manager), the proof must not be totally zero-knowledge but partially
only: the group manager should be able to recover A.

Therefore, in order to sign a message m, the user first encrypts A with the
encryption key of the group manager; he then provides a zero-knowledge proof
that the plaintext actually contains an A for which he knows the corresponding
x. The security analysis didnot follow the above BSZ model [], because of some
restrictions:

— the unforgeability of the certificates directly comes from the ¢-SDH assump-
tion. However, the proposed format of the membership certificate does not
make any value private to the group manager. Therefore, he can sign on
behalf of any user: the non-frameability cannot be guaranteed.

— with a semantically secure encryption scheme, anonymity is guaranteed.
However, since one works in groups subject to efficiently computable bi-
linear maps, the DDH problem may not be hard. Therefore, they prefer to
use a new encryption scheme (linear encryption) instead of the classical El-
Gamal encryption (the ciphertext is larger: 3 group elements, instead of 2).
Furthermore, it is semantically secure against chosen-plaintext attacks only:
the semantic security (and even the one-wayness) can be broken if the adver-
sary has access to the decryption oracle: the above definition of anonymity
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does not hold if the adversary has access to the Open-oracle. This is the
reason why they defined a weaker notion of anonymity, the so-called CPA-
full-anonymity, or weak anonymity.

On the other hand, the main goal was a short signature, which indeed consists
of three elements of Gy (the encryption) and six elements of Z, (the proof of
knowledge). Hence, the size is just 1533 bits.

3.4 Improvements

In order to improve the security (anonymity and non-frameability), it seems
natural that we have to enhance the scheme, and thus to degrade the size:

— make the encryption scheme IND-CCA2 [22], by adding a proof to ensure
security against chosen-ciphertext attacks;

— involve an extra parameter in the membership certificate, known to the user
only.

Actually, it is possible to make these security improvements without loosing
anything from the efficiency point of view (and even improving it too), making
the XDH assumption.

4 XS Group Signatures

Note that for simplicity, we will use “certificate” to designate (A;,gsk[¢]) in
general, and just A; at some specific time. In our scheme, we exploit and study
two suggestions from [6], also used in [I9], together with new tricks:

— First, we make the assumption that the DDH holds in the group G1, which is
true under the XDH assumption. This will then allow a compact IND-CCA2
ElGamal-based encryption scheme;

— Then, we enhance the membership certificate with an additional secret vy,
known to the user only: (4,z,y), with A € G1, =,y € Zp, such that (z +
v)A = G1 + yH. Applying e(-,G2) on both sides, one gets that a triple
(A, z,y) is a valid certificate if and only it satisfies the relation:

B(A, Gz)m . B(A, W) . €(H, Gz)_y = e(Gl, GQ)

— Finally, we revisit the forking lemma [2I] in order to even shorten the sig-
natures.

4.1 Concurrent Join Protocol and Revocation

In order to guarantee the non-frameability, one needs a specific Join procedure
which provides a group member with a certificate such that the group manager
does not know the private key. During the Join protocol, a future group member
interacts with the group manager, in order to obtain a valid group certificate
(A, z,y), with a private y. This Join protocol is presented on figure [[l where
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Z/[ (Upk, USk) QM (’ngmSk)
Y £ Zp, C «— yH
= Ext-Commit(y),
oo (¢ (y) 99U . Verifies C € G1, checks U
NIZKPEqDL(c, C, H)

2 &2y A (L1,)(GL+C)
B+ E(G1 + C, GQ)/B(A7 W)
D «— e(A, Gz)
——————— V «— NIZKPoKDL(B, D)
B —e(G1+ C,G2)/e(A,W)
D «— 6(14, Gg)
Verifies A € G1, checks V'
S — Signusk(A) Checks S w.r.t. upk and A
Checks that (z +7)A = G1 + yH z adds (upk, A, z, S)
ie. e(A,G2)" - e(A, W) -e(H,G2)7Y = e(G1,G2)

S

Fig. 1. Join Protocol

— Ext-Commit is an extractable commitment, that is a commitment which is
perfectly binding, and computationally hidding, and a trapdoor allows to
open it. Actually, the trapdoor will not be known to anybody, except to
our simulator in the security proofs of the traceability and non-frameability.
A good example, well-suited to our situation, is the Paillier’s encryption
scheme [20]: as any encryption scheme, injectivity implies the unconditional
binding property, while the computational hiding relies on the semantic se-
curity, the high-residuosity assumption. The decryption key allows the ex-
traction;

— NIZKPEgDL(c, C, H) denotes a zero-knowledge proof of equality of the dis-
crete logarithm of C' in basis H with the committed value in ¢, non-interactive
in the random oracle model. We won’t detail such a proof, but it can be ef-
ficiently done with the Paillier’s encryption scheme, since it is an equality of
discrete logarithms (in different groups). Note that such a proof of member-
ship together with an extractable commitment becomes a proof of knowledge:
the user necessarily built C' knowing y.

— NIZKPoKDL(B, D) denotes a zero-knowledge proof of knowledge of the dis-
crete logarithm of B in basis D, non-interactive in the random oracle model.

Let us explain the steps in this protocol: This protocol is concurrently secure
since all the proofs are non-interactive (NIZKPEgDL, NIZKPoKDL, and the sig-
nature), and everything is defined in the first move (the 2 first flows), while the
second move (the 2 last flows) involves a signature before revealing the certifi-
cate to the user. It ensures the non-frameability property. Indeed, the signature
Signusk(A) ensures that U owns the certificate A, in a non-repudiable way. But
such a signature is provided by U only after having checked V: GM actually
knows x, and thus used the C' chosen by U. Therefore, he cannot know the
associated y.
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The revocation, which allows the group manager to remove a member from
the group, works almost exactly as in [0] (inspired by [I0]). We describe it in
more details in the full version [13].

4.2 XSGS: An eXtremely Short Group Signature Scheme

Since we make the XDH assumption, it is reasonable to apply a classical ElGamal
encryption, to hide the certificate, in a revocable way. In order to reach the
(full) anonymity property, we enhance the encryption scheme with the IND-
CCAZ2 security, using the Naor-Yung methodology [I8], but in the random-oracle
model [T4]. In order not to increase too much the size of the signature, the above
H (involved in the certificate) will be used as one of the opening manager’s
public keys. Actually, the secret key of the opening manager is the pair (&1, &2)
such that H = & K and G = £ K.

Parameters. We thus have:

— group public key: gpk = (G1,Go,Gr,e,v; G1, K, H = £ K,G = §K;
G2, W = 1Ga);

— group manager’s secret key: ik = «y, which helps to generate the certificate
triples (A, z,y), with A € Gy, z,y € Zj, such that (x +v)A = Gy + yH;

— opening manager’s secret key: ok = (£1,&2), which will help to decrypt El-
Gamal ciphertexts;

— an extractable commitment scheme. In the case of the Paillier’s encryption
scheme [20], one has to choose an RSA modulus n, and an element g of
maximal order in Z%,, without knowing/keeping the factorization.

Double ElGamal Encryption. The signer who owns a certificate (A, z,y),
randomly chooses o, 8 € Z, and computes: T3 = aK Ty = A+aH T3 =
BK Ty= A+ [G.

First, in order to make the encryption scheme resistant to chosen-ciphertext
attacks, one has to prove that (71,7%) and (73,7T4), which are two ciphertexts
with independent keys and independent random coins, encrypt the same plain-
text: there exist a and J such that

leaK ngﬁK TQ_T4:O[H_/3G.

Secondly, as before, (17, T%) is the encryption of a valid certificate (A, x,y) if
and only if there exists an « such that (with z = za + y)

Ty =aK and e(T3,G2)" -e(H, W) - -e(H,Ga) * =e(G1,G2)/e(Ta, W).

Signature. The signer has thus to prove the knowledge of (a, 3, x,z) which
satisfies the 4 above relations. Such a proof of knowledge clearly shows that,
both there exist convenient o and ( values, and the prover knows a certificate.
It can be performed with classical techniques, and the non-interactive version
uses the Fiat-Shamir paradigm, in the random-oracle model: in order to sign m,
U randomly chooses 4 elements r,, rg, 7 and r, in Z, and computes
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— Ri=roK  Ry=e(T2,Go)™ -e(H,W)7 " -e(H,Go)™ "=
Rs =rgK Ry =7rH —13G.

— ¢ = H(m,T1,T2,T3, T4, R1, Ro, R, R4), where H outputs k-bit long ele-
ments;

— Sq =Tq +camodp sg =1g + ¢ mod p

Sy = T + cx mod p S, =71, + cz mod p.

A signature therefore consists of the tuple (Th,T%, T3, T4, ¢, Sa, S8, Sz, Sz), and
the verifier finally checks whether the following relations are satisfied or not:

salK = Ry + T sgK = Rz + 13 SaH — 3G = Ry + ¢(Ty — Ty)
G(TQ7 GQ)S“” . 6(]:17 W)isa . 6(H, Gg)is'z =R (6(G1, GQ)/G(TQ, W))C

Open. To open a signature, OM uses the decryption key ok to recover A (and
provides a publicly-verifiable proof 7 that he did it well —which is a simple proof
of equality of discrete logarithms in G1)—, and then the actual signer, using his
read-access to the registration table reg (to prove, in 7, that the designated user
U; has not be framed, OM uses S = Signgi)(4)).

4.3 Properties

Such a signature contains 4 elements from G; (over 171 bits) and 4 scalars
(modulo p) of 170 bits. The challenge can just be on 80 bits: the signature can
thus be encoded on 1444 bits (less than 181 bytes). From the effiency point of
view:

— for the signature, one can compute
Ry = (A, Ga)" - e(H, W)™ - e(H, Go)*" "=

Since all the pairing values can be precomputed, the signature globally re-
quires 7 multi-exponentiations in G; and 1 multi-exponentiation in Gr.
— to verify a signature one has to compute

Ry = B(TQ, $.Go + cW)-e(H, W)isa 'B(H, Gg)is‘z 'B(Gl, Gz)ic.

Most of the pairing values can be precomputed: the verification requires 3
multi-exponentiations in Gp, 1 multi-exponentiation in Go, 1 pairing com-
putation and 1 multi-exponentiation in Gp.

4.4 Without the XDH Assumption

One should note that the XDH assumption helps to get the very short signature,
but is not crucial for our construction: if the XDH assumption does not hold, one
can use a double variant of the Linear Encryption (the Linear Encryption has
been introduced in [6], and is secure assuming the Decision Linear Diffie-Hellman
Assumption). Thus we can obtain group signatures of 2126 bits (6 elements from
G1, 6 scalars (modulo p) of 170 bits, and the challenge).
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4.5 Security Analysis of XSGS

In order to prove the correctness of the group signature scheme, we first need to
show that the interactive proof of knowledge is complete, then, the correctness
of the Open algorithm immediately leads to the result. Actually, in order to
prove the traceability, we furthermore need to show that the interactive proof
of knowledge is an honest-verifier zero-knowledge and sound proof of knowledge.
Thereafter, a simple application of the forking lemma [7 leads to the expected
result. This means that we first need the following lemma, which proof can be
found in the full version [I3].

Lemma 5 (Honest-Verifier Zero-Knowledge Proof of Knowledge). The
interactive proof is a honest-verifier zero-knowledge proof of knowledge.

From the correctness of the proof of knowledge and the use of a correct encryp-
tion scheme, one gets the correctness of the group signature scheme:

Theorem 6 (Correctness). The group signature scheme XSGS is correct.

If one gets a closer look at the proof of the forking lemma [21], with a random
oracle H which outputs k-bit elements, one can claim the following lemma:

Lemma 7 (Forking Lemma). Let A be a probabilistic polynomial time Turing
machine whose input only consists of public data and which can ask qg queries
to the random oracle, with qg > 0. We assume that, within the time bound T, A
produces a valid signature (m, o1, h, o), with probability € > 1/2F 4+ n for some
n > 240qp /2%. Then, within time T' < 9qyT /e, and with probability £’ >, a re-
play of this machine outputs two valid signatures (m, o1, h,o2) and (m, o1, h’, oh)
such that h # h'.

Proof. First, with probability greater than n, A outputs a signature (m, o1, h, 02)
that is valid, such that h has been obtained as an H answer on (m, o1 ). Therefore,
if we run the attacker 2/7 times with different random tapes, we get a success
with probability greater than 1 —e~2 > g, such that the query H(m, o) has
been asked, and answered by h: the crucial query.

By applying the Splitting-Lemma [21], we know that with probability of 1/4,
for each replay, we have a new success with probability greater than 7/4qg: we
thus replay the attack 8qp/n times with a new random oracle (but the same
answers until the crucial query). With probability greater than g, we get an-
other success. The challenge is different from the previous one with probability

8qmu /n2".

Finally, after less than 2(1 + 4qg)/n replays of the attack, with probability
greater 1/5 — 8¢y /n2*, which is greater than 1/6 as soon as 1 > 240qx /2%, we
get two valid signatures (m, o1, h,02) and (m/, o1, h’, 0b) with b’ # h. O

The following lemma shows that the signature is unforgeable without the knowl-
edge of a certificate, even if the hash function outputs 80-bit values:
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Lemma 8 (Unforgeability). It is computationally impossible to produce a
valid signature, without the knowledge of a membership certificate, even un-
der chosen-message attacks, in the random oracle model: if there exists an ad-
versary A able to build a valid signature within time t, with probability ¢ <
1/2F 4+ n + qs(qu + qs)/p*, for some n > 240qy /2%, after q queries to the
random oracle H and qgs queries to the signing oracle, then one can build a
membership certificate in expecting time O(qut/n).

Proof. We remind the signature consists of ((m, T1,T%,T5,T4), ¢, (Sa, S8, Sz, 52)),
which is not exactly the framework used in the above Forking Lemma. Anyway,
with a few extra computation (but no new hash-query), one can make such a
signature of the more classical form ((m, Ty, T, T3,T4), (R1, R2, Rs, R4), ¢, (Sa,
S8, Sz, Sz)), where ¢ = H(m,Th, T2, T3, Ty, R1, Ra, R3, Ry4).

Furthermore, one can efficiently simulate the signing algorithm, in the name
of any user (with a statistically negligible probability of failure when setting a
random oracle value: less than (qg + gs)/p* for each signature simulation.) If
the adversary succeeds with probability e < 1/2% 4+ 7 + ¢s(qm + gs)/p*, then
including the signature simulation, we build a no-message adversary that makes
a forgery with probability greater than 1/2% 4. According to the above forking
lemma, one can extract two related signatures, with the same hash-query but
different challenges

(muT17T27T37T4)7 (R17R27R37R4)7 G (sausﬁvsa:uSZ) 0/7(8;,8,/678;782)

in expected time O(qut/n). Thereafter, simply applying the same technique as
the one used to prove the soundness, one gets a valid certificate (A, z,y). a

Theorem 9 (Traceability). The group signature scheme XSGS is traceable.

Proof. Suppose there is an adversary A that wins with probability ¢ the trace-
ability game against our scheme. We describe an algorithm B that can break
the SDH problem, with the help of the adversary A. Let {(A;, z;,v:)}i_,, with
q = q1 + q2 be the set of certificates generated during the whole attack. More
precisely, {(A;, z;, ;) }{L, is any set of certificates corresponding to honest users,
who can be (all) corrupted by the adversary during the attack (using USK ora-
cle). Furthermore, the adversary is allowed to add new (and possibly corrupted)
members, which certificates are denoted {(A;, i, vi)}iZ,, 11-

If the adversary can generate a signature which opens to a new A* (not asso-
ciated to an existing user), using the “unforgeability” technique (see lemma [J]),
one can find a new certificate (A*, x*, y*) in reasonable expected time. ;From the
success of the adversary in the attack game, we know that A* does not belong
to {A4;}L_,. Let B be given a ¢-SDH instance (G,G’,0G",...,01G"). It

— randomly chooses « kil Zyp and z; kil Zy, for i =1,...,q, such that the z;’s
are pairwise distinct

— randomly chooses ; E Zyp, fori,...,q1, and k & {1,...,q1}
(lets us formally define v «— @ — x, which is unknown)
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— computes from the challenge ¢-SDH instance (since all the formula involve
polynomials in @ of degree at most ¢ times G’ or G, and G = ¥(G")),

Gy — [Hg:l(@ +x; — xk)} G — Yk [H (@ +x; — a:k) G/; Gq «— 1/)(G2)

H — 2;1 (@ +x; — ij):l G, W «— fyGQ

q
i=1
ik

— randomly generates ok and compute the corresponding encryption keys
— generates the extractable commitment, but knowing the trapdoor,
— simulates the first set of users {(A4;,z;,v;)}L,, computing A; = miﬂ (G1+
y;H) according to i:
1 q
o ifi=Fk Ar = (aOH) «— « H O4z,—zr)| G
Tk i=1,i%k
e if i # k, since

q
vi = (i—ye)+yk and (yi—ye)H = (yi—we) | [[ (©+2—2)| G,
G=1,i#k

q

q
Ai — (Yi—yr) H @+ —ai) | GHa H (6 +x;—a)| G.

J=1,j#i,k J=1,j#i

— simulates oracles that 4 needs to access (AddU, Open, GSig...). To simulate
the Join protocol (engaged with A via the SndTol-oracle to add a (corrupted)
user U; with i € {¢q1 + 1,...,q2}), B uses the trapdoor to extract the value
y; committed by the adversary at the beginning of the join, and computes
A; as described before: ¢ # k, and all the z; have been chosen ahead)

Finally, the certificate satisfies

q

1 1
A* — *H — * - .
T+ ,Y(G1+y ) 1O (aO+y*—yi) i:! iLk(@ +xz;—xp)| G

Since A* ¢ {A;}!_,, and namely A* # Ay, yv* — yr # a(x* — xx). When we
extract A* ¢ {A;}_, (in reasonable expected time), two cases may happen:

1. o € {z1,...,x4} with probability greater than 1/2. Since no information
leaks about k, 2* = x; with j # k with probability greater than (g1 —1)/2g,

and then . )
4A‘k _ *A' —
yj_y*(yy Y A;) 2+ 6 —
and B has obtained (mi@G?m)7 solution to the ¢-SDH problem (with z =
Tj— Tk).
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2. z* & {x1,..., x4} with probability greater than 1/2. By an Euclidean divi-
sion, one can express A* = (C/(© + z* — x) + P(0)) G, with

q

C=(alxp —2)+y* —yr) H (x; —2")| #0

i=1,i#k

and P a polynomial of degree ¢ — 1. And thus, B can compute C and P(0O)G
from the initial instance, and therefore (wi@ G, z), a solution to the ¢-SDH
problem (with © = 2* — xy).

O

The anonymity property (not only CPA-full-anonymity [0]) is achieved granted
the Double ElGamal encryption scheme, which is IND-CCA [14].

Theorem 10 (Anonymity). Under the XDH assumption, the group signature
scheme XSGS is anonymous: if there exists an adversary A able to break the
anonymity game, with advantage €, and within time t (in the random oracle
model), after qu queries to the random oracle H and qs queries to the challenge
oracle, then one can break the DDH problem in Gy with advantage €/4 — (qu +
qs)/p*, within time t' <t + 4qsTpairing + (2 + 8qs) Texp, where Tpairing s the time
of a pairing computation, and Te is the time of a (multi)-exponentiation.

Proof. We are given a quadruple (K,T,U = uK,V = oT) in Gy such that
either v = v (DDH quadruple) or v is random (random quadruple). ;From
such a tuple, using the classical random self-reducibility, one can derive many
independent tuples: (K, T,U; = u;U +v; K, V; = w;V + v;K). We will choose the
group manager’s secret key vy, and compute W = vG5. Then, we flip a coin d, and
define, either H = K and G =T (ifd =0),or H =T and G = &K (ifd = 1),
to set the group public key as (G1,Gso,Gr,e,v;G1, K, H,G; Go,W = ~7Gs).
Actually, we only know half of the opening manager’s key. We will show it
is enough to simulate the decryption process (while still allowing to extract
something from the adversary). All the other queries can be perfectly answered
since using 7, we can build certificates (Join-queries), and thus answer GSig-
queries too. Hash-queries can be simulated as usual with a new random value
in {0,1}* for any new query. For the challenge queries, the simulator B chooses
two independent random bits b and d’, and will try to simulate the signature
from Ap: the i-th request is answered, given a message m, and two certificates
(Ao, 0, yo0) and (A1, z1,y1)

— the encryption: according to d, by choosing an additional random bit d’:

[ ] 1fd:0, T1 <—O¢I(7 T2 <—Ad/ +QH7 T3 — Uz andT4 <—Ab+‘/z’, for a
random «;

e ifd=1,Ty —U;, To — Ay +V;, T3 — BK and Ty — Az + 0G, for a
random (3.

— the proof of validity can be simulated (see the simulator for the zero-know-

ledge property in the full version [13]). The latter may fail only with a

negligible probability when setting the random oracle value, but less than

(au +qs)/p*.



208 C. Delerablée and D. Pointcheval

In case of failure, B exits, otherwise, (11, T, T3, T4, ¢, Sa, S8, Sz, S») is the signa-
ture of m given back to A. Eventually, the latter returns its guess b’ for b. Our
algorithm B answers 8 = (b’ = b) as its guess about the tuple (K,T,U, V).

If this is a DDH tuple, and d’ = b, the 2 ElGamal encryptions always encrypt
Ap, this is a valid signature (the advantage of A in guessing b is €.) However, if
d' # b, both certificates are encrypted, A has thus no advantage in guessing b (we
will indeed show below that decryption queries do not reveal any information
about d.) If this is a random tuple, the signature is independent of b, thus the
adversary’s advantage is 0. As a consequence, our algorithm B has an advantage
€/4 in distinguishing DDH quadruples (in a group subject to bilinear maps,
hence breaking XDH.)

Now, since we know half of the opening manager’s key, as soon as a signature
is valid (with identical plaintexts), the decryption of half of the ciphertext is
enough. The soundness of the proof of validity (see in the full version [13])
showed that incorrect proofs are very unlikely. a

The final property is the non-frameability, which is important for honest users:
it guarantees that neither the group manager or the opening manager can cheat,
and frame him.

Theorem 11 (Non-Frameability). The group signature scheme XSGS is non-
frameable.

Proof. First, it is clear, from the Open protocol is publicly verifiable, that a
wrong open procedure is statistically negligible (even for a powerful adversary).

Second, suppose there is an adversary A that breaks the non-frameability of
our scheme. We describe an algorithm B that can break the DL problem. Let

{(Ai7mi7yi)}g:+f' be the set of certificates generated during the attack. v and
all the (A4;,x;) are given to the adversary (so the adversary has access to all
y;H), but only {y;}{_,, for the insider colluders. If the adversary can generate

a signature which opens to a A* € {Ai}gigjrl (outside the collusion), using the

“unforgeability” technique (replay attack and soundness), one can find the whole
certificate (A*, z*,y*), and two cases may happen:

Case 1: A* € {A; g:g;l and (A*,2*) ¢ {(4;,z;) g:g;l more than half of
the time. We show that given a discrete logarithm instance (G,G’) in Go, B
can compute © = logn G'. In this case, B computes the group public key:
(G1,G2,Gr,e,v;Gh = Y(G),K = EH,H = Y(G');Gy = G,W = 7G) with
(7,€) & 7x2 randomly chosen by B. It can furthermore simulate any kind of

y4 )
join procedure using 7. We then have H = OG;. Since A* = A; € {Ai};’igﬂ

(with «* # z;, and thus y* # y;), we have

* 1 * _
A —$*+7(G1+y H)—v

1 1
= G H) = G OG,).
wj+v( 1+ y;H) ijm( 1+ y;0G1)

G *OG
m*+7( 1ty 1)
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Therefore, (z; +v)(1+y*O) = (z* +7)(1 +y;0) and y* # y,;, which easily leads
to 6.

Case 2: (A*,z*) € {(Ai,xi)}g:;il more than half of the time. We show that

given a discrete logarithm instance (G, G’) in Gy, B can compute © = log, G'.
In this case, B computes the group public key: (G1,Ga, Gr, €, 1; G ¥id G, K =
EH,H = G;G1 = ¢(G2), W = ~vG) with (~,§) & Z;Q, randomly chosen by B.
It can simulate any join procedure as above, with -, but also chooses a random
je{qg+1,...,q+¢'}, for which honest user it makes A; = wlew (G1+ G"). Since
(A%, 2*) € {(4s, 24) g:g;p we have (A*,2*) = (A, z;) whith probability 1/¢’,
and thus:

1 1

A* = Gi+y*G) = A; = G+ G
x*+7( 196 ! axj+7( 1+6)
1 1
= G1+6G) = G, +06G
$j+7(1+ ) m*+7(1 )
which easily leads to © (O = y*.) O
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Abstract. There is a rarely mentioned foundational problem involving
collision-resistant hash-functions: common constructions are keyless, but
formal definitions are keyed. The discrepancy stems from the fact that a
function H: {0,1}" — {0,1}" always admits an efficient collision-finding
algorithm, it’s just that us human beings might be unable to write the
program down. We explain a simple way to sidestep this difficulty that
avoids having to key our hash functions. The idea is to state theorems in a
way that prescribes an explicitly-given reduction, normally a black-box
one. We illustrate this approach using well-known examples involving
digital signatures, pseudorandom functions, and the Merkle-Damgard
construction.

1 Introduction

FOUNDATIONS-OF-HASHING DILEMMA. In cryptographic practice, a collision-
resistant hash-function (an object like SHA-1) maps arbitrary-length strings to
fixed-length ones; it’s an algorithm H: {0,1}" — {0,1}" for some fixed n. But
in cryptographic theory, a collision-resistant hash-function is always keyed; now
H: Kx{0,1}" — {0,1}" where each K € K names a function Hy (-) = H(K, -).
In this case H can be thought of as a collection or family of hash functions
H ={Hg: K € K}, each key (or indez) K € K, naming one[]

Why should theoretical treatments be keyed when practical constructions are
not? The traditional answer is that a rigorous treatment of collision resistance
for unkeyed hash-functions just doesn’t work. At issue is the fact that for any
function H: {0,1}" — {0,1}" there is always a simple and compact algorithm
that outputs a collision: the algorithm that has one “hardwired in.” That is, by
the pigeonhole principle there must be distinct strings X and X’ of length at
most n such that H(X) = H(X'), and so there’s a short and fast program that
outputs such an X, X’. The difficulty, of course, is that us human beings might
not know any such pair X, X', so no one can actually write the program down.

Because of the above, what is meant when someone says that a hash function
H: {0,1}" — {0,1}" is collision resistant cannot be that there is no efficient

1 (a) We call K a key, but it is not secret; one chooses K from K and then makes it
public. (b) Writing H: K x {0,1}" — {0,1}" assumes a concrete-security formaliza-
tion; early formalizations were instead asymptotic. We’ll discuss both. (c) Alternative
terms for collision-resistant are collision-free and collision-intractable.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 211-{228] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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adversary that outputs a collision in H. What is meant is that there is no efficient
algorithm known to man that outputs a collision in H. But such a statement
would seem to be unformalizable—outside the realm of mathematics. One can’t
hope to construct a meaningful theory based on what Xiaoyun Wang [28/29] does
or doesn’t know. Regarding a hash function like SHA-1 as a random element from
a family of hash functions has been the traditional way out of this quandary.
Let us call the problem we’ve been discussing the foundations-of-hashing
dilemma. The question is how to state definitions and theorems dealing with
collision-resistant hashing in a way that makes sense mathematically, yet ac-
curately reflects cryptographic practice. The treatment should respect our un-
derstanding that what makes a hash function collision resistant is humanity’s
inability to find a collision, not the computational complexity of printing one.

OUR CONTRIBUTIONS. First, we bring the foundations-of-hashing dilemma out
into the open. To the best of our knowledge, the problem has never received
more than passing mention in any paper. Second, we resolve the dilemma. We
claim that an answer has always been sitting right in front of us, that there’s
never been any real difficulty with providing a rigorous treatment of unkeyed
collision-resistant hash-functions. Finally, we reformulate in a significantly new
way three fundamental results dealing with collision-resistant hashing.

Suppose a protocol IT uses a collision-resistant hash-function H. Convention-
ally, a theorem would be given to capture the idea that the existence of an
effective adversary A against IT implies the existence of an effective adversary C
against H. But this won’t work when we have an unkeyed H: {0,1}" — {0,1}"
because such an adversary C' will always exist. So, instead, the theorem state-
ment will say that there is an explicitly given reduction: given an adversary A
against IT there is a corresponding, explicitly-specified adversary C, as efficient
as A, for finding collisions in H. So if someone knows how to break the higher-
level protocol II then they know how to find collisions in H; and if nobody
can find collisions in H then nobody can break II. In brief, our solution to the
foundations-of-hashing dilemma is to recast results so as to assert the existence
of an explicitly given reduction. We call this the human-ignorance approach (or,
less colorfully, the explicit-reduction approach).

We illustrate the approach with three well-known examples. The first is the
hash-then-sign paradigm, where a signature scheme is constructed by hashing a
message and then applying an “inner” signature to the result. Our second ex-
ample is the construction of an arbitrary-input-length PRF by hashing and then
applying a fixed-input-length PRF. Our third example is the Merkle-Damgard
construction, where a collision-resistant compression-function is turned into a
collision-resistant hash-function. In all cases we will give a simple theorem that
captures the security of the construction despite the use of an unkeyed formal-
ization for the underlying hash function.

We provide a concrete-security treatment for all the above. Giving our hash func-
tions a security parameter and then looking at things asymptotically would only
distance us, we feel, from widely-deployed, real-world hash-functions. That said,
we will also point out that unkeyed hash-functions work fine in the asymptotic
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setting for the case of uniform adversaries. One eliminates keys but not the security
parameter, making it the length of the hash-function’s output.

RELATED WORK. The rigorous treatment of collision-resistant hash-functions be-
gins with Damgard [7]. A concrete-security treatment of these objects is given by
Bellare, Rogaway, and Shrimpton [3I26]. Practical and widely-deployed crypto-
graphic hash-functions were first developed by Rivest [25] and later construc-
tions, like SHA-1 [2I], have followed his approach. Bellare et al.’s [I, The-
orem 4.2] is an early example of an explicitly constructive provable-security
theorem-statement. Using a simulator to model what an adversary must know
or be able to do is from Goldwasser, Micali, and Rackoff [I4], while black-box
reductions come from Goldreich, Krawczyk, and Oren [22/T2JTT]. Brown [5, see
footnote 10] and Devanbu et al. [I0] prove the security of a protocol that employs
an unkeyed hash-function by constructively transforming a successful adversary
against it into a successful collision-finding one. Using such a transformation to
evidence a hash-function-based protocol’s security goes back to Merkle [T9/T7].
The option of speaking about reductions as a way of not having to key a hash
function is hinted at in footnote 5 of Halevi and Krawczyk [16]. In general, it
is well understood that one can rephrase provable-security results as assertions
about explicitly given reductions, and probably a few researchers have under-
stood, at some level, that this can be used to make formal sense of unkeyed
hash-functions. What we do in this paper is to raise these ideas beyond the level
of footnotes, offhand comments, and undocumented folklore.

2 Keyed Hash-Functions

We first give a conventional definition, in the concrete-security setting, for a
(keyed) collision-resistant hash-function. Beginning with the syntax, a keyed
hash-function is a pair of algorithms (IC, H), the first probabilistic and the sec-
ond deterministic. Algorithm /C, the key-generation algorithm, takes no input
and produces a string K, the key. As a special case, I uniformly samples from a
finite set, the key space, also denoted K. Algorithm H takes as input a string K,
the key, and a string X, the message, and it outputs a string of some fixed
length n, the output length, or the distinguished value L. We write Hg (X) for
H(K, X). We assume there is a set X, the message space, such that Hg (X) = L
iff X & X. We assume that X contains some string of length greater than n and
that X € X implies every string of length | X| is in X'. We write a hash function
as H: K x X — {0,1}" instead of saying “the keyed hash-function (K, H) with
message space X and output length n.” Hash functions and all other algorithms
in this paper are given by code relative to some fixed and reasonable encoding.

We define hash functions as algorithms, not functions, to enable providing
them as input to other algorithms and speaking of their computational com-
plexity. But a hash function H: K x X — {0,1}" induces a function H from
K x X to {0,1}", where K is now the support of the key-generation algorithm,
and usually it is fine to regard the hash function as being this function.
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To measure the collision-resistance of hash function H: £ x X — {0,1}"
let C (for collision-finder) be an adversary, meaning, in this case, an algorithm
that takes in one string (the key) and outputs a pair of strings (the purported
collision). We let the advantage of C in finding collisions in H be the real number

AdvR'(C) = Pr{K <K (X, X') S CO(K) : X#X' and Hg(X)=Hg(X')]

that measures the chance that C finds a collision in Hx = H(K,-) if a random
key K is provided to it. Above and henceforth we assume that an adversary will
never output a string outside the message space X of the hash function it is
attacking (that is, Hx(X) = Hx(X') = L never counts as a collision).

As usual, an advantage of 1 means that C' does a great job (it always finds
a collision) while an advantage of 0 means that C' does a terrible job (it never
finds a collision). Since we are in the concrete-security setting we do not define
any absolute (yes-or-no) notion for H being coll-secure; instead, we regard a
hash function H as good only to the extent that reasonable adversaries C' can
obtain only small advantage Advi})n(C). In order to obtain a useful theory,
“reasonable” and “small” need never be defined.

TRYING TO REGARD FUNCTIONS LIKE SHA-1 AS KEYED. How can a real-world
hash-function like SHA-1 be seen as fitting into the framework above? One
possibility is that the intended key is the initial chaining vector; the constant
K = 67452301 EFCDABS89 98BADCFE 10325476 C3D2E1F0 can be regarded
as the key. In this case the key space is £ = {0, 1}160 and what NIST did in
choosing SHA-1 was to randomly sample from this set. The problem with this
viewpoint is that, first of all, NIST never indicated that they did any such thing.
Indeed the constant K above does not “look” random (whatever that might
mean), and it seems as though the specific constant should hardly matter: likely
any method that would let one construct collisions in SHA-1 with respect to the
actual K-value would work for other K-values, too.

A second way one might regard SHA-1 as keyed is to say that NIST, in
designing SHA-1, considered some universe of hash functions {Hg : K € K}
and randomly selected this one hash function, SHA-1, from it. But, once again,
NIST never indicated that they did any such thing; all we know is that they
selected this one hash function. And it’s not clear what K would even be in this
case, or what Hyx would be for “other” functions in the family.

Fundamentally, both explanations seem disingenuous. They make random
sampling a crucial element to a definition when no random sampling ostensibly
took place. They disregard the basic intuition about what SHA-1 is supposed to
be: a fixed map that people shouldn’t be able to find collisions in. And they dis-
tance the definition from the elegantly simple goal of the cryptanalyst: publish
a collision for the (one) function specified by NIST.

3 Unkeyed Hash-Functions

An unkeyed hash-function is a deterministic algorithm H that takes as input a
string X, the message, and outputs a string of some fixed length n, the output
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length, or the distinguished value L. The message space of H is the set X =
{X €{0,1}" : H(X) # L}. We assume that X contains some string of length
greater than n and that X € X implies every string of length |X| is in X. We
will write a hash function as H: X — {0,1}", or simply H, instead of saying
“the unkeyed hash-function H with message space X and output length n.”

Let C be an adversary for attacking H: X — {0,1}", meaning an algorithm
that, with no input, outputs a pair of strings X and X’ in X. We let the advantage
of C'in finding collisions in H be the real number

AdvSN(C) =Pr[(X, X") £ C: X # X' and H(X) = H(X")]

that measure the chance that C' finds a collision. Note the spelling of superscript
col verses the earlier coll (the number of I’s is the number of arguments to H).

Following the discussion in the Introduction, we observe that for any unkeyed
hash-function H there is an efficient algorithm C (it runs in ¢n time and takes cn

bits to write down, for some small ¢) for which Advy'(C) = 1. We’re not going
to let that bother us.

4 Three Styles of Provable-Security Statements

PROVABLE-SECURITY FORMULATIONS. Let IT be a cryptographic protocol that
employs a (keyed or unkeyed) hash function H. Imagine, for now, that H is the
only cryptographic primitive that II employs. To prove security of II using a
reduction-based approach and assuming the collision-resistance of H one would
typically make a theorem statement that could be paraphrased like this:

existential form (CO0): If there’s an effective algorithm A for attacking protocol
II then there’s an effective algorithm C' for finding collisions in H.

When cryptographic reductions were first introduced [I3], theorems were stated
with this kind of existential-only guarantee. To this day, people almost always
state their provable-security results in such a manner.

Formalizing statement CO works fine in the keyed setting but not in the un-
keyed one, because, there, the conclusion vacuously holds. But in the unkeyed
setting we can switch to a theorem statement that could be paraphrased as:

code-constructive form (C1): If you know an effective algorithm A for attacking
protocol IT then you know an effective algorithm C' for finding collisions in H.

We are asserting the existence of a known “compiler” that turns A into C. Now
your belief in the security of IT stems from the fact that if some human being
can break II then he can exhibit collisions in H. Statement C1 can be regarded
as a constructive version of C0. Continuing on this trajectory, we could say that
it’s enough to have access to A’s functionality, you don’t actually need the code:

blackbox-constructive form (C2): If you possess effective means A for attacking
protocol IT then you possess effective means C' for finding collisions in H.
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Here, “possessing effective means” might mean owning a tamper-resistant device,
or being able to run some big executable program, or it might even mean having
a brain in your head that does some task well. Possessing effective means does
not imply knowing the internal structure of those means; I might not know what
happens within the tamper-resistant device, the big program, or in my own brain.
Statement C2 is stronger than C1 because knowledge of an algorithm implies
access to its functionality, but having access to an algorithm’s functionality does
not imply knowing how it works.

The main observation in this paper is that, in the concrete-security setting, it’s
easy to give provable-security results involving unkeyed hash-functions as long
as you state your results in the code-constructive (C1) or blackbox-constructive
(C2) format. In the asymptotic setting, all three formats work fine as long as
you stick to uniform adversaries.

In high-level expositions, provable-security results are often summarized in
what would appear to be a code-constructive or blackbox-constructive manner;
people say things like “our result shows that if someone could break this signature
scheme then he could factor large composite numbers.” But when we write out
our theorem statements, it has been traditional to adopt the existential format.
Usually the proof is constructive but the theorem statement is not.

FOrRMALIZING C1 AND C2. In the next section we’ll formalize C1, in an example
setting, by asking for an explicitly given algorithm C that, given the code for A
(and also H and IT) provides us our collision finder C. We likewise formalize C2,
in three example settings, by asking for an explicitly given algorithm C' that,
given black-box access to A (and also H and IT) is itself our collision finder.

When an algorithm C' has black-box access to an algorithm F' we write the
latter as a subscriptor superscript, Cr or C¥'. We do not allow for C' to see or
control the internal coins of F'; when C runs F', the latter’s coins are random
and externally provided. We do not object to C resetting F', so long as fresh
(secret) coins are issued to it each time that it is run.

RESOURCE ACCOUNTING. Let F' be an algorithm (possibly stateful, probabilis-
tic, and itself oracle-querying). The algorithm F' might be provided as an oracle
to some other algorithm. Let ¢z (¢) be the maximum amount of time (in a con-
ventional, non-blackbox model) to compute F on strings that total £ or fewer
bits (but count the empty string e as having length 1). We simplify to ¢p for an
overall maximum. Let ¢ be the maximum of the total number of bits read or
written by F' (over F’s input, output, oracle queries, and their responses) (but
regard ¢ as having length 1). Let ¢r be the maximum number of queries made
by F before it halts (but no less than 2, to simplify theorem statements). We
assume that all algorithms halt after some bounded amount of time. When an
algorithm A calls out to an oracle for F', we charge to A the time to compute F’
(even though the internal computation of F' seems, to the caller, unit time).

As an example of the above, for a keyless hash-function H: {0,1}" — {0,1}"
we have that ¢tz () is the maximal amount of time to compute H on any sequence
of inputs X7, ..., X, comprising ¢ total bits (where X; = ¢ counts as 1-bit). As a
second example, for an adversary A attacking a signature scheme, the number £ 4
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includes the length of the public-key provided to A, the length of the signing
queries that A asks, the length of the signatures A gets in response, and the
length A’s forgery attempt. Since we insisted that A is bounded-time, if it is
provided an overly-long input or oracle response, it should only read (and is
only charged for) a bounded-length prefix.

5 Hash-Then-Sign Signatures

The usual approach for digital signatures, going back to Rabin [23], is to sign a
message by first hashing it and then calling an underlying signature scheme. The
purpose of this hash-then-sign approach is two-fold. First, it extends the domain
of the “inner” signature scheme from {0, 1}" to {0,1}" (where the hash-function’s
output is n bits). Second, it may improve security by obscuring the algebraic
structure of the inner signature scheme. We focus only on the first of these
intents, establishing the folklore result that the hash-then-sign paradigm securely
extends the domain of a signature scheme from {0,1}" to {0,1}". Our purpose
is not only to prove this (admittedly simple) result, but also to illustrate the
human-ignorance approach for dealing with collision-resistant hash-functions.

First we establish the notation, using concrete-security definitions. A signature
scheme is a three-tuple of algorithms IT = (Gen, Sign, Verify). Algorithm Gen is
a probabilistic algorithm that, with no input, outputs a pair of strings (PK, SK).
(One could, alternatively, assume that Gen takes input of a security param-
eter k.) Algorithm Sign is a probabilistic algorithm that, on input (SK, X),
outputs either a string o < Sign(SK, X) or the distinguished value L. We re-
quire the existence of a message space X C {0,1}" such that, for any SK, we
have that o < Sign(SK, X) is a string exactly when X € X. We insist that X
contain all strings of a given length if it contains any string of that length. Al-
gorithm Verify is a deterministic algorithm that, on input (PK, X, o), outputs
a bit. We require that if (PK,SK) < Gen and X € X and o < Sign(SK, X)
then Verify(PK, X, o) = 1. We sometimes write Sign gy (X) and Verify pi (X, 0)
instead of Sign(SK, X) and Verify(PK, X, o).

Let B be an adversary and II = (Gen, Sign, Verify) a signature scheme. Define
Adv3#(B) = Pr[(PK,SK) < Gen: B59"sx()(PK) forges] where B is said to
forge if it outputs a pair (X, o) such that Verify px (X,0) = 1 and B never asked
a query X during its attack.

We now define the hash-then-sign construction. Let H: {0,1}" — {0,1}" be
an unkeyed hash-function and let IT = (Gen, Sign, Verify) be a signature scheme
with message space of at least {0,1}". Define from these primitives the signature
scheme I = (Gen, Sign™, Verify™) by setting Signf (X) = Sign g (H(X))
and Verify (X,0) = Verify pi (H(X), o). The message space for IT? is {0,1}.

We are now ready to state a first theorem that describes the security of the
hash-then-sign paradigm.
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Theorem 1 (hash-then-sign, unkeyed, concrete, Cl-form). There ex-
ist algorithms B and C, explicitly given in the proof of this theorem, such
that for any unkeyed hash-function H: {0,1}" — {0,1}", signature scheme
IT = (Gen, Sign, Verify) with message space at least {0,1}", and adversary A,
adversaries B = B((A, H)) and C = C((A, H, II)) satisfy

AdviE(B) + Advi (C) > AdVTE, (A).

Adversary B runs in time at most t4 + tg(£a) + tsign(nga) + c¢(fa + nga) and
asks at most g4 queries entailing at most £ 4 +n bits. Adversary C runs in time
at most ta + tgen + ta(€a) + tsign(nga+n) + c¢(€a + nga)lg(ga). Functions B
and C run in time c times the length of their input. The value c is an absolute
constant implicit in the proof of this theorem. &

The theorem says that if you know the code for A, H, and II then you know the
code for B and C. You know that code because it’s given by reduction functions
B and C. These reduction functions are explicitly specified in the proof of the
theorem. Reduction function B takes in an encoding of A and H and outputs
the code for adversary B. Reduction function C takes in an encoding of A, H,
and IT = (Gen, Sign, Verify) and outputs the code for adversary C.

One might argue that we don’t really care that B is constructively given—we
might have demanded only that it exist whenever A does. But it seems simpler
and more natural to demand that both adversaries B and C' be constructively
given when we are demanding that one adversary be. Besides, it is nicer to
conclude you know a good algorithm to break II than to conclude there exists
a good algorithm to break II; it would, in fact, be an unsatisfying proof that
actually gave rise to a nonconstructive attack on the inner signature scheme 7.

Theorem [Tl does not capture statement C2 because access to the functionality
of adversary A might be more limited than possessing its code. To capture the
intent of statement C2, we can strengthen our theorem as follows:

Theorem 2 (hash-then-sign, unkeyed, concrete, C2-form). There exist
adversaries B and C, explicitly given in the proof of this theorem, such that
for any unkeyed hash-function H: {0,1}" — {0,1}", signature scheme Il =
(Gen, Sign, Verify) with message space at least {0,1}", and adversary A, we
have that

AdVE(Bag) + Advy (Ca ) > AdVEE, (A). (1)

Adversary B runs in time at most t4 + tg(£a) + tsign(nga) + c¢(fa + nga) and
asks at most g4 queries entailing at most £ 4 +n bits. Adversary C' runs in time
at most tg +tgen +ta(a) +tsign(nga+n) + c(€a+nqa)lg(ga). The value c is
an absolute constant implicit in the proof of this theorem. &

The theorem asserts the existence of an explicitly known forging adversary B
(for attacking IT) and an explicitly known collision-finding adversary C (for
attacking H), at least one of which must do well if the original adversary A does
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well (in attacking I77). Algorithm C employs A, as well as H, Gen, Sign, and
Verify, in a black-box manner. (Writing IT = (Gen, Sign, Verify) as a subscript
to C means giving each component algorithm as an oracle.) We may not care that
the dependency on H, Gen, Sign, and Verify is black-box, for there is no question
there about having access to the code, but it seems simpler to demand that
all dependencies be black-box when we require one to be. As with Theorem [Tl
the final set of lines in Theorem [2 explain that the time and communications
complexity of algorithms B and C' is insignificantly more than that of A.

Proof (of Theorem [2 and then Theorem ). In the following exposition, compu-
tations of A, H, Gen, Sign, and Verify are done via oracle queries.
Construct collision-finding adversary Ca g, ;7 as follows. It calls Gen to deter-

mine output (PK, SK) <~ Gen. Then it calls adversary A on input PK. When A
makes its i*" query, X;, a request to sign the string X;, algorithm C calls H
to compute z; = H(X;), it calls Sign on input z; to compute o; <= Sign gy (),
and it returns o; in answer to A’s query. When A halts with output (X, oy)
algorithm C' invokes H to compute z, = H(X,). If x, is equal to z; for some
prior ¢, and X, # X;, then algorithm C' outputs the collision (z;,z.) and halts.
Otherwise, algorithm C' fails; it outputs an arbitrary pair of strings. The reader
can check that C has the claimed time complexity. The log-term accounts for
using a binary search tree, say, to lookup if z, is equal to some prior ;.

Construct forging-adversary Bffg_?(PK ) as follows. Algorithm B, which is
provided a string PK, runs black-box adversary A on input of PK. When A
makes its i'" query, X;, a request for a signature of X;, algorithm B uses its
oracle H to compute x; = H(X;). It then uses its Sign-oracle to compute o; «—
Sign(x;). It returns o; in answer to the adversary A. When A halts with output
(X, 04) algorithm B uses its H-oracle to compute z, = H(X,). Algorithm B
halts with output (x,, o). The reader can check that B has the claimed time
and communications complexity. (The tg4, term is because of our convention
to consistently charge algorithms for their oracle calls.)

We must show (). Let a be the probability that A, in carrying out its attack
in the experiment defining AdvjijgH (A), outputs a valid forgery (X.,o.) where
H(X,.)= H(X;) for some i. Let b be the probability that A, in carrying out its

attack in the experiment defining Advjing (A), outputs a valid forgery (X, o)

where H(X,) # H(X;) for all ¢. Then a +b = Advjing(A). We also have that
Adv$P (Camr) > a and Adv5E(Ba g) > b, establishing Theorem [

As for Theorem [Il the reduction functions B and C are what is spelled out
in the definition of B and C, above, except that computation by code replaces
oracle invocations. (One can now see why we have selected our earlier conventions
about how to charge-out oracle calls: it is convenient that it has no impact on
the running time if one imagines calling an oracle for H, say, verses running that
code oneself.) Tt is a simple, linear-time algorithm that takes in A and H (which
are code) and outputs B (which is also code), or that produces C from A, H
and each component of I7.
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For the remainder of our examples we will use the stronger, black-box style of
theorem statement corresponding to Statement C2 and Theorem 2l

6 Hash-Then-PRF

As a second example of using our framework we consider a symmetric-key
analog of hash-then-sign, where now we aim to extend the domain of a pseu-
dorandom function (PRF) from {0,1}" to {0,1}". The algorithm, which we
consider to be folklore, is to hash the message X and then apply a PRF, set-
ting FH(X) = Fx(H(X)) where H: {0,1}" — {0,1}" is the hash function and
F: K x {0,1}" — {0,1}" is the PRF. A special case of this construction is
using a hash function H: {0,1}" — {0,1}" and an n-bit blockcipher to make an
arbitrary-input-length message authentication code (MAC). A second special-
case is using a hash function H: {0,1}* — {0,1}*" and the two-fold CBC MAC
of an n-bit blockcipher to make an arbitrary-input-length MAC.

First the definitions, following works like [2]. An (m-bit output) pseudorandom
function (PRF) is an algorithm F: K x X — {0,1}" where K and X are sets
of strings. We assume that there is an algorithm associated to F', which we also
call K, that outputs a random element of K. For X, C {0, 1}* and )Y finite,
let Func(X,)) be the set of all functions from X to ). Endow this set with the
uniform probability distribution for each input. For a PRF F: K x X — {0,1}"
let Adv2'(B) = Pr[K < K: BF«()=1]—Pr[f < Func(X, {0,1}™): Bf0)=1].
The following quantifies the security of the hash-then-PRF construction F¥.

Theorem 3 (hash-then-PRF, unkeyed, concrete, C2-form). There exist
adversaries B and C, explicitly given in the proof of this theorem, such that
for any unkeyed hash-function H: {0,1}" — {0,1}", pseudorandom function
F: K x{0,1}" — {0,1}", and adversary A,

AV (Bag) + Adv§ (Camr) > Adviy (A). (2)

Adversary B runs in time at most ta +tg(la) +tr(nga) + c(€a + nga + mqa)
and asks at most g4 queries entailing at most £, bits. Adversary C runs in time
at most ta+tg(fa) +c(la+mnga+mqa—+ti)lg(qa). The value c is an absolute
constant implicit in the proof of this theorem. &

Proof. Construct collision-finding algorithm C4 g r as follows. The algorithm
runs adversary A, which is given by an oracle. When A makes its i*" oracle
query, X;, algorithm C uses its H oracle to compute xz; = H(X;) and then, if
z; # x; for all j < ¢, adversary C returns a random y; £{0,1}™ in response
to A’s query. If x; = z; for some j < 4, adversary C returns y; = y;. When A
finally halts, outputting a bit a, algorithm C' ignores a and looks to see if there
were distinct queries X; and X; made by A such that x; = x;. If there is such a
pair, algorithm C outputs an arbitrary such pair (X;, X;) and halts. Otherwise,
algorithm C' fails and outputs an arbitrary pair of strings. The time of C' is at
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most that which is stated in the theorem. Note that C' does not actually depend
on F' beyond employing the values n and m.

Construct distinguishing algorithm Bf" g as follows. It begins by running al-
gorithm A, which is given by an oracle. When A makes its i*" query, X;, algo-
rithm B computes z; = H(X;) and then asks its f oracle x;, obtaining return
value y; = f(x;). Algorithm B returns y; to A. When A finally halts, outputting
a bit a, algorithm B halts without output a. The resources of B are as given by
the theorem statement.

We have that AdvE (A) — AdvET(Bay) = Pr{AFK = 1] — Pr{AR = 1] —
Pr[Bf;f(H = 1]+ Pr[B) j; = 1] where p <& Func(n,m) and R < Func({0,1}*,m)
and K < K. Now, from our definition of B, the first and third addend are
equal, PrlAF¥ = 1] = Pr[Bif(H = 1], and so Adv%rff, (A) — AdvY (Bay) =
Pr[Bf = 1] — Pr[Af =1].

Let C be the event that, during B’s attack, there are distinct queries Xj;
and X; made by B such that H(X;) = H(X,). Let ¢ = Pr[C] where the proba-
bility is taken over B’s oracle being a random function p < Func(n, m). Observe
that, from C’s definition, ¢ = Adv$!(Ca.g.r). Now note that Pr[BY = 1] -
Pr[A® = 1] < ¢ because in the second experiment a random m-bit value is
returned for each new X; and in the first experiment a random m-bit value

is returned for each new X; except when x; = H(X;) is identical to a prior
xj; = H(Xj). This establishes Equation ().

A result similar to Theorem[3] but for MACs instead of PRFs, can easily be
established. That is, if H: {0,1}" — {0,1}" is an unkeyed hash-function and
MAC: {0,1}" — {0,1}" is a good MAC [2] then MAC¥ is a good MAC. Here,
as before, MACH is defined by MAC (M) = MACk (H(M)). The weaker as-
sumption (F' is a good MAC instead of a good PRF) suffices to get the weaker
conclusion (F is a good MAC).

7 Merkle-Damgard Without the Keys

We adapt the Merkle-Damgard paradigm [8II8] to the unkeyed hash-function
setting. To get a message space of {0,1}" and keep things simple we adopt the
length-annotation technique known as Merkle-Damgard strengthening.

First we define the mechanism. Let H: {0,1}*"™ — {0,1}" be an unkeyed
hash-function, called a compression function, and define from it the unkeyed
hash-function H*: {0,1}" — {0,1}" as follows. On input X € {0,1}", algorithm
H* partitions pad(X) = X || 07 || [|X|]s into b-bit strings X7 - - - X, where p >0
is the least nonnegative number such that | X |+ p is a multiple of b and where
[[X]s is |X| mod 2° encoded as a b-bit binary number. Then, letting Y, = 0",
say, define Y; = H(X; | Y;—1) for each i € [1..m] and let H*(X) return Y,. Note
that Advy!(C) = Pr[(X,X') £ C: X # X' and H(X) = H(X')] where C
must output X, X’ € {0, 1}b+n. We now show that if H is a collision-resistant
compression-function then H* is a collision-resistant hash-function.
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Theorem 4 (Merkle-Damgard, unkeyed, concrete, C2-form). Fix posi-
tive numbers b and n. There exists an adversary C, explicitly given in the proof
of this theorem, such that for any unkeyed hash-function H: {0,1}*"" — {0,1}"
and any adversary A that outputs a pair of strings each of length less than 2°,

Adv§ (Cam) > AV (A) . (3)

Adversary C runs in time at most t4 + (a/b+4)tg + c(a+b+n). The value ¢
is an absolute constant implicit in the proof of this theorem. &

Proof. Construct the collision-finding adversary Ca,m as follows. It runs the
adversary A, which requires no inputs and halts with and output X, X', each
string having fewer than 2° bits. Swap X and X', if necessary, so that X is
at least as long as X'. Adversary C' then computes X; --- X,,, = pad(X) and
Xi--- X, = pad(X') where each X; and X} is b-bits long. Using its H-oracle,
adversary C' computes Y;-values by way of Yy = 0™ and, for each i € [1..m)],
Y; = H(X; || Yi—1). It similarly computes Y;/-values, defining Yy = 0" and Y} =
H(X?||Y]_,) for each j € [1.m/]. Now if X = X' or Y;, # Y,}, then adversary C'
fails, outputting an arbitrary pair of strings. Otherwise, adversary C' computes
the largest value ¢ € [1..m] such that Y; =Y/ , but X; || Yi—1 # X/, [|Y/ 1_A
where A = m —m/. (We prove in a moment that such an ¢ exists.) Adversary C
outputs the pair of strings (X; || Yi—1, X/_A || Y/ ;_A), which collide under H.

We must show that this value of ¢, above, is well defined. To do so, distinguish
two cases in which the adversary might succeed in finding a collision. For the first
case, | X| # | X’|. In this case the definition of pad (together with the requirement
that | X|,|X'| < 2°) ensures that X,, # X/, and so we will have i = m as the
index for a collision. In the second case, | X| = | X’| and so, in particular, m = m’
and A = 0. Because X # X'’ there is a largest value j € [1..m] such that
X; # Xj. It must be the case that Y; = Y] because the messages X and X',
being identical on later blocks, would otherwise yield Y, = Y,;,. But X; # X
and Y = Yj’ and so j = i satisfies the definition above.

We have shown that whenever A outputs a collision of H*, adversary Ca, g
outputs a collision of H. The running time of C'4 g is as claimed (the +4 accounts
for 0-padding and length annotation in the scheme), so we are done.

8 Asymptotic Treatment of Unkeyed Hash Functions

DEFINITION. The traditional treatment of cryptographic hash-functions [7] is
asymptotic. In this section we show that as long as one is willing to ask for secu-
rity only against uniform adversaries, we don’t need the keys in the asymptotic
formalization of collision-resistant hash-functions either.

An asymptotic-and-unkeyed hash-function is a deterministic, polynomial-time
algorithm H that takes as input an integer n, the output length, encoded in
unary, and a string X, the message. It outputs either a string of length n or the
distinguished value 1. When we say that H is polynomial-time we mean that
it is polynomial-time in its first input. We write H,, for the induced function
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H(1",-). Define the message space of H, as X, = {X € {0,1}" : H,(X) # L}
and that of H as the indexed family of sets (X,,: n € N). We assume X € X,
implies every string of length | X| is in X, and we assume that &, contains a
string of length exceeding n.

Let C be an adversary for attacking asymptotic-and-unkeyed hash-function
H, meaning that C is an algorithm (not a family of circuits; we are in the
uniform setting) that, on input 1", outputs a pair of strings X, X’ € X,,. We let
the advantage of C in finding collisions in H be the function (of n) defined by

AdvS (C,n) = Pr[(X, X') £ C(1") : X # X' and H,(X) = H,(X")]

measuring, for each n, the probability that C(1") finds a collision in H,,. We
say that H is collision-resistant if for every polynomial-time adversary C, the
function AdvS$y'(C,n) is negligible. As usual, function e(n) is negligible if for all

¢ > 0 there exists an N such that e(n) < n=¢ for all n > N.

AN ASYMPTOTIC TREATMENT OF HASH-THEN-SIGN. With a definition in hand it
is easy to give an asymptotic counterpart for hash-then-sign, say. The existential
(CO-style) statement would say that if IT is a secure signature scheme with
message space ({0,1}": n € N) and H is a collision-resistant asymptotic-and-
unkeyed hash-function with message space (X,,) then IT* the hash-then-sign
construction using H and I, is a secure signature scheme with message space
(X ). Details follow, beginning with the requisite definitions.

Now in the asymptotic setting [15], a signature scheme is a three-tuple of al-
gorithms IT = (Gen, Sign, Verify). Algorithm Gen is a probabilistic polynomial-
time (PPT) algorithm that, on input 1", outputs a pair of strings (PK, SK). Al-
gorithm Sign is a PPT algorithm that, on input (SK, X), outputs either a string
o < Sign(SK, X) or the distinguished value L. For each n € N we require the ex-
istence of a message spaces X,, C {0,1}" such that, for any SK that may be out-
put by Gen(1™), we have that o S Sign(SK, X)) is a string exactly when X € X&,,.
We insist that X, contains all strings of a given length if it contains any string of
that length. Algorithm Verify is a deterministic polynomial-time algorithm that,
on input (PK, X, o), outputs a bit. We require that if (PK, SK) <~ Gen(1™) and
XeX,and o & Sign(SK, X) then Verify(PK,X,0) = 1. We sometimes write
Signgy (X) and Verify pi (X, o) instead of Sign(SK, X) and Verify(PK,X, o).
The message space of IT is the collection (X, : n € N). Throughout, an algorithm
is polynomial time if it is polynomial time in the length of its first input. Now
let B be an adversary for a signature scheme II = (Gen, Sign, Verify) as above.
Then define Adv3E(B,n)) = Pr[(PK, SK) < Gen(1"): BSi¢msc()(PK) forges]
where B is said to forge if it outputs a pair (X, o) such that Verify pi (X,0) =1
and B never asked a query X during its attack. We say that IT is secure (in the
sense of existential unforgeability under an adaptive chosen-message attack) if
for any polynomial-time adversary B the function Advjijg(B, n) is negligible.

Let IT = (Gen, Sign, Verify) be a signature scheme (for the asymptotic set-
ting) with message space (M,,) where M,, D {0,1}". In this case we say that the
message space of IT is “at least” ({0,1}"). Let H be an asymptotic-and-unkeyed
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hash-function with message space (X},). Then define the hash-then-sign construc-
tion IT" = (Gen, Sign™, Verify™) by setting Sign5y (X) = Signgp (H(X)) and
Verify®, (X, 0) = Verify pi (H(X), o). The message space for IT7 is the mes-
sage space for H. The security of the construction is captured by the following
theorem. We omit a proof because it only involves writing down the asymptotic
counterpart to the proof of Theorem

Theorem 5 (hash-then-sign, unkeyed, asymptotic, CO-form). If IT is
a secure signature scheme with message space at least ({0,1}") and H is a
collision-resistant asymptotic-and-unkeyed hash-function having message space
(X,) then ITH is a secure signature scheme with message space (X,,). O

Comparing Theorem [l with Theorem [I] or 2] note that in stepping back to the
asymptotic setting we also reverted to the existential style of theorem statement.
But these choices are independent; one can given explicitly constructive (C1- or
C2-style) theorem statements for the asymptotic setting.

EXISTENCE AND CONSTRUCTIONS. We do not investigate the complexity as-
sumption necessary to construct a collision-resistant asymptotic-and-unkeyed
hash-function, but we do regard this as an interesting question. Natural con-
structions and cryptographic assumptions would seem to present themselves by
adapting prior work like that in [7I27].

9 Discussion

Using unkeyed hash-functions is no more complex than using keyed ones. For
ease of comparison, we recall Damgard’s definition of a collection of collision-free
hash-functions [7] in Appendix[A] and we provide a keyed treatment of hash-
then-sign, in the concrete-security setting, in Appendix [Bl

Some readers may instinctively feel that there is something fishy about the
approach advocated in this paper. One possible source of uneasiness is that,
under our concrete-security treatment, no actual definition was offered for when
an unkeyed hash-function is collision-resistant. But concrete-security treatments
of cryptographic goals never define an absolute notion for when a cryptographic
object is secure. Similarly, it might seem fishy that, in the asymptotic setting, we
restricted attention to uniform adversaries. We proffer that collision-resistance
of an unkeyed output-length-parameterized hash-function makes intuitive sense,
but only in the uniform setting. Regardless, we suspect that the greater part
of any sense of unease stems from our community having internalized the belief
that an unkeyed treatment of collision-resistance just cannot work. In Damgard’s
words, Instead of considering just one hash function, we will consider families of
them, in order to make a complexity theoretic treatment possible [7]. This refrain
has been repeated often enough to have become undisputed fact. But Damgard
was thinking in terms of asymptotic complexity and nonuniform adversaries;
when one moves away from this, and makes a modest shift in viewpoint about
what our theorem statements should say, what was formerly impossible becomes
not just possible, but easy.
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Going further, one could make the argument that it is historical tradition
that has made our hash functions keyed more than the specious argument from
Section [Mlabout the infeasibility of formalizing what human beings do not know.
When Damgard defined collision-resistance [7] we already had well-entrenched
traditions favoring asymptotic notions, non-uniform security, number-theoretic
constructions, assumptions like claw-free pairs, and existential-format (C0-style)
theorem statements. These traditions point away from the human-ignorance ap-
proach. Besides, it was never Damgard’s goal to demonstrate how to do provable-
security cryptography with an unkeyed hash-function H: {0,1}" — {0,1}".
While such hash functions were known (eg, [23I20030]), they probably were not
looked upon as suitable starting points for doing rigorous cryptographic work.

Protocols that use cryptographic hash-functions are often proved secure in
the random-oracle (RO) model [4]. In such a case, when one replaces the RO-
modeled hash-function H by some concrete function one would like to preserve
the function’s domain and range, H: X — ) for X,V C {0,1}". So replacing
a RO by a concrete hash-function always takes you away from the keyed-hash-
function setting. Concretely, one can prove security for hash-then-sign in the
RO model but one can’t instantiate the RO with a keyed hash-function without
changing the protocol first.

One could argue that mandating an explicitly-specified reduction is a sensible
way to state provable-security results in general. After all, if a reduction actually
were nonconstructive it would provide a less useful guarantee. That’s because a
constructive reduction says something meaningful about cryptographic practice
now, independent of mathematical truth. A constructive statement along the
lines of “if you know how to break this signature scheme then you know how to
factor huge numbers” tells us that, right now, he who can do the one task can
already do the other. If it takes 100 years until anyone can factor huge numbers
then signature schemes that enjoy the constructive provable-security guarantee
are guaranteed to protect against forgeries for all those intervening years.

The human-ignorance approach can be used for cryptographic goals beyond
collision resistance. For example, one might assume of a blockcipher E: {0, 1}]C X
{0,1}" — {0,1}" that nobody can find distinct (K, X) and (K’, X’) such that
Ex(X)®X = Ex/(X')® X'. Unlike the ideal-cipher model, the assumption is
meaningful for a concretely instantiated blockcipher.

The topic of this paper is largely about language: how, exactly, to express
provable-security results. Some may interpret this to mean that the topic is
insignificant, being only an issue of language. But language is key. In a case like
this, language shapes our basic ideas, their development, and their utility.

In recent years, MD4-family hash functions (MD4, MD5, SHA-0, SHA-1,
RIPEMD) have suffered an onslaught of successful attacks. This paper pro-
vides no guidance in how to recognize or build unkeyed hash-functions for which
mankind will not find collisions. It only illustrates how, when you do have such a
hash function in hand, you can formulate the security of a higher-level protocol
that uses it, obtaining the usual benefits of provable-security cryptography.
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A The Traditional Definition of Collision Resistance

In this section we recall, for comparison, the traditional definition for a collision-
resistant hash function, as given by Damgard [7]. The notion is keyed (meaning
that the hash functions have an indezr) and asymptotic. Our wording and low-
level choices are basically from [27].

A collection of collision-free hash-functions is a set of maps {hx: K € I}

where Z C {0,1}" and hg: {0, 1}|K|+1 — {0, l}IKI and where:
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1. There is an EPT algorithm K that, on input 1™, outputs an n-bit string
K& K1) in 7.

2. There is an EPT algorithm H that, on input K € Z and X € {0, I}IKI'H,
computes H (K, X) = hg(X).

3. For any EPT adversary A, e(n) = Pr[K < K(17); (X, X') & A(K): X #
X" and Hg(X) = Hg(X’)] is negligible.

Above, EPT stands for expected polynomial time, and a function €(n) is negligible
if for every ¢ > 0 there exists an N such that ¢(n) < n~¢ for all n > N. For
simplicity, we assumed that the domain of each hx is {0, 1}|K|+1. This can be
relaxed in various ways.

B Hash-Then-Sign with a Keyed Hash-Function

In this section we provide a concrete-security treatment of the hash-then-sign
paradigm using a keyed hash-function instead of an unkeyed one. Our purpose is
to facilitate easy comparison between the keyed and unkeyed form of a theorem.

First we must modify our formalization of the hash-then-sign construction
to account for the differing syntax of a keyed and unkeyed hash function. Let
H: Kx{0,1}" — {0,1}" be a keyed hash-function. Let IT = (Gen, Sign, Verify)
be a signature scheme with message space of at least {0,1}". Define from these
the signature scheme ITH = (GenH7SignH, Vem’fyH) by saying that Gen'
samples K <~ K and (PK, SK) £ Gen and then outputs ((PK,K), (SK,K));
define Sz'gnfSKm (M) = Signgr(Hg(M)); and define Vem’fyﬁ;Km (M,0) =
Verify pg (Hix (M), o). The message space for IT* is {0,1}". We have reused the
notation IT7 and Sign™ and Verify™ because the “type” of the hash function H
makes unambiguous what construction is intended.

The proof of the following, little changed from Theorem [2] is omitted.

Theorem 6 (hash-then-sign, keyed, concrete, C0). Let H: K x {0,1}" —
{0,1}" be a keyed hash-function, let II = (Gen, Sign, Verify) be a signature
scheme with message space at least {0,1}", and let A be an adversary. Then
there exist adversaries B and C' such that

AdviE(B) + Advip (C) > AdVSE, (A).

Adversary B runs in time at most ta +tx +tu(€a) + tsign(nga) + c(fa +nga)
and asks at most g4 queries entailing at most £ + n bits. Adversary C' runs in
time at most ta +tgen +tx +ta(€a) + tsign(nga+n) +c(la +nga)lg(ga). The
value c is an absolute constant implicit in the proof of this theorem. &
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Abstract. Recent attacks on standardised hash functions such as SHA1 have
reawakened interest in design strategies based on techniques common in prov-
able security. In presenting the VSH hash function, a design based on RSA-like
modular exponentiation, the authors introduce VSH-DL, a design based on expo-
nentiation in DLP-based groups. In this article we explore a variant of VSH-DL
that is based on cyclotomic subgroups of finite fields; we show that one can trade-
off performance against bandwidth by using known techniques in such groups.
Further, we investigate a variant of VSH-DL based on elliptic curves and extract
a tighter reduction to the underlying DLP in comparison to the original VSH-DL
proposal.

Keywords: Hash Functions, Cyclotomic Subgroup, Collision Resistance.

1 Introduction

Hash function design. Hash functions can be considered, together with block ciphers,
to be the core primitives on which modern applied cryptography is based. The design
of block ciphers is guided by a fairly mature and well understood background, see for
example linear [14]] and differential [3] cryptanalysis and the wide-trail design strategy
of the AES [7]]. In contrast, standardised hash functions such as SHA1 are constructed
using somewhat ad-hoc techniques and they are essentially derived from the same fam-
ily. This fact has, in part, contributed to a number of recent collision attacks against
designs including SHAT [20421]].

Ideally, a hash function with output length n is a parameterised, deterministic func-
tion H : {0,1}* — {0,1}" that takes an arbitrary length bitstring and maps it to a
bitstring of length n. A good hash function satisfies several properties, the three most
important of which are stated informally below.

1st-Preimage resistance. Given arandom image = € {0, 1}", it should take time ~ 2"
to find m € {0, 1}* such that H(m) = x.

2nd-Preimage resistance. Given a ‘random’ m € {0, 1}*, it should take time ~ 2" to
find m’ € {0, 1}* such that H(m) = H(m') and m # m/.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 229-242] 2006.
(© Springer-Verlag Berlin Heidelberg 2006
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Collision resistance. It should take time ~ 2"/2 to find m,m’ € {0,1}* such that
H(m) = H(m'), yet m £ m’.

Since generic black box attacks are known that find collisions in time ~ 2"/2 or preim-
ages in time = 2", the above requirements are very strong. In many scenarios it suffices
to achieve a relaxed notion of collision resistance, in the sense that attackers who can
invest only time 2 cannot find collisions, where possibly the output length n is larger
than 2k. Thus, these hash functions might not strictly satisfy the standard security no-
tion, even though collision resistance may provably be linked to a well studied hard
problem, using the type of exact reduction also known from provable security. The
tightness of the reduction and our belief or current understanding of the hardness of
the underlying problem then lead to a parameter choice for which the resulting hash
function has the desired collision resistance.

Hash functions based on modular exponentiation. One of the first provably secure
collision resistant hash functions is based on exponentiation modulo an RSA modulus,
that is H(m) = 2™ mod N where m is the message, N is the RSA modulus and z is
some predefined value in Z%;. If m and m’ form a collision such that H(m) = H(m'),
then 2™ = 1 mod N which implies that (m — m’) is a multiple of the order of .
This order will necessarily be a divisor of ¢(V) and if certain conditions hold, knowing
any (nonzero) multiple of the order of z suffices to factor NV in deterministic polynomial
time. Note that there is no restriction on the length of m which means that there is no
need for Merkle-Damgard [[15/8] type constructions.

This scheme was recently extended by Contini et al. [6] who essentially propose to
use multi-exponentiation for the compression function instead of single exponentiation,
thus obtaining an improvement in performance by processing more message bits at the
same time. Let p; be the ¢-th prime number, for ¢ = 1,...,k, where the product of
the k primes should be smaller than the RSA modulus. A message m is then split up
into [ blocks M; of equal length and the hash is computed as the multi-exponentiation
H(m) = [[,p"* mod N. An additional requirement is that the total bitlength of the
message m is smaller than 2F.

One of the disadvantages of VSH is the need for a secret RSA-modulus N. Someone
who knows how to factor NV can construct collisions easily. A side-effect of this trap-
door against collision resistance is that the modified Cramer-Shoup signature scheme [6]
based on VSH does not provide non-repudiation as one might expect (cf. ‘Creating Col-
lisions’ [6} p. 171]). Another disadvantage is the relatively large output length, namely
the size of the RSA modulus. This means that to provide 80-bit security, one needs
to use a hash function outputting approximately 1024 bits, rather than the desired 160
bits needed to thwart generic birthday attacks. To address these problems, Contini et
al. mentioned the possibility of building VSH-DL, a hash function based on multi-
exponentiation in DLP-based groups allowing short representations, such as elliptic
curves or cyclotomic subgroups (allowing trace or torus-based methods). This design
extends the corpus of previous work on DLP based hash functions, see [[112] for example.

Computation in finite field extensions. The possibility to use finite fields with exten-
sion degree higher than one for public key cryptography has been known since the birth
of public-key cryptography. However, for a long time nobody paid much attention to
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the subject since it was unclear whether the higher extension degree would offer any
significant advantage over prime fields. It was not until Lenstra and Verheul showed
the potential of working in a smaller subgroup of a larger field using their trace-based
method called XTR [[13]] that interest increased.

Since then, Stam and Lenstra [19] showed how to efficiently work in the cyclo-
tomic subgroup of a degree six extension field (provided that the characteristic satisfies
a mild congruency relation), and Rubin and Silverberg [[16] showed how to compress
and decompress elements in this same subgroup using the theory of algebraic tori. The
method of Rubin and Silverberg, called CEILIDH, differs from XTR in that compres-
sion is injective allowing full and exact decompression (in XTR conjugates are mapped
to the same element). The downside of CEILIDH is that it is only a compression and
decompression mechanism: it does not support direct computation on the compressed
elements. Efficient arithmetic is still possible though, for instance by the method devel-
oped by Stam and Lenstra or the more involved hybrid methods by Granger et al. [10].

Main contributions. Since methods known from the study of arithmetic and schemes
using cyclotomic subgroups can provide computational efficiency and reduced band-
width due to their compression properties, it is a natural question to ask to what extent
they can be used to implement VSH-DL. To address this question, in this paper we in-
vestigate VSH-DL type schemes based on the cyclotomic subgroup of a sixth degree
extension field and on elliptic curves.

Such schemes provide natural efficiency in terms of bandwidth which leads to a
smaller hash-output without compromising security against collision attacks; through
an experimental implementation we reason that this benefit is balanced against de-
creased performance compared to the original VSH-DL proposal. We do not make any
claims about other security properties of our proposed hash functions, although it is
easy to see that finding preimages is at least as hard as finding a collision. Thus it is
possible to pick a (longer) output length of the hash function such that one also has the
desired level of security against these two attacks. We believe that in many applications
the level of security against collision attacks and preimage attacks can be set the same.
Because our hash functions essentially depend on n > 2k, it is not recommended to
truncate the output of the hash function (cf. [17]]).

The paper is organised as follows. After our introduction of VSH in Section 2 we
explore the possibility to base a hash function on a problem related to the discrete
logarithm problem in the cyclotomic subgroup of a sixth degree extension field in Sec-
tion[3] where we achieve a compression by a factor of three which represents a trade-off
against decreased performance versus the original VSH-DL under a similar assumption.
In Section 4] we discuss the possibility to use elliptic curves over prime fields. In that
case the collision resistance of the hash function can be based directly on ECDLP. Fi-
nally we present some experimental results and analysis in Section [3before concluding
in Section [6]

2 VSH and VSH-DL

Contini et al. [6]] define and analyse a hash function called Very Smooth Hash (VSH),
which is a multi-exponentiation generalisation of the well known RSA-based hash.
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They write down the multi-exponentiation as a square-and-repeated-multiply algorithm,
where they consider the processing of k bits (Step 5 in Algorithm [I] below) as a com-
pression primitive and view the full compression function as repeated application of
this compression primitive, which allows the computation of the hash function in a
streaming fashion. Recall that for 7 € Z~(, we let p; is the i-th prime number.

Algorithm 1. VSH compression function [6]].

Let N be an RSA modulus, let the block length k be the largest & for which Hle P <

N. The VSH compression function Hysg : {0, 1}<2k — Zy is defined as follows for
an /-bit message m consisting of bits m1,ma, . .., my, where £ < 2%,

1.  [Initialise] Setxg « 1, L « [il and j < 0.

2. [Padding] Set m; < 0 for /¢ < i < Lk.

3.  [Merkle-Damgéard Strengthening] Let / = Zle £;20=1 with ¢; € {0,1} be the
binary representation of the message length £. Set m gy, < ¢; for0 < i < k.

4. [Finished] If j = £ + 1 terminate with output z .

5. [Hash nextblock] Setz;; « z7 x 15, /™" (mod N).

6. [Increase j] Increase j by one. Go back to Step 4.

It is not too hard to see that if we define M; = Zf:o 2L—3 Mjk+i, taking into account the
padding and the strengthening, then the hash is computed as the multi-exponentiation
H(m) = [, p;"* mod N. In particular this means that one might be able to achieve
some speedups by using techniques known from the theory of addition chains.

Contini et al. mention precomputing products of primes: indeed, if k£ primes (or
bases) are given and a small positive integer b divides k, we can partition the bases
in k /b sets of b primes each and for each set precompute all 2° products of the different
primes in that set. During the actual hashing bits are processed in chunks of b bits so that
only k/b multiplications will be needed to process k bits of message (this is essentially
a simplified version of Pippenger’s algorithm). Contini et al. observe that instead of
using precomputed products of primes for chunks of bits, one can also use fresh primes
instead. Although this leads to a different hash function, called Fast VSH, it is based on
the same hardness assumption as standard VSH but, as the name suggests, considerably
faster (also compared to VSH with precomputation). A full description can be found in
Appendix[Al

The collision resistance of VSH can be reduced to the VSSR problem.

Definition 2. (VSSR: Very Smooth number nontrivial modular Square Root [16| Def. 3])
Let N be the product of two unknown primes of approximately the same size and let
k < (log N)°. VSSR is the following problem: Given N, find x € 7% such that x* =

[1;_ p{* and at least one of e, . . ., ey, is odd.

Contini et al. note that, given the existing known factoring algorithms, it seems as hard
to solve the VSSR problem as it is to factor NV (though they base their analysis on a
more conservative relation). They also define a discrete log analogue to VSSR leading
to VSH-DL. An important advantage of VSH-DL over VSH is the lack of a trapdoor.
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Definition 3. (VSDL: Very Smooth number Discrete Log [l6l Def. 4]) Let p, q be primes
withp = 2q + 1 and let k < (logp)¢. VSDL is the following problem: given p, find in-
tegers e1, e, . . ., ey such that 21 = Hf:pri mod p with |e;| < qfori=1,2,...k,
and at least one of e1, es, . . ., ey, is non-zero (where p; is to be understood to be the i-th
prime number).

Algorithm 4. VSH-DL compression function.

Let p be an S-bit prime of form 2¢ + 1 for prime g, let k£ be a fixed integer length,
typically k& ~ S/ log S. The VSH-DL compression function Hpy, : {0,1}<(5=2%
Z,, is defined as follows for an (-bit message m consisting of bits my, ma, . .., my, with
L < (S —2)k.

1. [Initialise] Setzo < 1, £« [£]and j < 0.

2. [Padding] Set m; < 0 for /¢ < i < Lk.

3.  [Merkle-Damgéard Strengthening] Let / = Zle £;20=1 with ¢; € {0, 1} be the
binary representation of the message length £. Set m gy, < £; for0 < i < k.

4. [Finished] If j = £ + 1 terminate with output z 1.

[Hash next block] Set zj;1 «— 22 x [}_, p/”*** (mod p).

[Increase j] Increase j by one. Go back to Step 4.

S

3 A Cyclotomic Subgroup Variant of VSH-DL

We begin with a brief overview of the mathematics underlying CEILIDH and XTR. This
overview is specifically tailored to our needs, for a more general introduction see [9]
and the references contained therein.

Let p be a prime and let F;, denote a finite field of order p and Fps a sixth degree
extension thereof. The multiplicative group F s is cyclic of order p® — 1, which factors
as (p>—p+1)(p?>+p+1)(p+1)(p—1). Let G be the unique subgroup of order p* —p+1
in IF;G. We call G the cyclotomic subgroup of IF;G. Alternatively, it can be regarded as a
specific algebraic torus of dimension 2 over IF,. It is argued [12] that the computational
complexity of the discrete logarithm problem in ]F;E, resides in this subgroup G of order
p? — p + 1, since the subgroups of order dividing (p?> +p + 1)(p + 1)(p — 1) can be
efficiently embedded in proper subfields of s, thus allowing to run a sub-exponential
algorithm in the smaller field.

Using a standard representation in IF ;¢ consumes ~ 6 log p bits which seems wasteful
given that there are only ~ p? elements in G. This problem can be solved using either
XTR [13] or CEILIDH [16]. With XTR, the trace map

4 2
Tr:Fpe = Fp:x—af +2P +o

is used to compress an element in G to an element in 2. This map is not injective;
since conjugates over [F,> map to the same value in IF 2 it is essentially 3-to-1. One of
the significant advantages of XTR is that it is possible to work directly with compressed
elements when performing an exponentiation. Unfortunately, this method does not gen-
eralise very well to multi-exponentiation on more than two bases which makes XTR
unsuitable for direct use in a VSH-DL variant.
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CEILIDH is an alternative to XTR that offers only compression; that is, one cannot
compute directly with compressed elements. Formally, CEILIDH is a bijection between
G\{a} and (F,)?\V(f), where a is some particular element of G and V' (f) is a well-
defined subset of (IF,,)? (the notation V' (f) stems from the fact that it is a variety defined
by a single polynomial). It is straightforward to extend CEILIDH into an injection from
G to (Fp)?2. Clearly, given any collision-resistant hash function, applying an injection to
the result is not going to reduce its collision resistance.

One of the advantages of VSH-DL as described by Contini et al. is its use of small
elements p;. When we work directly with elements in G, there do not seem to be ele-
ments that are as efficient to work with. Since each group element is represented by six
base field elements and the order of the group is p> — p + 1 one can prescribe at most
two base field elements to be small, the other four will follow and be of normal size.
However, an alternative presents itself by not working with elements in G, but rather
elements in the full field IF,,6 and only map to G at the very end through powering by
(p® — 1)(p + 1), i.e. the cofactor of G in 7). Thus our hash function will be

Ceilidh (T nM)@* - +1))

for suitably chosen h; € Fle.

In the following we will motivate this approach by showing that, when the elements
h; are chosen uniformly at random and then somehow replaced by a smaller sibling
in the same coset (under exponentiation with the cofactor of G), the hash function is
collision-resistant if the discrete logarithm problem in (a subgroup of) G is hard. Thus,
contrary to the original VSH-DL, we reduce from a standard discrete logarithm as-
sumption. Our proof uses a slightly more general notation than as above. We note that
the order of G itself need not be prime, although to provide collision resistance the
size of G’s largest DLP-hard subgroup of prime order will be relevant for determining
the maximal allowable message length. Our reduction is similar to that of Bellare and
Micciancio [2], but tighter because we reduce from the DLP in a prime order subgroup.

Definition 5. (DLP) Let G, be a finite cyclic group of known prime order q and with
generator f. The discrete logarithm problem in G is to find, given y drawn uniformly
at random from Gg, the unique value 0 < x < q such that y = f*.

Definition 6. (k-modified DLP) Let H be a finite cyclic group with generator h. Let G
be a subgroup of H with generator g = hIN/ICl. Let o : H — H be a map such that
(b)) RIS = (n))MI/ICI for all h; € H. The k-modified discrete logarithm problem
Jor (H, G, %) is to find, given h; drawn uniformly at random from H fori =1,... .k, a
nonzero solution (e1, . . ., ex) € [0,q)F of

k

(H ¢(hi)ei)|H|/|G| -1

i=1

Theorem 7. Assume q divides |G|, but ¢ does not divide |H| and that k > 1. An
attacker that solves the k-modified discrete logarithm problem for (H, G, ) in time t
with probability € can be used to solve the discrete logarithm problem in G; C G in
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time t + t' with probability ¢ — 1/q, where t' is essentially the time to perform a k-fold
double exponentiation in H.

Proof: Giveny € Gg, we need to find = such that f* = y with the help of an attacker
that solves the k-modified discrete logarithm problem. Let by = y% h% fori = 1,...,k,
where the a; and b; are drawn uniform at random from [0, |H|). As a result the h; are
distributed uniformly as expected by the k-modified DLP attacker, so on input of these
h; the attacker will, with probability ¢, return (eq, . . ., ex) such that

k
([T vt heeyHriel = 1
i=1

hence
gXimiaier — oy =(HI/IGN i beer |

Note that y = f* for some (yet unkown) value of 0 < = < ¢ and that, w.l.o.g.,
f = g!®l/4. Since g is a generator of |G|, this implies that

k k
Zaiei = —m(|H|/q)Zbiei mod |G|
i=1

i=1
and because ¢ divides |G| also

k

k
Zaiei = —z(|H|/q) Zbiei mod q .
i=1

=1

Now we can compute z if (|H|/q) Zle bie; # 0mod q. Since ¢* does not divide
[H|, we know that |H|/q is invertible modulo ¢, so we need to show that Zle bie; #
0 mod ¢ with probability at most 1/q.

Because, given any h; € H and 0 < b; < g, there is exactly one a; such that
h; = h®y®, it follows that the adversary given the h; has no Shannon information on
b; when announcing the e;. Consequently, unless all e; are congruent to 0 modulo ¢
(which is not allowed by the restrictions on the e;), Zle b;e; is uniformly randomly
distributed modulo ¢, so the probability of it being 0 mod ¢ is 1/q.

Q.E.D.

Algorithm 8. Modified VSH-DL compression function.

Let H be a finite cyclic group of known, factored order and generator h. Let G be a
subgroup of H with generator g = h!HI/ICl Let ¢ be a prime dividing |G| but not [H|/q.
Let 1) : H — H be a map such that ¢ (h;)I"I/I6l = (h;)RI/IGl for all h; € H. Let
Compress : G — R be an efficiently computable injection. Let k be a fixed integer
length such that (|log, ¢ — 1)k < 2*. The modified VSH-DL compression function
Harpr : {0,1}=Hog2 al=1F _, R s defined for an (-bit message m consisting of bits
my, ma,...,mg with £ < (|log, ¢ — 1)k as follows.
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1. [Initialise] Setzo < 1, £« []and j < 0.
[Padding] Set m; < 0 for ¢ < i < Lk.
3. [Merkle-Damgard Strengthening] Let £ = 3% | ,2¢~1 with £; € {0, 1} be the
binary representation of the message length ¢. Set mpgy; <« £; for0 < i < k.
[HI/1G|
xp .

i

4.  [Finished?] If j = £ + 1 terminate with output Compress(
[Hash next block] Set ;41 «— m? X Hle P(hy) Mk,
6. [Increase j] Increase j by one. Go back to Step 4.

n

For completeness, we note that the collision resistance of the hash function above can
be related to k-modified DLP by observing that the (implicit) map turning messages into
the relevant exponents for h; is injective on its domain (this is the reason for the length
restrictions on the message).

As mentioned before, we will instantiate Algorithm [§] with H = IF;G and G a sub-
group of order p? — p + 1 which has cofactor (p® — 1)(p + 1). Moreover for Compress
we will substitute Ceilidh. For efficient field arithmetic we restrict ourselves to p =
2 mod 9. In this case p will generate Z§ and ®g(x) = 2°® + 23 + 1 is irreducible in F,,.
Hence if 7 is a root of @g(x) (i.e., a ninth root of unity), then (y,~2,73,v%,~7°,7°) is
a basis for the extension field F,,s = IF},[y]. The arithmetic based on this extension also
lies at the basis of the fast implementation [[10] of XTR and CEILIDH.

Leta = Z?:o ajy’*1 € F,e. We are interested in finding a small representation
¥ (a) of a such that multiplication of an arbitrary field element by ¢)(a) will be relatively
cheap. We do this implicitly. Instead of giving a straightforward definition of v» we show
how to sample efficiently and (almost) uniformly from ¢ (F; ). This is done by ensuring

that w(IF;‘)G ) (*=1)(p+1) gives rise to the (almost) uniform distribution over G.
We sample from ¢(]F;6) as follows. Draw ag and as uniformly and independently

at random from F,,. Let ¢)(a) = agy + 72 + as7°. That this works follows from the
following observation:

Lemma 9. The map ' : F2 — G defined by ' (ao, as) = (aoy+72+a5y8) @ -DE+1)
has a range of at least p* /3 elements.

Proof: To prove the statement we will upper bound the number of collisions, that is, sets
of distinct pairs (ag, as) and (bg, bs) such that ¢’ (ag, as) = ¥’(bo, bs). Equivalently,
we are counting the sets a and b of prescribed form a = agy + 2 + a5y and b =
boy + 72 + bsy® such that o’ ~D@P+D) — p(P*~D(P+1) The latter equation can be
rewritten as (a? b)P*1 — (ab?”)P+1) = 0. This can be computed algebraically, giving
rise to initially six equations (one for each coordinate), but that can be simplified to

(ao — bo)(]. + apby + a5b5) =0
(a5 —bs + 2((10 — bo) + agbs — a5b0)(1 + agbg + a5b5) =0

plus a third condition. Simultaneously satisfying the above two equations can only be
done if either (ag, as) = (bg, bs) orif (14+agbg+asbs) = 0. Unless (bo, bs) = (0,0) the
latter solution allows us substitution of either ag or as in the third and final equation to
be satisfied (and note that only (0, 0) is in the preimage of ¢(0, 0)). This third equation
will then yield a quadratic equation in either ag or as that is only degenerate (i.e. equal
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to zero) if both by = 0 and b5 = 0. Since a quadratic equation over a finite field has
at most two solutions, we have shown that any preimage of 1)’ has cardinality at most
three, from which the claim follows. Q.E.D.

One can improve performance considerably by picking small ag and as. The caveat is
that the security is no longer directly related to a clean DLP assumption. Our choice
will be to set (a5); equal to 1 and let (ag); depend on 4, i.e. simply range through a
number of a( values that are easy to multiply with. In particular, we use (ag); = ¢ + 1
for a given 3.

For completeness we note that the preimage under ¢’ of 1 € G in this case is re-
stricted to ap = 0 or ap = 1, which can be seen by using that a@* =D+ = 1 g equiv-
alent to a(P*+P+D(P+1) ¢ F*. Moreover, if a = agy + 72 +7° and b = byy + 7> +15,
then a®’*~D®+1) = p(®*~D(@+1) iff g = b or a, b are in the preimage of 1.

Thus we are insured that as long as we pick the a¢ distinct and unequal to O or 1 our
system is not obviously flawed and there is no reason to assume that the choice of our
¥ (h;) is weak. The resulting hash function can be proven secure assuming that solving
the following, admittedly tailor-made, problem is hard:

Definition 10. (Small Element DLP) Let p be a prime congruent to 2 mod 9 such that
p? — p 4 1 has at least one big prime factor q. Let v be a ninth-root of unity and let
hi=(G+1D)y++92+45 € s fori=1,..., k. The small element discrete logarithm
problem is to find, given p, a nonzero solution (ey, . .., ex) € [0,q)" of

k

([T waye)@ et =1,

i=1

4 An Elliptic Curve Variant of VSH-DL

Since their introduction to cryptography by Koblitz and Miller, elliptic curves have
become ever more popular as a replacement for finite fields to base DLP-based schemes
on. This is mainly due to the fact that there is no known algorithm to solve the DLP on
a general elliptic curve faster than the generic Pollard-p method. This allows one to use
curves with group sizes quadratic in the security one wishes to offer.

An immediate result of this is that to obtain 2* bit security against collision-finding,
one can actually use a hash function based on VSH-DL that outputs just over 2k bits
(by using affine representation and standard point compression, where the Y -coordinate
is replaced by a single bit to resolve any square root ambiguity). Moreover, the com-
putations are relatively fast. In this article we concentrate on curves over prime fields,
though similar results are expected to hold for curves over binary or ternary fields.

An elliptic curve over a prime field [F}, with p > 3 can be represented using the short
Weierstrass form

Y2 = X3+ ayX + ag

where it is common to use a4y = —3, for example in the NIST standard curves, in
order to extract some performance benefits. The set of points (X,Y) € IFZ% satisfying
the equation above together with a point at infinity form an abelian group under the
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addition operation also known as the chord-tangent process. The point at infinity serves
as group identity and the negation of a point (X,Y") is (X, —Y).

Optimising elliptic curve arithmetic has been the focus of a large number of articles.
Excellent overviews are given by Brown et al.[5] and Hankerson et al.[L1]]. One of the
most efficient methods is the use of mixed coordinates, where the fixed multiplicands
are kept in affine representation but where computations are done using the Jacobian
representation. Point doubling with the Jacobian representation costs 4 field multiplica-
tions and 4 field squarings. Adding an affinely represented point to a point in Jacobian
representation costs 8§ field multiplications and 3 field squarings. The result again is in
the Jacobian representation.

One could consider the use of small points P;. However, it seems that only one of
the coordinates of P; can be picked small, since the other coordinate typically follows
from the curve equation (indeed, if a4 = —3 and ag has full size, it is impossible for
both the X and the Y'-coordinate of a point on the curve to be small). It is easy to see
from [11, Algorithm 3.22] that both coordinates are used only once during the point
addition, so picking small P;’s will reduce the cost of a point addition by at most one
field multiplication.

A possible solution to this problem is the use of a Montgomery representation. Re-
cently Brown [4] showed how to perform a multi-exponentiation efficiently in this
setting.

5 Experimental Results

Strategy. The crucial operation in the implementation of VSH is

k
2 MG k41
Tjp1  T; | Ipi g (mod n).
i=1

This product can be computed in several ways by reshuffling the order in which the
multiplications take place. One option is to start with xf and then multiply by the rele-
vant p; terms one by one, reducing each time. The option recommended by Contini et

al. is to first compute the product

k
_ Mj-k+1
P=11
i=1

and then multiply by x? Due to the choice of parameters, the product P will be smaller
than the modulus N when computed over the integers, so modular reductions are not
necessary. VSH relies on this feature of the p;, or small element values to enable the
construction of high performance implementations. It also acts as the bottleneck for
our compressed VSH-DL variants. Specifically, it is much harder to reason about how
one would delay reductions in either the cyclotomic subgroup or elliptic curve cases:
although one can attempt to construct some notion of small elements, it is difficult to
imagine how performing computation with such elements will be as efficient as in the
original VSH case.
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Table 1. A comparison between the original VSH design and three variants of VSH-DL. Results
are given in clock cycles per byte of input.

slow fast b = 2 fast b = 4 fastb =8
SHA1-160 26.29 (or 16.89 with SIMD)
VSH 632.36  622.11 370.37 277.60
VSH-DL-A 715.71 676.04 382.68 274.75
VSH-DL-B 5507.54 6244.37 3126.34 1338.18
VSH-DL-C 16080.26 11777.89 7542.05 4105.31

Results. In order to evaluate the relative performance characteristics of our VSH-DL
designs versus the original proposal by Contini et al. [6], we produced some experi-
mental results using an implementation in C. Our platform for these experiments was
a 2.8Ghz Intel Pentium 4; we used GCC 4.0.1 to compile our implementation which
relied on NTL [18]] for the underlying arithmetic. We produced an implementation of
the original VSH scheme and three variants of the VSH-DL scheme as detailed below:

VSH. The original VSH scheme operates modulo an RSA number N = pq for primes
p and g. The parameters p and g were selected such that log, (N) = 1024.

VSH-DL-A. The first variant represents the original VSH-DL scheme of Contini et al.
by working in the group of integers modulo a prime p such that p = 2¢ + 1 for
some prime ¢. The parameters p and ¢ were selected such that log,(p) = 1152.

VSH-DL-5. The second variant represents the cyclotomic subgroup based VSH-DL
design as described in Section3l It works in a group G which is a subgroup of ]F;G.
The parameter p was selected such that log, (p) = 192. In this implementation we
were careful to use delayed reduction techniques to improve arithmetic in G, and to
construct a dedicated multiplication function for multiplication by small elements
which have a special, sparse form.

VSH-DL-C. The final variant represents the elliptic curve based VSH-DL design as
described in Section[l It works in a prime subgroup of a curve E(F,,). The param-
eter p was selected such that log, (p) = 192. We considered only random curves of
the form

E:Y?*=X?-3X +as

such that special reduction techniques such as those for Mersenne primes were not
available; one might expect an incremental improvement in performance by using
such a parameterisation. We used Jacobian projective coordinates and a mixed-
addition strategy as is common in many point multiplication methods. The form of
arithmetic on the curve meant that a dedicated point addition function for addition
of small elements did not give any significant benefit.

For each variant, our parameter selection is such that the security of the resulting hash
functions is roughly equal. However, we make no attempt to to select values of & that
are sensible for the different variants; we use k£ = 131 in all cases. The results in Table[I]
detail the performance of our variants; the figures quoted are clock cycles per byte of
input measured using the r dt sc instruction. They do not include the cost of initialising
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the hash function, for example pre-computation of any tables of small elements. We
include results, following the nomenclature of Contini et al., for both slow and fast
versions: the fast version blocks the input and uses some pre-computation to improve
performance.

Analysis. Even considering incremental performance improvements by using, for ex-
ample, Mersenne primes in the elliptic curve case, our VSH-DL variants perform at
least an order or magnitude worse than either the original VSH or VSH-DL proposals
by Contini et al. In this respect, their worth in terms of pure performance is untenable.
This is exacerbated when one considers that hardware acceleration for modular multi-
plication as used in VSH is commonplace as a result of use in RSA; one might expect
significant performance improvements in a practical setting as a result.

However, one area of advantage which our cyclotomic subgroup variant of VSH-DL
gives is memory footprint. That is, the computation of small field elements is essentially
free in comparison with the computation of the small primes used in VSH. For the
figures in [6][Section 5] one can see that VSH pays a hefty price in terms of memory
real-estate to achieve the levels of performance indicated in our results. Although the
performance is lower, our cyclotomic subgroup variant of VSH-DL requires far less
memory.

A more subtle issue is the selection of the k parameter. By increasing %k, which
roughly speaking is the block size of the hash function, one can decrease the num-
ber of squaring operations in the compression function; the number of multiplications
stays the same. The choice of k for VSH is motivated by the need to avoid modular
reductions in computing the product P from above. In our schemes we have already
highlighted the fact that it is not easy to avoid such reductions; as such we can be more
flexible in our choice of k.

6 Conclusion

In this article we have examined in depth the possibility to base VSH-DL on either
cyclotomic subgroups of finite fields of extension degree six or on elliptic curves of
large prime characteristic. We concluded that for cyclotomic subgroups using CEILIDH
we can get a hash function that is about an order of magnitude slower than the original
VSH-DL proposal, secure under a slightly different assumption (due to an inevitable
redefining of what constitutes a small element), but has a compression factor that is
three times as high. Using elliptic curves, we derive a hash function that is significantly
slower than the original VSH-DL proposal, but whose compression factor is six times as
high and its security can be directly linked to that of the standard ECDLP. In both cases
the poor performance is balanced by a potential saving in terms of memory footprint.

We reiterate that our main concern was provable collision resistance under a discrete
logarithm-like assumption. Like VSH and VSH-DL on which our constructions are
based, our scheme provides only collision resistance and may not be suitable to replace
a random oracle in all situations.
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A Fast VSH

Recall that for ¢ € Z~(, we let p; be the i-th prime number. Let N be an RSA mod-
ulus, let k& be the block length and let b be the chunking factor. To avoid intermediate
reductions, one should ensure that Hle P2v—1)i < N. Note that the Merkle-Damgard
strengthening listed below might allow collisions on messages of length greater than
2% but for reasonable parameter choices of b and k this will not be an issue.

Algorithm 11. VSH compression function [6].

The VSH compression function Hy gg : {0,1}* — Z} is defined as follows for an
{-bit message m consisting of bits mq, mo, ..., my.

1.  [Padding] Set £ « [/} ] and m; « O for ¢ < i < Lbk.

2. [Radix Conversion] Set M; = Z o M (i— 1)+J+12J for0 < i <k.

3. [Merkle-Damgard Strengthening] Let £ = S°F | £,20-Db with ¢; € {0,20 — 1}
be the 2°-ary representation of the message length £. Set My ; « £; for 0 <
1<k

4. [Initialise Loop] Set zg «— 1 and j < O.

5. [Padding] Set m; < 0 for ¢ < i < Lbk.

6. [Finished] If j = £ + 1 terminate with output 1.

7. [Prepare product] Set P «— Hle Pai+(i—1)(2>—1) skipping those ¢ for which
M—-1=0.

8.  [Hash nextblock] Setz;; « 23 x P (mod N).

9. [Increase j] Increase j by one. Go back to Step 6.
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Abstract. Wang et al. have proposed collision attacks for various hash
functions. Their approach is to first construct a differential path, and
then determine the conditions (sufficient conditions) that maintain the
differential path. If a message that satisfies all sufficient conditions is
found, a collision can be generated. Therefore, in order to apply the
attack of Wang et al., we need techniques for constructing differential
paths and for determining sufficient conditions.

In this paper, we propose the “SC algorithm”, an algorithm that can
automatically determine the sufficient conditions. The input of the SC
algorithm is a differential path, that is, all message differentials and dif-
ferentials of the chaining variables. The SC algorithm then outputs the
sufficient conditions. The computation time of the SC algorithm is within
few seconds. In applying the method of Wang et al. to MD5, there are 3
types of sufficient conditions: conditions for controlling the carry length
when differentials appear in the chaining variables, conditions for con-
trolling the output differentials of the Boolean function when the input
variables of the function have differentials and conditions for control-
ling the relationship between the carry effect and left rotation operation.
Sufficient conditions for SHA-1, SHA-0 and MD4 consist of only Type 1
and Type 2. Type 3 is unique to MD5. The SC algorithm can construct
Type 1 and Type 2 conditions; we use the method of Liang et al. to
construct Type 3 conditions.

The complexity of the collision attack depends on the number of suffi-
cient conditions needed. The SC algorithm constructs the fewest possible
sufficient conditions. To check the feasibility of the SC algorithm, we ap-
ply it to the differential path of MD5 given by Wang et al. It is shown
to yield 12 fewer conditions than the latest work on MD5. The SC al-
gorithm is applicable to the MD-family and the SHA-family. This paper
focuses on the sufficient conditions of MD5, but only as an example.
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cient Condition.
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1 Introduction

MD4, MD5, SHA-0 and SHA-1 are hash functions that are in wide use [GI7I4l5].
Since the operations of these hash functions are light, they can be calculated
quickly. A hash function H(-) must hold the following 3 properties:

Pre-image Resistance. When y is given, it must be difficult to find M s.t.
H(M)=y.

Second Pre-image Resistance. When M is given, it must be difficult to find
M'st. HM)=H(M') and M # M’'.

Collision Resistance. It must be difficult to find M, M’ s.t. H(M) = H(M')
and M # M’

Collision Resistance is more difficult to keep than any other property. This paper
uses the term Collision Attack to refer to attacks that break Collision Resistance.
Since many collision attacks have been proposed recently, more attention has
been paid to the analysis of collision attacks.

Wang et al. proposed collision attacks against various hash functions such
as MD5 and SHA-1 [9TOTTII2/T3]. We can say that their method is a form of
differential attack. Since hash functions perform only numerical addition on the
input message, Wang et al. used numerical subtraction as the differential. On
the other hand, chaining variables are used for calculating not only numerical
addition but also Boolean functions. Therefore, Wang et al. used both numer-
ical subtraction and XOR to express the differentials of chaining variables. In
this paper, we call the differentials of numerical subtraction “numerical differ-
entials” and the differentials of XOR “bit differentials”. The method of Wang
et al. can be divided into 2 phases: pre-computation and collision search. In the
pre-computation phase, a differential path is constructed and the conditions for
maintaining the differential path are determined. In this paper, we call these con-
ditions “sufficient conditions”. The sufficient conditions are constructed to suit
the differential path. In the collision search phase, they, together with message
modification, enable a message that satisfies all sufficient conditions to be effi-
ciently found. If such a message is found, a collision can be generated. Therefore,
in order to apply the attack of Wang et al., we need the following 2 techniques:

1. method of constructing a differential path that can lead to a collision,
2. method of determining the sufficient conditions.

To ensure practicality, these techniques should be automated. This would allow
many differential paths that have high probability in terms of generating collision
to be automatically constructed by technique #1, and the sufficient conditions of
those differential paths to be automatically constructed by technique #2. These
techniques also should minimize the number of conditions since the complexity
of the collision attack depends on the number of sufficient conditions.

The paper of Wang et al. describes a differential path and the sufficient con-
ditions for maintaining the path. Unfortunately, they did not explain how to
construct the sufficient conditions. Furthermore, there was no guarantee that the
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proposed sufficient conditions were correct. Many researchers have attempted to
rectify these omissions. P. Hawkes, M. Paddon and G. G. Rose analyzed how
sufficient conditions worked to generate a collision [2], J. Black, M. Cochran
and T. Highland studied how to determine the message differential of MD5 [IJ.
However, these papers did not describe an algorithm for determining the suf-
ficient conditions. M. Schlaffer and E. Oswald analyzed how to construct the
differential path and the sufficient conditions, but only for MD4 [8]. These anal-
yses targeted specific hash functions, MD4 or MD5. Therefore, it is unknown
whether these analyses can be applied to the SHA-family. In this paper, we
propose an algorithm that can automatically determine the sufficient conditions
when a differential path is given. For any given differential path, the correspond-
ing sufficient condition sets are not unique. Our algorithm determines the fewest
possible sufficient conditions in order to reduce attack complexity. This algo-
rithm is applicable to the SHA-family and the MD-family. In this paper, we
explain how to determine the sufficient conditions of MD5 as an example.

Outline of Constructing Sufficient Condition Algorithm. The input of
our algorithm is a differential path, that is, all message differentials and the
differentials of chaining variables. Our algorithm then outputs the sufficient con-
ditions. In this paper, we call this algorithm “The SC algorithm”. In the attack
of Wang et al. for MD5, there are 3 types of sufficient conditions.

Type 1: Conditions for controlling the carry length when differentials appear
in the chaining variables

Type 2: Conditions for controlling the output differentials of the Boolean func-
tion when input variables of the function have differentials

Type 3: Conditions for controlling the relationship between the carry effect and
left rotation operation

Sufficient conditions for SHA-1, SHA-0 and MD4 consist of only Type 1 and
Type 2. Type 3 is unique to MD5. The SC algorithm can construct Type 1 and
Type 2 conditions, so all sufficient conditions for SHA-1, SHA-0 and MD4 can be
constructed. However, the SC algorithm cannot, by itself, construct all sufficient
conditions for MD5. Although Wang et al. did not describe Type 3 conditions,
other research groups have. J. Yajima and T. Shimoyama experimentally found
conditions for rotation and carry [14]. J. Liang and X. Lai proposed a method
of constructing conditions for rotation and carry, and described the construction
of all Type 3 conditions [3].

We need to construct conditions for controlling the carry length for all dif-
ferentials in the chaining variables. For example, when a chaining variable has
a differential of 4+2¢, the number of bits that are changed by the differential is
dependent on the value of the chaining variable. If the value of the chaining
variable in bit position ¢ + 1 is 0, it is changed into 1 by the differential, and
the other bits remain unchanged. However, if the value of the chaining variable
in bit position 7 + 1 is 1, a carry is triggered in bit position ¢ + 1 and the value
in bit position i + 2 is also changed. Therefore, if we want to stop the carry, we
must fix the value in bit position i + 1 to 0 by setting a sufficient condition. If
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we need to trigger a carry, we must fix the value in bit position ¢ + 1 to 1. If
the carry is long, the number of bit differentials used to calculate the Boolean
function becomes big. Therefore, the number of sufficient conditions for control-
ling the Boolean function increases. The SC algorithm minimizes the sufficient
conditions, therefore, the number of bit differentials triggered by a carry must be
as small as possible. The SC algorithm, first, sets differentials to prevent carries.
If it needs to expand a carry, the SC algorithm tries to make carry length as
short as possible.

Conditions for controlling the output differentials of the Boolean function are
constructed by bit differentials of input variables of the function. For each bit
differential of an input variables we decide whether it should be reflected in the
output. The following situation is considered as an example.

- Boolean function ¢ is defined as ¢(x,y,2) = (x Ay) V (—z A z.
- The chaining variable z has a differential in bit position 7.

In this example, if the value of x in bit position ¢ is 0, the value of ¢ becomes
?(0,y,2) = (0 Ay) V(LA 2) = z. Therefore, the output of the ¢ has the same
differential as z in bit position 7. On the other hand, if the value of x in bit
position i is 1, the value of ¢ becomes ¢(1,y,2) = (1Ay)V (0Az) = y. Therefore,
the output of ¢ doesn’t have a differential.

To check the feasibility of the proposed algorithm, we applied it to the differ-
ential path of MD5 given by Wang et al. [I1]. The latest result on the sufficient
conditions of the path of Wang et al. was provided by Liang et al. [3]. Although
Liang et al. pointed out and corrected some mistakes of the original sufficient
conditions of Wang et al., we newly found that the corrected conditions described
by Liang et al. still contained unnecessary conditions. Since collision attack com-
plexity depends on the number of sufficient conditions, the SC algorithm yields
a more efficient attack. Our sufficient conditions are used to generate an actual
collision.

Section 2 explains the structure of the hash functions and notations used in
this paper. Section 3 introduces our algorithm for constructing sufficient condi-
tions. This is the main content of this paper. In Section 4, we explain the results
of applying the proposed algorithm to the differential path of MD5 given by
Wang et al. In Section 5, we explain the application of the proposed algorithm
to other hash functions such as MD4, SHA-0, SHA-1. Finally, we summarize this

paper.

2 Preliminaries

2.1 Description of Hash Functions: The MD-Family and the
SHA-Family

All hash functions attacked by Wang et al. have the Merkle-Damgard structure.
They calculate the hash value by repeatedly calculating a compression function.

! This Boolean function is used in the first round of MD4, MD5, SHA-0 and SHA-1.
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In MD4,MD5,SHA-0 and SHA-1, the input message is padded to yield a multiple
of 512 bits. Since the padding procedure is not related to the collision attack, we
omit an explanation of the padding procedure. Padded message M is divided into
512-bit messages (M = My, Ma,--- , M, |M;| = 512). These divided messages
are input to the compression function.

h1=compress(Mi, IV)— ha=compress(Ma, h1) — - - - — hn =compress(Mn, hn—1)
H(M) = hy,

In the above expression, IV is a constant defined by the specification of the
compression function. In this paper, we call the calculation performed in a single
run of the compression function “1 block”.

We next explain the structure of the compression function. Although the com-
pression function depends on the hash function, MD4,MD5,SHA-0 and SHA-1
share many similar structures. All calculations in these hash functions are 32-bit.
In this paper, we exclude the description of “mod 232”. A message input to com-
pression function M; is divided into 32 bit messages (M; = mg, m1, - ,m15). In
SHA-0 and SHA-1, myg to mrg are calculated by message expansion. However,
since the proposed algorithm assumes that message differentials after message
expansion are given, we omit details of message expansion. The chaining vari-
ables are updated by a certain calculation. In this paper, we call the calculation
for updating the chaining variables 1 time the “Step Function”. We use the
notation @; to describe the chaining variable calculated in the i-th step. The
step function also differs depending on the hash function used. Since we focus
on MD5 in this paper, we explain the step function of MD5. In MD5, the step
function is repeated 64 times. Chaining variables Q;,0 < i < 63 are calculated
as follows:

Qi=Qi—1+ (Qi—a +d(Qi—1,Qi—2,Qi—3) + m; +1;) K j

Here, t; is a constant defined in each step, < j denotes left rotation by j bits.
m; is a message. Q_1,Q_2,Q_3 and Q_4 are the initial values defined by the
specification of MD5. Steps 0-15 are called the first round. Steps 16-31, 32-47 and
48-63 are the second, third and fourth rounds, respectively. ¢(Q;—1,Qi—2, Qi—3)
is a Boolean function defined in each round. Details are as follows:

1st round: (X, Y, Z) = (X AY)V (X A Z)
2nd round: ¢(X,Y, Z2) = (X ANZ)V (Y AN=Z)
3rd round: ¢(X,Y, Z) =X pY @ Z

4th round: ¢(X,Y,Z) = (X V-2)DY

At the last, the compression function outputs (Q—4+ Qgo)|[(Q -3+ Qe1)|[(Q—2+
Qe2)[(Q-1 + Qs3)-
2.2 List of Notations

In this section, we define the notations used in this paper.
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- m;,0 < i < 63 denotes a message used in step .
- Q;,0 <i < 63 denotes a chaining variable calculated in step i. Q;, —4 < i <
—1 are the initial values.

Qi=Qi—1+ (Qi—a +d(Qi—1,Qi—2,Qi—3) + m; +1;) K j

- ¢i,0 < i < 63 denotes a Boolean function used in step q.

- 2;5,0 <1 <63,1 <5 <32 (xis one of m,Q, ¢) denotes a value of x in the
bit position j in step 1.

- Az (z is one of m,Q,®) denotes the differentials of z. Regarding m;, ¢;,
we consider only numerical differentials since they are used only to calcu-
late addition. We describe numerical differential by using the exponentiation
of 2.

- Qi[£7] denotes the bit differentials of @Q;. Regarding @;, we need to consider
not only numerical differentials but also bit differentials since they are used
to calculate both addition and Boolean functions. @;[j] means that there
exists a bit differential whose sign is + in bit position j. Q;[—j] means that
there exists a bit differential whose sign is — in bit position j. For example,
the description Q3[6,7, —8, —20, —21, —22, 23] means that Q3 has positive
differentials in bit positions 6,7,23 and negative differentials in bit positions
8,20,21,22. If we describe these bit differentials by using numerical differ-
entials, we have AQs = —2° + 2!°. On the other hand, when numerical
differentials are given to a chaining variable, we cannot determine the cor-
responding bit differentials. Unless the values of Q3 are fixed by sufficient
conditions, we cannot determine the bit differentials from numerical differ-
entials. For example, the numerical differential AQ3 = —2° can be Q3[—6],
Qs]6,—7], Q3[6,7,—8] and so on.

3 Algorithm for Constructing Sufficient Conditions
(The SC Algorithm)

If our algorithm is provided with a differential path, that is, all message dif-
ferentials and numerical differentials of chaining variables, it outputs the cor-
responding sufficient conditions. In this paper, we call this algorithm “The SC
algorithm”. The step function for step ¢ is as follows:

Qi=Qi—1+ (Qi—a +d(Qi—1,Qi—2,Qi—3) + m; +1;) K j

In the above expression, AQ;, AQ;—1, AQ;—2, AQ;_3, AQ;—_4 and Am; are given
in the SC algorithm. Since ¢ is a Boolean function, ¢ is calculated in each bit po-
sition. Therefore, we need to construct sufficient conditions that determine which
bits of AQ;_1, AQ;_2> and AQ;_3 have differentials. We need to construct such
conditions for all differentials of the chaining variables. All operations except for
Boolean function ¢ consist of addition and rotation. Therefore, we cannot con-
trol the impact of differentials except for ¢. However, regarding the differentials
of chaining variables that are used as input of ¢, we can control whether we
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reflect the differentials of input to the output of ¢ or not by using the property
of ¢. Therefore, we construct sufficient conditions for controlling the output of ¢
for all bits that have differentials. Finally, the SC algorithm constructs 2 types
of sufficient conditions.

- Conditions for controlling the carry length when differentials appear in the
chaining variables

- Conditions for controlling the output differentials of ¢ when input variables
of ¢ have differentials

The SC algorithm goes backward when it constructs sufficient conditions.
That is, the SC algorithm constructs conditions from the last step of the last
message block to the first step of the first message block. In each step, the SC
algorithm uses the following procedure to construct the sufficient conditions.

Process 1: Calculate A¢. We will find some candidates of A¢. We choose the
one that has the highest probability in terms of maintaining the differential
path (Discussed in Section 3.1).

Process 2: Set the differentials of the chaining variables to prevent carries.

Process 3: Construct sufficient conditions for controlling the output of A¢ from
the first bit to the last bit (Discussed in Section 3.2). If the SC algorithm can
construct conditions for all bit differentials of all chaining variables, output
those sufficient conditions, and stop the algorithm. If a sufficient condition
we need contradicts a sufficient condition constructed in a previous step, we
run the following procedures to eliminate the contradiction.

Process 3-1: If we can avoid contradiction within that step, do it. Otherwise,
go to process 3-2 (Discussed in Section 3.3).

Process 3-2: Let the previous step in which the contradicted condition was
constructed be step A. First, algorithm resets the conditions which were
constructed after step A. After that, algorithm goes back to step A,
and choose another sufficient condition that avoids the contradiction.
Then, algorithm restarts from step A. If contradiction is not solved, go
to process 3-3.

Process 3-3: We calculate A¢ of this step, and then choose the A¢ that has
the next highest probability as A¢ in this step. If we try all A¢ and the
contradiction remains, it means that there is no sufficient condition which
can hold the given differential path. Therefore, we stop the algorithm.

To show how the SC algorithm works, we offer the following example:

- AQi—1=0,AQi—2 =0,AQ;-3 = 2°, Ap(Q;-1,Q;—2,Qi—3) = 27,
- P(Qim1,Qi—2,Qi—3) = (Qi—1 N Qi—2) V (mQi—1 N Qi—3).

At first, Procedure 1 is executed, so A¢ is calculated. Ap(Qi—1,Qi—2,Qi—3)
can be calculated by the following equation (We explain the strict method used
to calculate A¢ in Section 3.1):

AP(Qi—1,Qi—2,Qi—3) = (AQ; — AQi—1) > j) — AQi—4 — Am; — At;
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Then in Process 2, all differentials of the chaining variables are set so as to
prevent carries. After that, in Process 3, we construct sufficient conditions for
controlling A¢. In this example, since no input variable of ¢ has a differential
in bit position 8, it is impossible to make Ad(Q;_1,Q;_2,Q;—3) = 27. This is a
contradiction in Process 3. This contradiction can be resolved in Process 3-1 by
expanding the carry of differentials in @Q);—3. We make the bit differential in bit
position 8 by expanding the carry of 2° in AQ;_s. If the value of Q;_3 in bit
position 8 changes, we can make the differential 27 in the output of ¢. In order to
transmit the carry up to bit position 8, we construct “Q;—z6 =17, “Qi—3,7 =17
and “Q;_38 = 0” as sufficient conditions for controlling the carry length. By
these conditions, the bit differentials of AQ;_5 become Q;_3[—6,—7,8], and we
can make A¢ = 27. Conditions for controlling the carry length are constructed
in the same way.

Since the bit differentials of AQ;_3 change into Q;_3[—6,—7,8], we have to
control all of them in Boolean function ¢. Regarding bit positions 6 and 7,
though @Q;_3 has differentials, A¢ doesn’t have output differentials in those bits.
Therefore, we need to construct conditions to guarantee that the bit differentials
of ;_3 in bit positions 6 and 7 don’t impact the output of A¢. From the
property of ¢, if we fix the value of Q;_16 and @Q;_1 7 to be 1, the output
of ¢ doesn’t have differentials in those bits. Therefore, we construct sufficient
conditions “Q;—1,6 = 1”7 and “Q;—1,7 = 1”. Then in bit position 8, we make
the differential Ap(Qi_1,Q;i—2,Qi—3) = 27 by using the bit differential of @Q;_3.
From the property of ¢, if we fix the value of Q;_1 s to be 0, we can make 27
in A¢. This yields sufficient conditions “Q;_1,s = 0”. Conditions for controlling
A¢ are constructed in the same way.

In the SC algorithm, we focus on the input differentials and output differen-
tials of ¢, and construct sufficient conditions as shown in the example. The SC
algorithm goes backward, that is, it constructs conditions from the last step of
the last message block to the first step of the first message block. In this section,
we give the details of each procedure. In Section 3.1, we explain how to strictly
calculate A¢. In Section 3.2, we explain how to construct conditions for control-
ling the carry length of the chaining variables. In Section 3.3, we explain how to
construct conditions for controlling the output of A¢. In Section 3.4, we explain
methods that avoid contradictions.

3.1 Calculating A¢

We explain how to calculate A¢; when AQ;, AQ;—1, AQ;—2, AQ;_3, AQ;_4 and
Am,; are given. ¢; is the Boolean function in step 4. It is used to calculate Q;.
The expression for @); is as follows:

Qi =Qi 1+ (Qia+d(Qi—1,Qi—2,Qi—3) +m; + ;) K j.
For convenience, in this paper, we introduce notations u; and v;.

v = (Qi—a + P(Qi—1,Qi—2,Qi—3) +m; +t;)
i = (Qi—a + 0(Qi—1,Qi—2,Qi—3) +m; +1;) K j
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u; and v; are also described as u; = @Q; — @;—1 and v; = u; 3> j. We calculate
Ag¢; by the following procedure:

Step 1: Calculate Au; by using Au; = AQ; — AQ;—1.

Step 2: Calculate Av; = ((u; + Auy) >> ) — (u; >> j) for all u;. The value of u;
is a 32-bit number. Therefore, we need to repeat this calculation 232 times
for each step. As a result of this computation, we will get at most four kinds
of Av;. In order to raise the probability that a random value that satisfies
Aw; also satisfies Au; in this step, we choose the most frequently appearing
value as Av;. However, if sufficient conditions cannot be constructed for such
Aw, it is possible to choose a differential that has smaller probability. The
influence of this reduction in probability in the first round can be ignored
with regard to overall attack complexity. However, if such a selection must
be made in the second or later rounds, it may have a significant influence.
In this case, choosing another differential path is required.

Step 3: Calculate Ag; by using Agp; = Av; — Amy;—1 — AQ;—4. At; is always 0
since t; is a constant. Therefore, we don’t have to consider it.

3.2 Sufficient Conditions for Controlling the Carry of Chaining
Variables

When a differential appears in a chaining variable, we have to decide whether
we make a carry or not. In order to control the carry of a differential, we fix the
value of the chaining variable where the differential exists by setting a sufficient
condition. We construct such conditions by the following branches:

Let chaining variable Q; have a differential of either +27=1 or —2771,

Case 1: The sign of the differential is “+”.
Case 1-1: If we stop the carry, we can construct sufficient condition Q; ; =
0. By this condition, the value of @;; changes from 0 to 1. No carry
is triggered by this differential and no other bits are changed by this
differential.
Case 1-2: If we expand the carry, we can construct sufficient condition
Q;,; = 1. By this condition, the carry is expanded to the upper bits of
Qi,5, and @Q; 41 is also changed by this differential.
Case 2: If the sign of the differential is “-”
Case 2-1: If we stop the carry, we can construct sufficient condition @; ; = 1.
Case 2-2: If we expand the carry, we can construct sufficient condition

inj =0.

If we decide to expand the carry from the i-th bit to the i+1-th bit, we need to
decide whether the carry should be expanded to i42-th bit or not. Therefore, we
also need to construct a sufficient condition for the expanded carry. By repeating
this process, we can make the carry expand in arbitrary length (up to MSB).
We explain this algorithm by using the following example. For example, we
assume that a differential of Q4 is 2. In this case, the sign of the differential is



252 Y. Sasaki et al.

“4+7” therefore, Case 1 is executed. If we stop the carry, Case 1-1 is executed.
Thus, “Q4,7 = 0”7 is generated as a sufficient condition. If we expand the carry,
Case 1-2 is executed. Thus, “Q47 = 1”7 is generated as a sufficient condition,
and we then decide a condition for Q4 5.

If the length of the carry is different, the result of modular integer addition
is not changed but the output of the Boolean function ¢ is changed. Generally
speaking, if the number of bits that change by differentials increases, the number
of sufficient conditions we need also increases (both conditions for controlling
carry and conditions for controlling the output of ¢). Therefore, at first, we
construct conditions which stop the carry of differentials. If these conditions
raise contradictions when we construct other conditions, we choose the other
condition created by expanding the carry of the differential.

3.3 Sufficient Conditions for Controlling the Output of Boolean
Function ¢

The output differentials of Boolean function ¢ can be controlled by construct-
ing sufficient conditions. After we calculate A¢ and decide the carry length of
chaining variables, we construct sufficient conditions for controlling A¢.

In order to construct such conditions in step ¢ in bit position j, we apply the
following algorithm.

Process 1: If all differentials of the input and output of A¢; in bit position j
are 0, we don’t generate sufficient conditions since the output differential al-
ways holds (sufficient conditions are not needed). Otherwise, go to Process 2.

Process 2: For all possible input values, calculate the value of ¢; and ¢}, that
is, the value of ¢; after the differentials are applied.

Process 3: Calculate Ag; = ¢ — ¢; for all possible input values.

Process 4: Choose input values whose A¢; are the same as the A¢; in this step.

Process 5: Extract the smallest common characteristics of the input values
chosen in Process 4.Extracted conditions are the sufficient conditions.

By applying this algorithm from i = 63 to ¢ = 0 and j = 1 to j = 32, we can
construct all sufficient conditions for controlling A¢. To show how the above
algorithm works, we give a small example. We assume the following situation.

- We construct sufficient conditions for controlling Aggs. (Input of ¢g3 are
Q62, Q61 and Qeo.)

- Differential of ¢g3 is +23.

- Bit differential of Qg2 is Qe2[—26, +32].

- Bit differential of Qg1 is Qe1[—26, +32].

- Bit differential of Qg is Qeo[£32].

We set sufficient conditions for controlling ¢ from the first bit to the last bit.

- Bit positions 1-25: In this example, the input and output of ¢g3 don’t have any
differentials in these bit positions. Therefore, we don’t generate any sufficient
condition as defined in Process 1.
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- Bit position 26: Qg2 and Qg1 have differentials in bit position 26, whereas,
Adggz does not have. Therefore, Processes 2-5 are executed. In Process 2,
we simulate the value of ¢g3.26 and Agfgs o6 for all possible input values
Q62,26, Q61,26 and Qeo,26. This result is shown in the second and third col-
umn of Table 1. In Table 1, z,y, z represents the value of Q62 26, Q61,26 and
Q60,26, respectively. In Process 3, we calculate the value of A¢; = ¢ — ¢;
for all possible input values. This result is shown in the fourth column of
Table 1. In Process 4, we choose (z,y, z) = (0,0,1),(0,1,1),(1,0,1),(1,1,1)
as possible input values since their A¢g; are the same as the ¢g3,26. In Pro-
cess 5, we extract the smallest common characteristics of the input values
chosen in Process 4. We can easily find that “z = 17, that is, “Qeo 26 = 1”
is the smallest common characteristic of the input values chosen in Pro-
cess 4. Finally, we construct “Qep26 = 1” as a suflicient condition for
“Ape3,26 = 0.

Table 1. Constructing Sufficient Conditions for “Aggsz,26 = 0”

T, Y, 2 ¢(x’y’z) ¢/ = ¢(“$7"y72) A¢(
0,0,0
0,0,1
0,1,0
0,1,1
1,0,0
1,0,1
1,1,0
11,1

)

=9
-1
0
1
0
-1
0
1
0

OO R R~ OOH
O == O F=OO

- Bit positions 27-31: There are no input and output differentials for ¢g3, so we
don’t generate any sufficient condition as defined in Process 1.

- Bit position 32: Qs2, @61 and Qs have differentials in bit 32, and Aggs 32 =
4231 Therefore, Processes 2-5 are executed. In Process 2, we simulate the
value of ¢g3,32 and A¢g3)32 for all possible input values Qg2,32, Q61,32 and
(60,32- This result is shown in the second and third column of Table 2.
In Table 2, z,y, z represents the value of 62,32, Q1,32 and Qep 32, respec-
tively. In Process 3, we calculate the value of A¢;, = ¢, — ¢; for all pos-
sible input values. This result is shown in the fourth column of Table 2.
In Process 4, we choose (z,y,z) = (0,0,0),(0,1,0),(1,0,1),(1,1,1) as pos-
sible input values since their A¢; are one of the ¢g332. In Process 5, we
extract the smallest common characteristics of the input values chosen in
Process 4. We can easily find that “a = 2”7, that is, “Qe2,32 = @60,32”
is the smallest common characteristic of the input values chosen in Pro-
cess 4. Finally, we construct “Qg2,32 = Q¢0,32” as a sufficient condition for
“Apg3 32 = £17.
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Table 2. Constructing Sufficient Conditions for “A¢pes 30 = £1”

T, Y,z (:ZS(x?va) (:b/ = ¢(_‘x7 Y, _‘Z) A¢(: ¢/ - ¢)
000 1 0 1
001 0 0 0
0,0 0 1 1
01,1 1 1 0
1,00 1 1 0
1,01 1 0 -1
1,10 0 0 0
1,11 0 1 1

Since we now have constructed all sufficient conditions for all bits of ¢gs,
the desired differentials of ¢g3 can be calculated with probability of 1. By ap-
plying this procedure to all steps, we can construct all sufficient conditions for
controlling Ag.

3.4 Techniques for Avoiding the Contradiction of Sufficient
Condition

The contradiction of a sufficient condition means that a sufficient condition that
we need to construct in a certain step is contradicted by a sufficient condition
constructed in a previous step. For example, assume that we construct condition
“Q30,5 = 0” to stop the carry of @39, and then, construct condition “Q39 5 = 1”
for controlling A¢s;. In this example, the sufficient condition for Q3¢ is contra-
dicted. When we execute the SC algorithm, such contradictions are frequent, so
techniques for avoiding them are very important. This is possible by executing
the next procedure.

Process 1: If we can avoid contradiction within that step, do it. Otherwise, go
to process 2.

Process 2: Algorithm goes back to the previous step in which the contradicted
condition was constructed, and then choose another sufficient condition in
order to avoid contradiction. The algorithm restarts from this step. If the
contradiction is not resolved, go to process 3.

Process 3: We calculate A¢ of this step, then choose another A¢ that has
the next highest probability as the A¢ of this step. (Discussed in 3.1). If
we try all A¢ but the contradiction remains, it means there is no sufficient
condition that can maintain the given differential path. Therefore, we stop
the algorithm.

In this section, we explain the 2 techniques of Process 1.
Expanding Carry

We sometimes need to expand the effect of the chaining variable carry. This
situation occurs when Ag; in bit position j is not 0, but differentials of all input
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chaining variables to ¢; in bit position j are 0. As long as the differentials of all
input chaining variables are 0, it is impossible to make differentials in the output
of ¢. Therefore, we expand the carry of a differential from the next lowest bit
position to bit position j. We give an example to explain this technique.

We assume that the value of Ag¢; is 27!?, and bit differentials of chain-
ing variables Q;_1,Q;—2,Q;—3 which are inputs of ¢; are Q;_1[5],Q;—2[—16],
Qi-3[10,11,—12]. Since A¢; in bit position 20 is not 0, at least one of the in-
put variables @;_1,Q;_2 and Q;_3 need to have a differential in bit position 20.
However, no input variable has a differential in bit position 20. Therefore, we
need to expand the carry of a chaining variable up to bit position 20. Since the
bit differential nearest to 20 is Q;_2[—16], we expand the effect of Q;_2[—16]
up to bit position 20 by using the carry. To do this, we use the technique
of constructing sufficient conditions for controlling carry length (Discussed in
Section 3.2). Finally, we get sufficient conditions @Q;—216 = 0,Q;—217 = 0,
Qi—218 =0,Qi—210=0,Q;_220 = 1.

Changing the Representative of A¢
The representative of A¢ can be changed. For example, A¢ = 22° can be changed
to Ap = —220 + 221 or A¢p = —220 — 221 + 222 and so on. This technique is
useful when A¢g; in bit position j and input chaining variables of ¢; in bit
position j and subsequent bit have differentials, but the sign of A¢; and the sign
of differentials that can be created by input chaining variables in bit position j
are opposite. If this situation occurs, we change the expression of A¢; = +2771
to A¢; = F2971 £ 27 (the order of the sign must be same). By this change,
we can avoid a contradiction in bit position j. Therefore, if sufficient conditions
for controlling A¢; in bit position j+1 are constructed without contradiction,
we can solve all problems with regard to Ag;.

We show the usefulness of this transformation by considering the following
situation.

Input chaining variables for ¢; are x,y and z.

- The expression of ¢; is ¢;(x,y,2) = (x Ay) V (-x A 2)

- The value of Ag; is 2'4.

- Differential of x is 0.

- Differential of y is y[20].

- Differentials of z are z[—15,—16,—17,—18,—19, —20, 21].

In this case, from the property of ¢, it is impossible to make A¢; = 24 by
setting sufficient conditions. However, it is possible to make Ag; = —2'4. There-
fore, we replace the value of Ag; = 2 with A¢; = —2'4 + 2'5. This allows the
construction of sufficient conditions for controlling A¢ in bit position 15. How-
ever, there is another problem in bit 16. Since it is impossible to make Ag; = 2'°,
we need to further transform the expression of A¢p. We continue this discussion
until the contradiction of Ag; is resolved. In the end, we transform A¢; = —2
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into Ag; = —214 — 215 216 _ 917 _ 918 4 919 and we get sufficient conditions
215 =0,...,219 = 0,290 = 1 in order to control the differential of Ag;.

By using the techniques explained in this section, we can find all sufficient
conditions for maintaining the differential path. In the next section, we show
the result of applying the SC algorithm to the differential path of MD5 given by
Wang et al.

4 Results of Applying the SC Algorithm to the
Differential Path of MD5 Given by Wang et al.

To check the feasibility of the SC algorithm, we apply it to the differential
path of MD5 given by Wang et al. [II]. Liang et al. corrected some of the
mistakes in the original sufficient conditions of Wang et al. in their paper [3]. Our
research showed that it was possible to further reduce the number of sufficient
conditions. We found that the result of Liang et al. included 11 unnecessary
sufficient conditions in the 1st round of the 1st block, and 1 condition in the 4th
round of the 2nd block.

Liang et al. pointed out several of the mistakes in the sufficient conditions [3].
For the 1st block, they added the conditions “Qgs1,26 = 0”7 and “Qg2,26 = 07,
corrected the condition of Q62732 from “Q62732 = Q61732” to “Q62732 = Q60732”
and deleted the condition “Qep27 = 07. For the 2nd block, they added the
condition “Qs926 = 0”. In their paper, they showed only these results. They
failed to mention how they identified the mistakes of Wang et al. In our research,
as a result of applying the SC algorithm to the differential path, we could find
the same mistakes and several new ones.

First, the SC algorithm deletes the condition “Qg3,26 = 1” from the 2nd
block. This claim can be confirmed by running the SC algorithm for step 63
of the 2nd block. Deleting “Q¢3.26 = 17 means that we don’t have to wait
until “Qe326 = 17 is satisfied by random search in the collision search phase.
Therefore, the complexity of the 2nd block is reduced by a factor 1/2.

Second, we found that 11 conditions in the 1st round of the 1st block could be
deleted. These conditions are “Q3721 = Q2721”, “Q3722 = 622722”7 “Q3723 = Q2723”,
“Qa21 =07, “Qu22 =07, “Qu23 =17, “Qs521 =17, “Qs5,22 =17, “Qs523 = 17,
“Qe22 = 17, “Qs,23 = 17. These conditions are related to the carry length of
the differential in Q4. The method of Wang et al. expands the carry of —26
in Q4 to bit position 23. However, the SC algorithm found that the collision
paths could hold even if we shorten the carry length to bit position 20. In order
to stop the carry in bit position 20, we need to change the condition of Q4,20
from “Qq20 = 0” to “Qa,20 = 1”. This allows us to delete the conditions for
controlling carry length from bit position 21 to 23 and conditions for controlling
Ay, Apg and Agr that includes Q4 as input.

We show a collision that was generated, without the above unnecessary con-
ditions, in Table 3. This collision cannot be generated by using the sufficient
conditions given by Wang et al.
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Table 3. Generated Collision Messages without Unnecessary Sufficient Conditions

Mo 0x8b075d00f54501bce81f9cab86312f9d3a8bdcab8446d56583e9e8365f99ddba
069badd582343c027f16e96793f95b7bdcdbe711c0dc183a6966bb7243¢35a00
M, 0x6¢434ce72b9c78834e632b8ddfeb19025dc928a2cfc643df71{7512ee2de7d2
117670796628d0b098571b460d91348085075¢c9T33ceb5d81871a197111fe0

M 0x8b075d00f54501bce81f9cab86312f9dbal8bdca’s8446d56583e9¢8365f99ddba
069badd582343c027f16e96793f9db7bdcdbe711c0dc183ae966bb7243¢35a00
M 0x6¢434ce72b9c78834e6£32b8ddfeb190a5dc928a2cfc643df71f7512ee2de7d2
117670796628d0b098571b460d90b48085075ccIF33ceb558f871a1971f1fe0
Hash value|0x94db011516925a92cb0af8dd07992804

5 Application to Other Hash Functions

The SC algorithm is applicable to not only MD5 but also SHA-1, SHA-0, and
MD4. Even if the considered hash function is changed, the input and the output
of the SC algorithm does not change. That is, the input of the SC algorithm is
all message differentials and the differentials of chaining variables.

In this section, we apply the SC algorithm to SHA-1, and explain how to
construct sufficient conditions of SHA-1. In SHA-1, the number of chaining vari-
ables is 5 (a;,b;, ¢;,d;, e;). These chaining variables are updated in every step.
The number of steps is 80. The step function in step i is as follows:

a; = (@i—1 K 5) + ¢(bi—1,cim1,dim1) + -1 +mi—1 + ki1,

b = a;_1,
c; =b;_1 <« 30,
di = ci1,
e; =d;_1.

Here, k;—1 is a constant. In the case of SHA-1, the method used to calculate
Ag is different from that for MD5. A¢ can be calculated by transforming the
expression for a;.

A¢ = Aa; — (Aai_l K 5) —Ae;1 — Ami_1 — Ak;4

Since the expression for A¢ of SHA-1 doesn’t include a rotation operation, which
exists in the case of MD5, the number of candidates of A¢ for SHA-1 is 1.
Therefore, we don’t need to search for candidates of A¢ by trying all possible
values. The procedure after getting A¢ is the same as that in the case of MD5.
However, the SC algorithm cannot execute Procedure 3.3 of MDb5, which tries
to apply several A¢. Since the structure of the compression functions of SHA-0
and MD4 are similar to that of MD5, the SC algorithm can construct sufficient
conditions for SHA-0 and MD4 by using similar procedures.
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6 Conclusion

In this paper, we proposed an algorithm, the SC algorithm, that can automati-
cally construct sufficient conditions. The input of the SC algorithm is a differen-
tial path, that is, all message differentials and numerical differentials of chaining
variables. The SC algorithm outputs the sufficient conditions. In the attack of
Wang et al. for MD5, there are 3 types of sufficient conditions.

Type 1: Conditions for controlling the carry length when differentials appear
in the chaining variables

Type 2: Conditions for controlling the output differentials of the Boolean func-
tion when input variables of the function have differentials

Type 3: Conditions for controlling the relationship between the carry effect and
left rotation operation

Sufficient conditions for SHA-1, SHA-0 and MD4 consist of only Type 1 and
Type 2. Type 3 is unique to MD5. The SC algorithm can construct Type 1 and
Type 2 conditions, so all sufficient conditions for SHA-1, SHA-0 and MD4 can be
constructed. However, regarding MD5, it is impossible to construct all sufficient
conditions by using only the SC algorithm. Liang et al. proposed a method that
constructs Type 3 conditions [3]. Therefore, by running the SC algorithm and
the method of Liang et al., all sufficient conditions of MD5 can be constructed.

In this research, in order to show the feasibility of the SC algorithm, we ap-
plied it to the differential path of MD5 given by Wang et al. As a result, we
could construct more efficient sufficient conditions (11 fewer necessary condi-
tions) compared to the latest work on the same subject.
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Abstract. The fast correlation attack on the shrinking generator pro-
posed by Zhang et al. in [8] has a room for improvement that the prob-
ability that the guessing bit is incorrect increases in certain case. In
this paper, we propose a method to improve Zhang et al.’s attack. Re-
flecting our idea, the fast correlation attack on the shrinking and self-
shrinking generator is more efficient than Zhang et al.’s attack in both
data and computational complexities. For the shrinking generator, re-
quired keystream bits and computational complexity are reduced about
69% and 27%, respectively; For the self-shrinking generator, required
keystream bits and computational complexity are reduced about 46%
and 22%, respectively.

Keywords: Clock-controlled generator, Shrinking generator, Self-
Shrinking generator, Fast correlation attack.

1 Introduction

The shrinking generator is a clock-controlled generator proposed in [3]. It consists
of the generating LFSR and the control LFSR. Both LFSRs are clocked regularly
and simultaneously. If a current output bit of the control LFSR is 1, then the
corresponding output bit of the generating LFSR is taken as a keystream bit.
Otherwise it is discarded. In [§], Zhang et al. showed that a fast correlation
attack can be applied to the shrinking generator. They guess the sequence of
the generating LFSR by computing the probability that an output bit of the
generating LFSR appears in a particular interval of keystream bits and then
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recover the initial state of the generating LFSR, by applying the fast correlation
attack proposed by Chose et al. in [I]. So far, the most efficient attack on the
shrinking generator is Zhang et al.’s attack.

The main idea in their guessing the sequence of the generating LFSR is to
choose the major bit value between 0 and 1 in an intended interval of the
keystream bits. However, their method has a room for improvement that the
probability that the guessing bit is incorrect increases as the difference between
the number of the 0 bits and 1 bits becomes small.

In this paper, we propose a method to improve Zhang et al.’s attack. We
set a threshold of the difference between the number of the 0 bits and 1 bits,
and reduce the error probability by guessing the sequence of the generating
LFSR only in the interval where the difference between the number of the 0 bits
and 1 bits is greater than the threshold. Reflecting our idea, our attack on the
shrinking generator is more efficient than Zhang et al.’s attack in both data and
computational complexities. The reason is as follows. In the first place, Zhang
et al. only consider an interval that includes odd number of integers. We only
consider an interval where the difference between the number of the 0 bits and 1
bits is greater than the threshold. Because Zhang et al.’s attack and our attack
use refined intervals, the length of the guessed sequence is almost same in two
attacks. Secondly, the probability that the guessing bit is correct in our attack is
larger than that in Zhang et al.’s attack. So the correlation in our attack is larger
than that in Zhang et al.’s attack. Hence our attack is more efficient than Zhang
et al.’s attack. Table [Il shows the comparison of Zhang et al.’s attack and our
attack on the shrinking generator (the length of the generating LFSR and the
control LFSR is respectively 61 and 60) with success probability 99.9%. Zhang
et al.’s attack requires 2'7! keystream bits and computational complexity of
256-7786. Qur attack requires 2143 keystream bits and computational complexity
of 2563314 Tn our attack, required keystream bits and computational complexity
are reduced about 69% and 27%, respectively.

We also show that our attack works well on the self-shrinking generator. The
self-shrinking generator is a modified version of the shrinking generator which is
proposed by Meier and Staffelbach in [5]. It requires a single LFSR, whose length
will be denoted by L. The selection rule is the same as for the shrinking generator,
using even bits as output sequences generated by the control LFSR and odd bits
as output sequences generated by the generating LFSR. Thus the selection rule
of self-shrinking generator requires a tuple (even bit, odd bit) as input and
outputs a odd bit if and only if a even bit is 1. In [5], the initial state of the
generator from a short keystream sequence is reconstructed requiring O(2%-751)
steps. In [7], Zenner et al. proposed an attack that reconstructs the initial state
of the generator from a short keystream sequence, requiring O(2%-6%4L) steps.
On the other hand, Mihaljevic presented a faster attack that needs a longer part
of keystream sequence in [6].

As a simulation, we applied Zhang et al.’s attack and our attack to the
self-shrinking generator with the 240-bit internal state. Zhang et al.’s attack
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requires 24677 keystream bits and computational complexity of 2112768  This
result is better than previous attacks; Meier et al.’s attack requires O(2!80)
steps; Zenner et al.’s attack requires O(2166-56) steps; Mihaljevic’s attack that
is the fastest attack requires 2126-°1 keystream bits and computational complex-
ity of 2!29. Complexities of our attack are less than Zhang et al.’s attack in
both data and computation. Our attack requires 24589 keystream bits and com-
putational complexity of 2'2424 In our attack, required keystream bits and

computational complexity are reduced about 46% and 22%, respectively. See
Table [

Table 1. Comparisons of Zhang et al.’s attack and Our attack

Zhang et al. Our attack

The Correlation 0.5098 0.523
shrinking Data Complexity 2171 21543
generator Computational Complexity = 256-7786 2563314

The Correlation 0.5098 0.523

self-shrinking Data Complexity 216.77 215-89
generator ~Computational Complexity =~ 2112768 Qi12.424

This paper is organized as follows. Section 2 presents the shrinking and self-
shrinking generator. Section 3 provides Zhang et al.’s attack. Section 4 presents
our attack. Finally, Section 5 summarizes this paper.

2 The Shrinking and Self-shrinking Generators

The shrinking generator is a clock-controlled generator proposed in [3]. It consists
of two LFSRs, say the generating LFSR A and the control LFSR S as shown in
the Fig. [l Both LFSRs are clocked regularly and simultaneously.

LFSR §

a. Selection
| LFSR 4 |z

Fig. 1. The shrinking generator
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Through this paper, we use notations as follows.

— a = (aop, a1, - ): the output sequence of LFSR A of which length is L

— s = (sg, 51, -+ ): the output sequence of LFSR S

— 2z = (20,21, ): the keystream sequence of the shrinking generator

— G = (Amyg, Gm,, -+ ): & guessed sequence associated with sequence a by the
relation P (4; = a;) = j +¢ (¢ > 0) where m; denote indices of a sequence a

If a current output bit of the control LFSR S is 1, then the corresponding
output bit of the generating LFSR A is taken as a keystream bit. For simplic-
ity, assume that both LFSR sequences generated by LFSR A and LFSR S are
uniformly distributed. The probability that a, appears as zi in the shrinking
generator is as follows.

P (a, appears as z;) — (Z) @)M (k< 7). (1)

On the other hand, if a,. (r > 1) appears in the keystream z, we get

U =2y 2)
When r grows large, the distribution of ZZ:_()l s; approximates the normal dis-
tribution such as (3.

YitesiTh y
Vi

This generator obtains a kind of implicit non-linearity from the shrinking
process, i.e. the exact positions of the remaining bits in the generated keystream
become uncertain. It is proved that the generated keystream has many merits
in cryptographic sense such as a long period, a desirably high linear complexity
and good statistical properties.

The self-shrinking generator is a modified version of the shrinking generator
and it is proposed by Meier and Staffelbach in [5]. The self-shrinking generator
only requires a single LFSR A, whose length will be denoted by L, as shown in
the Fig.

(0,1). (3)

ayi Selection
LFSR 4 Rule Z;

Fig. 2. The self-shrinking generator
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LFSR A generates an (a;);>0 in the usual way. The selection rule is the same
as for the shrinking generator, using even bits (ag, a9, -+ ) as output sequences
generated by LFSR S in the shrinking generator and odd bits (aj,as,---) as
output sequences generated by LFSR A in it. Thus the selection rule of the self-
shrinking generator requires a tuple (ag;,a2;+1) as input and outputs ag;4+1 if
and only if ag; = 1.

It is known that the shrinking generator with registers of lengths |A| and
|S| has the same security as the self-shrinking generator of length L =
2-(|Al+1S]) B

3 Zhang et al.’s Attack on the Shrinking Generator

In this section, we present Zhang et al.’s attack on the shrinking generator.

The way to construct a sequence a is as follows. An interval I,/ is defined
as (@)). For arbitrary probability p, there exist a such that whenever a, appears
in keystream z, (@) holds.

Ir/gz[;—a\/; ;+a\/ﬂ. (4)

(Z S; € IT,/2> \/ 6_12/2 =p. (5)

Definition 1. W.l.o.g, we assume the interval I,.;5 includes odd number of in-
tegers. Let So = {2; | i € I, /2, 2; = 0}, S1 = {2 | i € I, )5, 2z; = 1}, the first kind
of imbalance of the interval I, 5, Imby (1, 2), is defined as |S1|—|So|, where |-| is
the cardinality of a set. If Imbi (I, /2) # 0, this interval is said to be imbalanced.
See the Fig. [3.

Definition 2. Sy and S; are the same as those in Definition [ Let PO(T) =
Y zies, Plar = z), Pl(r) =Y ..cs, Plar = z;), the second kind of imbalance of

the interval I, /5, Imbs(1,2), is defined as Pl(r) — Pér). If Imby(I,./2) # 0, this
interval is also said to be imbalanced. See the Fig.[3

Using Imb1(1,/2), Imba(1,/2) of Definition [ and [, the method to construct a
sequence ¢ is as follows.

Method 1. Following Definition [, if Imbi(I,/2) > 0, let a, = 1. Otherwise,
let a, = 0.

Method 2. Following Definition 3, if Imby(I,/2) > 0, let a, = 1. Otherwise,
let a, = 0.

Next, we present a brief description of the fast correlation attack proposed by
Chose et al. [I]. This attack consists of two stages: pre-processing stage aiming
at the construction of parity-check equations of weight k& and processing stage in
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Si"
§ |
r

o a,
a ; |
| I4
- . \
z - = I

[N e

Fig. 3. The interval that a, probably lies in

which a majority poll is conducted for D(D > L — B) considered bits other than
the first B bits (ag, a1, - ,ap—1) of the initial state (ag, a1, - ,ar—1). In pre-
processing stage, a match-and-sort algorithm is used to construct parity-check
equations of the following form with respect to a given considered bit a;,

B—1
A =Amy D B am,_, D Z c;jaj, (6)
7=0

where m;(1 < j < k—1) denote indices of output bits and the last sum represents
a partial exhaustive search over (ag, - - - ,ap—1) of the initial state (ag, -+ ,ar—1).
After regrouping parity-check equations that contain the same pattern of B — B,
initial bits, an application of Walsh transform is suggested to evaluate parity-
check equations in processing stage for a given guessed bit a;, i.e. when w =

[aB,,aB,+1, - »ap—1], Fi(w) = S(=1)4®% is just the difference between the
number of predicted 0 and the number of predicted 1, where t! = Gy, & - @
my_, @ Zf:lo_l cjaj and t7 = f:_Bll ¢;a;. Then for each of D considered bits, if

Fi(w) > 0, let a; = 0. If Fj(w) < —0, let a; = 1, where 0 is the decision threshold.
In order to have at least L — B correctly recovered bits among D considered bits,
a check procedure is used which requires an exhaustive search on all subsets of
size L — B among L — B + ¢ bits. The total computational complexity of the
processing stage is as follows :

o (23Dlog2w + (14 perr (28 — 1)) (L B f + 5) 512> , (7)

where pe,- is the probability that a wrong guess results in at least L — B + ¢
predicted bits and w is the expected number of parity-check equations of weight
k for each considered bit. For details of these formulae and notations, see [IJ.
A summary of Zhang et al.’s attack is as follows. Here, an interval I, /o
includes odd number of integers. So the number of intervals which they can
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v

2N and the length N’ of sequence @ is also about

construct is about N — ¢
/N
N — >y,

1. Input: a segment of keystream zg, z1, -+, 2n—1.

2. Construct a sequence @ = Gmy, - , Gm,,_, according to Method [lor Method

2 from keystream zo, 21, - - - , 2ny—1, where m; (0 < j < N’—1) denote indices

of a sequence a.

Construct parity check equations such as (G).

4. For each guess of (ag, - ,ap_1) and each bit position ¢ (i = B+ 1,B +
2,---, D), evaluate parity-check equations using the Walsh transform tech-
nique. Select those bits passing the majority poll to recover the initial state
of LFSR A using the check procedure.

bt

4 Improved Fast Correlation Attack

In Zhang et al.’s attack, the main idea in their guessing the sequence of the
generating LFSR A is to choose the major bit value between 0 and 1 in the
keystream bits corresponding to I,/,. However, their method has a room for
improvement that the probability that the guessing bit is incorrect increases as
the difference between the number of the 0 bits and 1 bits becomes small.

Now we propose a method to improve Zhang et al.’s attack. We set a threshold
¢’ of the difference between the number of the 0 bits and 1 bits, and reduce the
error probability by guessing the sequence of the generating LFSR A only in
the interval where the ratio of the 0 bits or the 1 bits is greater than ; + €.
Reflecting our idea, our attack on the shrinking generator is more efficient than
Zhang et al.’s attack in both data and computational complexities. The reason
is as follows. In the first place, Zhang et al. only consider [,/ that includes odd
number of integers. We only consider I/, where the ratio of the 0 bits or the
1 bits is greater than é + ¢’. Because Zhang et al.’s attack and our attack use
refined intervals, the length of the guessed sequence a is almost same in two
attacks. Secondly, the probability that a, is equal to G, in our attack is larger
than that in Zhang et al.’s attack. So the correlation in our attack is larger
than that in Zhang et al.’s attack. Hence our attack is more efficient than Zhang
et al.’s attack.

4.1 Improved Fast Correlation Attack on the Shrinking Generator

An interval I/, of length ¢ = [1 + a/r]| is defined as (§). Here for arbitrary
probability p, there exist a such that whenever a, appears in keystream z, (@)

holds.
r ror T

r—1
1 @ 2
P ZsiEITm) = / e /2 = p. (9)
(i—O Var ) a
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The method to construct a sequence a is as follows.

Method 3. If an interval I,/5 in which the ratio of 0 (resp. 1) is more than
3 +¢ exists, then let a, = 0 (resp. 1).

A summary of our attack on the shrinking generator is as follows. Here ¢/ =
0.02, 0.03 and 0.04.

1. Input: a segment of keystream zg, z1, -+, 2N_1.
2. Construct a guessed sequence @ = @y, ,m,, , according to Method [3]
from keystream zo, z1,- -, 2n—1, where m; (0 < j < N’ — 1) denote indices

of a sequence a.

3. Construct parity check equations such as (@).

4. For each guess of (ag, - ,ap—1) and each bit position ¢ (i = B+ 1,B +
2,---, D), evaluate parity-check equations using the Walsh transform tech-
nique. Select those bits passing the majority poll to recover the initial state
of LFSR A using the check procedure.

Theorem 1. The probability that a, is equal to a, is ({I0). Here, 6 means the
expected value of the probability of 1 in I, /5.

p(arzar)=1+p<f—;>. (10)

Proof.
P(a, = a,) = P(a, =1)P(a, =1
= P(a, =1)P(a, =1
+(1-Pla,=1)
= Pla, =1| 4, =1)

r—1

=P (sr = 1,Zsi €Ly, 25, = 1) + P (s, =0,a,=1)

=0

r—1
+P <3r = 17231 ¢ Ir/2aar = 1)

| 4 = 1)+ P(a, = 0)P(a, = 0| a, = 0)
la = 1)
) Pla, = 1] 4, = 1)

=0

r—1
=P(s, =1)P (Z s; € Ir/2> P(zs, = 1)+ P(s, =0)P(a, =1)
i=0

r—1
+ P(sr =1)P (ZSZ ¢ Ir/2> Pla, =
i=0
1
2

1 1 1
.- (1 =7)- .
P +2( p)2+2
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Since we only consider the interval in which the ratio of 0 or 1 is more than
3 +¢, 6 is computed as (). Here | - |; means the number of 1 in I,/5 .

o= Et: i-P(-|1:i‘|-|1>{(;+5’)-t-‘>. (11)

i=[(3+e)t]

The length N’ of a guessed sequence a guessed is 3 - (2N — a - v/N) where
2N —a-V/N is the number of intervals which we can construct and £ is computed

as follows :
t
1 t
B= ot—1 Z (2)

i=[(5+e)t]

To compare Zhang et al.’s attack and our attack on the shrinking generator,
we use the same parameters as parameters used in [§]. The length of LESR A
is 61 and the length of LFSR S is 60. And D = 36, 6 = 3, B = 46 and k = 5.
a = 1.376395 corresponds to p = 0.8313. Table 2lshows the comparison of Zhang
et al.’s attack and our attack where ¢ = 0.02, 0.03 and 0.04 on the shrinking
generator and success probability 99.9%. For &/ = 0.04, required keystream bits
and computational complexity are reduced about 69% and 27%, respectively.

Table 2. Comparison of Zhang et al.’s attack and our attack on the shrinking generator

Zhang et al. our attack
e =0.02¢ =003 =0.04
Correlation 0.5098 0.5164  0.5197 0.523
Data COmpleXlty 217.1 214.89 215.09 215.43
Computational Complexity 956.7786 956.4815  956.4036  56.3314

4.2 Improved Fast Correlation Attack on the Self-shrinking
Generator

The method to construct a guessed sequence @ on the self-shrinking generator
is very similar to the method on the shrinking generator. The difference is only
that we construct a guessed sequence a of the following form from keystream z.
That is a guessed sequence G consists of a tuple (Go;, d2i1+1) = (1, dai41)-

a= (&movamw"') = (lvémulv&mav"' 717&m21+17"')' (12)

An interval I, is defined as (I3]). Here for arbitrary probability p, there exist
a such that whenever ag, appears in keystream z, (I4)) holds.



Improved Fast Correlation Attack on Clock-Controlled Generators 269

Ir:[r—a\/;,r—ka\/;]. (13)

r—1
1 2
P as; €1, | = e v /2 = p. 14
(z ) . ; (1)

—

Theorem 2. The probability that Gsr+1 is equal to agy11 is as follows. Here, §
means the expected value of the probability of 1 in I, and computed as (I1).

R 1 6 1
P(agr41 = aory1) = 2+I2) (t —2)-

Proof. 1It’s similar to proof of Theorem [l O

As a simulation, we applied Zhang et al.’s attack and our attack to the self-
shrinking generator with the 240-bit internal state. Zhang et al.’s attack re-
quires 24677 keystream bits, computational complexity of 212758 and success
probability 99.9%. This result is better than previous attacks; Meier et al.’s
attack requires O(2'89) steps; Zenner et al.’s attack requires O(2166-56) steps;
Mihaljevic’s attack that is the fastest attack requires 2126-9! keystream bits and
computational complexity of 2120, Complexities of our attack are less than them
of Zhang et al.’s attack. Table [}l shows the comparison of Zhang et al.’s attack
and our attack where &/ = 0.02, 0.03 and 0.04 on the self-shrinking generator and
success probability 99.9%. Here the length of LFSR A is 240 and D = 150, 6 = 3,
B =100 and k = 5. a = 1.376395 corresponds to p = 0.8313. For ¢/ = 0.04, Our
attack requires 2489 keystream bits and computational complexity of 2112424,
In this case, required keystream bits and computational complexity are reduced
about 46% and 22%, respectively.

Table 3. Comparison of Zhang et al.’s attack and our attack on the self-shrinking
generator

Zhang et al. our attack
e =0.02¢ =0.03¢ =0.04
Correlation 0.5098 0.5164 0.5197  0.523
Data Complexity 946.77 45.36 945.56 945.89
Computational Complexity 9112.768 Ql12.571  9112.495  9112.424

5 Conclusion

In Zhang et al.’s attack, the main idea in their guessing the sequence of the
generating LFSR A is to choose the major bit value between 0 and 1 in the
keystream bits corresponding to I,/,. However, their method has a room for
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improvement that the probability that the guessing bit is incorrect increases as
the difference between the number of the 0 bits and 1 bits becomes small.

We propose a method to improve Zhang et al.’s attack. We set a threshold &’
of the difference between the number of the 0 bits and 1 bits, and reduce the
error probability by guessing the sequence of the generating LFSR A only in
the interval where the ratio of the 0 bits or the 1 bits is greater than % + €.
Reflecting our idea, our attack on the shrinking and self-shrinking generator is
more efficient than Zhang et al.’s attack in both data and computational com-
plexities. Using our attack on the shrinking generator, required keystream bits
and computational complexity are reduced about 69% and 27%, respectively.
Using Zhang et al.’s attack, we checked that the initial state of generating LFSR
(its length is 240) of the self-shrinking generator is recovered faster than pre-
vious attacks. Complexities of our attack are less than them of Zhang et al.’s
attack in both data and computation. In detail, required keystream bits and
computational complexity are reduced about 46% and 22%, respectively using
our attack.
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Abstract. ALPHA-MAC is a MAC function which uses the building
blocks of AES. This paper studies the internal structure of this new
design. First, we provide a method to find second preimages based on the
assumption that a key or an intermediate value is known. The proposed
searching algorithm exploits the algebraic properties of the underlying
block cipher and needs to solve eight groups of linear functions to find
a second preimage. Second, we show that our idea can also be used to
find internal collisions under the same assumption. We do not make any
claims that those findings in any way endanger the security of this MAC
function. Our contribution is showing how algebraic properties of AES
can be used for analysis of this MAC function.

1 Introduction

Hash functions play an important role in many areas of cryptography. The build-
ing of hash functions has received extensive work over the years, for example, the
design of MD4 [17], MD5 [I8], SHA-O [3] and SHA-1 [2]. On the other hand, the
cryptanalysis of hash functions has been carried out by many researchers, for in-
stance, recent attacks on MD4, MD5, SHA-0 and SHA-1 [6/7TO/TAT920/2T122].

Message Authentication Codes (MACs) are keyed hash functions that provide
message integrity by appending a cryptographic checksum to a message which is
verifiable only by the intended recipient of the message. Message authentication
is one of the most important ways of ensuring the integrity of information, and
it has been used in many practical applications. MAC functions take a secret
key and a message as input and generate a short digest as output. Many re-
search groups have presented various approaches to construct MAC functions,
for example, MAA [13], CBC-MAC [I5], UMAC [9], MDx-MAC [16] and HMAC
[405].

The ALrRED [II] construction is a new MAC design approach presented at
FSE 2005. ALpHA-MAC [I1] is a specific instance of the ALRED construction
with AES [I] as the underlying block cipher. The reason why AES was chosen
as the underlying block cipher of the ALPHA-MAC is because AES is efficient
in hardware and software and it has withstood intense public scrutiny since its
publication as Rijndael [12].

In this paper, we study the internal structure of the ALpuA-MAC by employing
the algebraic properties of AES and the structural features of the ALraA-MAC.

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 271-285] 2006.
© Springer-Verlag Berlin Heidelberg 2006
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First, we present a method to find second preimages of the ALpuA-MAC by
solving eight groups of linear functions, based on the assumption that an au-
thentication key or an intermediate value of this MAC is known. Each of these
eight groups of linear functions contains two equations. We divide the second-
preimage search algorithm into two steps: the Backwards-aNd-Forwards (BNF)
search and the Backwards-aNd-Backwards (BNB) search. The BNF search pro-
vides an idea for extending 32-bit collisions to 128-bit collisiond] by solving four
groups of linear functions. Given a key (or an intermediate value) and one four-
block message, the BNB search can generate another four-block message such
that these two messages produce 32-bit collisions, which are a prerequisite for
the BNF search. To do the BNB search, we need to solve another four groups of
linear functions. By combining the BNB search with the BNF search, we can find
second preimages of ALPHA-MAC. Second, we show that the second-preimage
finding method can also be used to generate internal collisions. The proposed
collision search method can find two five-block messages such that they produce
128-bit collisions under a selected key (or a selected intermediate value).

This paper is organized as follows: Section [2] provides a description of the
ALraA-MAC, and Section Bl presents the second-preimage search algorithm. Sec-
tion [4] shows how to generate internal collisions and finally, Section [ concludes
this paper. Appendix [Al includes our experimental results.

2 A Brief Description of ALPHA-MAC

ArpuA-MAC [1I] is a MAC function which uses the building blocks of AES.
Similarly to AES, the ALpuA-MAC supports keys of 128, 192 and 256 bits. The
word length is 32 bits, and the injection layout places the 4 bytes of each message
word [mg, m1, ma, ms] into a 4 x 4 array. The format of the injection layout is
shown as follows:

mo 0 mi 0

0000

mo 0 ms O

0000

Like AES, the ALPHA-MAC round function contains SubBytes (SB), ShiftRows
(SR), MixColumns (MC) and AddRoundKey (ARK) , and the output of each in-
jection layout acts as the corresponding 128-bit round key. The message padding
method appends a single 1 followed by the minimum number of 0 bits such that
the length of the result is a multiple of 32. In the initialization, the state is set to
all zeros and AES is applied to the state. For every message word, the chaining
method carries out an iteration, and each iteration maps the bits of the message
word to an injection input. After that, a sequence of AES round functions are
applied to the state, with the round keys replaced by the injection input. In the
final transformation, AES is applied to the state. The MAC tag is the first ,,
bits of the resulting final state. The length of [,,, may have any value less than
or equal to 128. The ALPHA-MAC function is depicted in Figure [l

! Here and in the rest of this paper “collisions” stands for “internal collisions”.
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Round
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- AES
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Fig. 1. ALPHA-MAC construction

3 The Second-Preimage Search Algorithm

The proposed second-preimage search algorithm aims to find a five-block second-
preimage M for a selected five-block message M, under a selected key (or a
selected intermediate value). The assumption of this search is that we know two
values: a selected key (or a selected intermediate value) and a selected five-block
message M. The result of the search is that M and M generate the same 128-bit
value after five rounds of ALPHA-MAC iterations, under the selected key (or the
selected intermediate value).

We use Figure[2 to illustrate the second-preimage search. Figure 2l depicts five
consecutive rounds of the ALpHA-MAC for two different five-block messages M
and M. We assume that we are able to select an intermediate valud3f of the
Round functions in some round (e.g., in Round y — 3), and select five consecutive

2 The intermediate value is:
ap a4 ag ai2

a1 as ag ais
a2 ae a10 @14

as ar ail ais

3 In the case of a selected key, for the sake of simplicity, we assume that (M,_3,
My_2, My_1, My, My11) are the first five blocks of the selected message. Our search
algorithm works without assuming that (My—s, My—2, My—_1, My, My+1) are the
first five blocks of the selected message.
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message blocks M (M,_3, M,_o, M,_1, M,, M,1). Then we can find another
five-block message M(]\ny,g, My,g, My,l, My, ]\nyﬂ) such that these two five-
block messages collide on 128 bits in Round y + 1 after ARK.

The second-preimage search algorithm has the following form:

Known: 1. a selected key or a selected intermediate value.
2. a selected five-block message M (My_3, My_2, My_1, My, My;1).
Find:  another five-block message M (M, _3, M,_o, M,_1, M,, M,+1) such
that M and M collide on 128 bits after ARK in Round y + 1.
Method: solve eight groups of linear functions. These eight groups of functions

are named as (1), @), @), @), @), @), @) and @) in this section.

The second-preimage search algorithm consists of two steps: the Backwards-
aNd-Forwards search and the Backwards-aNd-Backwards search. The BNF
search can extend 32-bit collisions to 128-bit collisions, given two messages M
and M which collide on 32 bits, namely Bytes s4, s12, s¢ and s14, after MC in
round y (see Figure[2l). Given a key (or an intermediate value) and one four-block
message, the BNB search is able to find another four-block message such that
these two messages collide on Bytes s4, s12, s¢ and s14 after MC in Round y.
The BNB search generates those 32-bit collisions which are required for the BNF
search. By merging the BNB search with the BNF search, we can find second
preimages of the ALpuA-MAC.

3.1 The Backwards-alNd-Forwards Search

The Backwards-aNd-Forwards search has the following form:

Known: 1. a selected key or a selected intermediate value.
2. two four-block messages M(M,_3, My,_2, M,_1, M,) and M (M,_3,
Myfz, Myfl, My) colliding on 32 bits (Bytes s4, s12, s¢ and s14) after
MC in Round y.

Extend: 32-bit collisions to 128-bit collisions in Round y + 1.

Method: solve four groups of linear functions. These four groups of functions are

numbered as (), @), @) and (@) in this subsection.

The BNF search assumes that we are able to find two messages M and M , which
collide on Bytes s4, s12, s¢ and s14 after MC in round y. Based on the algebraic
property of the MixColumns transformation and the structure of ALPHA-MAC,
we can extend these 32-bit collisions to 128-bit collisions within three rounds by
solving four groups of linear equations.

3.1.1 Extending 32-Bit Collisions to 64-Bit Collisions

We use the differential XOR, property [8] before and after the MixColumns trans-
formation. In Round y before MC, by XORing those two intermediate values,
we get the following result:



ao | as | as |a1z2
ai | as |aglais
az [ ae |aio]|a1a
as | ar |aiijais
ao | a4 | as |a12
ay | as | ag |ais
as | ae |aio|ar
asz | ar |ai1|ais
o | da | dg |di2
di | ds | do |dis
5 | de [dio[d1a
ds | d7 |di1|dis
0 | da|ds |dio
di | ds | do |dis
5 | de [dig]|d1a
ds | d7 |di1]d1s
g5 | 94 | g5 |912
g1 95|99 |913
g5 | 96 |97]914
93 | 97 911|915
3o | 94 | 95 |912
g1 | gs | g9 |913
35 | 96 [910]914
gs | g7 |911|915
ig | ia | 75 |i12
11 [ i5 | 99 |t13
i5 | 6 [i10]i14
13 [ 47 |411 |15
i | a |38 |i1o
iy [ s | 9o |43
i3 | 76 |i50]t1a
i3 | 47 |11 |1
so | sa | sg |s12
s1 | 85|59 [s13
s5 | 6 |s1o]s14
§3 | S7 |S11|S15
58 Sa | 35 |512
31| 85 | 89 |313
55| 36 |570|514
33| 87 |811|515

SBoSR
—

SBoSR
—

SBoSR
—

SBoSR
—

SBoSR
—

SBoSR
—

SBoSR
—
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Round y — 3:
* *
bo | ba | b |b12 do | ds | dg |d12 (M, _3)| % dy | dg |di2
b1 | bs | by |b13| pro| di | ds | do |dis| arx | d1|ds|do|dis
—_— —_— * *
ba | bg |b10|b14 da | dg |d10|d14 5> | de |dig|d14
b3 | b7 |b11|b1s ds | d7 |d11]d15 ds | d7 |di1]d1s
bo | ba | bs |6 do | dy | ds |d ~ 15 da | d |d
o | ba | bs |bi2 ofdalds|dia) gy )19 da 12
R R y—3) ===
b1 [bs | bo |bis| mc|di|ds |do|dis| arx [ di|ds|do|dis
7 T 7 T 3 7 7 7 I T | 7 T | 37
ba | bs |bio|bia ds | de |dio|d14 > | de |dig|dia
b3 [ b7 |b11]bis ds | d7 |di1|di5 ds | d7 |di1|di5
Round y —
Jo [ fa | fs |f12 909498 |912] (pp, ) g5 | 94| g5 |912
fi| fs | fo |fis| mc| 91|95 | 99 |918| apx | 91|95 |99 |913
— —_— * *
fo | fe | fiol f1a g2 | g6 910|914 9o | 96 |g10|914
f3 | f7 | fa1]|f1s 93 | g7 |911915 93 | 97 [911]915
3 7 7 7 ~ ~ ~ ~ x| ~ ~% [~
fo | fa| fs1fi2 go | 94 | 98 |12 (My_2) 9o | 94 | 95 [912
A e AN . y—2) -8 17
fil fs | folfis| mc| 91195 | 9o |913| arx | 91|35 | 3o |913
= —T= = ) —T= = — —T=T1T1=
fa | fe |f10]|f14 g2 | g6 |g10[g14 95 | 96 (910|914
fa | fr | fai]f1s g3 | 97 |911|915 g3 | 97 911|915
Round y —
ho | ha|hs |hi2 fo f e | ds |i12 | (pp, )| G0 | ta [ % |E12
hi|hs|ho |hi3| pmrc| @1 | %5 | %0 |913| ARk i1 | i5 | i9 [i13
ha | he [h1o|h1a 12 | i6 |%10|%14 i5 | 6 [i10 | %14
hs | h7 |hi1fhis i3 | i7 |411 |15 i3 | i7 |411 |15
= = = |7 ~ ~ <~ = % | = T |z
ho|ha|hs|hi2 fo Y iafis liua ) 7 | Yo ldalts 4o
= T T T ~ =~ ~ ~ Y- =~ =~ ~ ~
1] hs|ho|his 15 1 3 1| 1
h h h h MC| K3 19 |13 ARK 3 K3 19 |13
A T e T — = ~ = ~ i ~x | © ~x |>
2 [ he |hio]hia i2 | i6 |%10]t14 iy | 36 [%10]%14
hs | h7 |hi1]his 13 | 27 |%11 |15 13 | 27 |%11 |15
Round y:
Jo | Ja | Js |12 S0 | 84 | s8 |s12 (M) sy | sa]sg [s12
— T y
J1|Js | J9 |13 | mco| S1 | S5 |59 |913| ARk S1 | S5 | S9 |S13
J2 | J6 |J10|J14 52 | 56 [S10|S14 So | S6 [s19]514
Js | g7 |J11|dis 83 | 87 |811(S15 s3 | 87 |s11s1s
1= 1= 1= —T= 1= 1= —=T1= T1=
Jo | Ja]Js |J12 S0 | S4 | S8 |S12 (M) So | 84| Sg [S12
~ ~ ~ ~ ~ ~ ~ ~ Y ~ = ~ ~
J1 195 |Jo |J13| M| S1 |55 |59 |S13| ARK S1 | S5 | S9 |S13
~ = ~ = — [ = = ~ = e % = ~* | =~
J2 | Je |J10)J14 52 | S6 [510(S14 S5 | 86 [S10[514
Js | J7 |J11]Jd1s 33| 87 |511(315 33| 87 |511|315
Round y +
ng | na | ng [ni2 wo |wq |ws [wiz (My+1) w§ | wa |wg |wiz
y+1
ni|ns|ng M3 MC w1 |Ws | Wwo W13 ARK w1 |Ws | Wg (W13
— — pon
N2 | Ne |[N10|N14 w2 | We |(Wio|W14 Wy | W6 |Wq|W1a
n3 | ny nii|nis w3 |wr jwi1|Wis w3 |wr [Wi1|Wis
— T T — 7T — T T -1
Mo | N4 Ny |N12 wo |wg | wWs W12 (1\71 ) Wy |wg |Wg W12
= = o = =~ = = = y+1 = = = =
N1 |ns |Nng |N13| pro| W1 | Ws | W [W13| ARK 1| Ws | Wy W13
po —1= — ) —T — —_— =TT =
N2 | Ne 10|14 W2 | We [W10|W14 Wy | We |Wqg|W1a
ng |y [R11|Ras w3 | W7 [W11|Wis w3 | W7 [W11|Wis

Fig. 2. The five-block collisions
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Jo @ jo ja B js Js Djs jiz B jrz ? 0 7 0
1 DjrJs Djs o ®jo Jiz D jis MG 0385 ®ss50 513D s13
J2 ® 2 Jo ® jo Ji0 D jio Jia ® j1a 70 7 0
43 © j3 g7 ® jr J11 @ j11 Jis © jis 087 ® 5703815 Ds15

Here, we use R (to replace jo @ jo), S (to replace jg @ jg), T' (to replace jo @ ja)
and U (to replace jio @ jio) so that after the MC transformation in Round v,
Bytes §1 ® s1, 53 ® s3, S9 @ s9 and §11 @ s11 become zero. Now the question is
“how to decide R, S, T and U”. The answer is:

— There exists one and only one pair of (R, T) such that after MC, Bytes
51 @ s1 and §3 @ s3 are both zero.

— There exists one and only one pair of (S, U) such that after MC, Bytes
S9 @ sg and 8§11 @ s11 are both zero.

According to the MC transformation, we have the following formula:

2 0 7?7 0 02 03 01 01 R ju®js S jiz2®ji2
055 @55 0513 @s15 | | 01020301 | | j1 @1 Jjs & Js Jo B o Jis & s
2 0 7?7 0 01010203 T je®js U  Jia®jia
037 @ s7.0 315 ® s15 030101 02] |js @ js j7 @ jr ji1 ® j11 j1s ® jas

To find out the values of (R, T') and (S, U), we need to solve the following two
groups of equations.

R S
J1® 5 Jo @ jo
[01 020301] =0 [01020301] =0
T U
L js @ ja J (1) L j11 @ j11 ] 2)
R T - s 1
J1® 5 Jo @ jo
[0301 01 02] =0 [0301 01 02] =0
T U
L js @ ja J L j11 @ j11 ]

In the two equations in (), there are two variables R and T, and therefore
there exists one and only one pair of (R, T') to make these two equations hold
simultaneously. Similarly, we can decide the values of S and U by solving the
two equations in (2]).

Once we get the values of R, S, T and U, message block My_l can be con-
structed as follows:

new new new

1. Set the values of ji*v, 5§ j2 and jiy* as follows: j”ew = Jjo ® R,
ggew =js DS, j”ew =jo® T and j"ew =Jjio @ U. Use j”ew to replace jo,
j"e“’ to replace jg, j%‘ew to replace j2, and j{‘e“’ to replace jio.

new
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2. Perform SR~! (inverse ShiftRows) and SB~! (inverse SubBytes). As SR™!
and SB~! are permutation and substitution, they do not change the prop-
erties we have found. Now we have the outputs of ARK in Round y — 1.

3. Compute the value of J\;[;qu as follows:

My = (G5 @ 10| (& @ is)l| 5" @ i2)[|(J3° @ tao).

Use J\;[;quf to replace J\;[y,1.

At this stage, two messages (M,_3, M, o, M, 1) and (M,_3, M, o, ~;E‘1”)
collide on 64 bits (Bytes s4, S12, S¢, S14, S1, S9, S3 and s11) in Round y after

MC.

3.1.2 Extending 64-Bit Collisions to 96-Bit Collisions
We only need to focus on Round y and Round y 4 1 to extend 64-bit collisions
to 96-bit collisions. The idea is to choose message block ]\ny to cancel out the
differences between Bytes (s5, $13, s7, s15) and Bytes (85, 513, 87, §15) in Round
y. The method of choosing My is exactly same as the method for constructing
M, _; in Section BTl

By taking the outputs of ARK in Round y, we perform the SB and SR
operations, and then XOR the results after SB and SR:

no N4 Mg Ni2 no N4 Ng Ni12 no®no 0 ngdng 0 7070

ni1 N5 Ng Ni13 n1 ns Mg N3 n®&n1 0 ngodng 0 MC 0000
b = —

N2 Ne N1o N4 N2 Ng N1o N14 n2 @ N2 0 nio @ n1o 0 7070

n3 N7 N11 Nis n3 N7 N11 N5 n3 @ n3 0n11 @ ni1 0 0000

Here we use 7 to replace ng @ ng, p to replace ng ¢ ng, ¢ to replace ng @ ng and
w to replace nig ® n1g so that after MixColumns in Round y + 1, Bytes wy & w1,
wg P Wg, w3 D ws and w11 P W11 are zero:

™ 0 p 0 7070

n1@®n1 0 ngdng 0 MC 0000
—

10} 0 w 0 7070

n3 ®&nz 0ni1 Pnir 0 0000

Now the question is “how to decide 7, p, ¢ and w”. The answer is:

— There exists one and only one pair of (7, ¢) such that after MC, Bytes
wy @ Wy and ws @ w3 are both zero. The values of (7, ¢) can be decided by
solving (3.

— There exists one and only one pair of (p, w) such that after MC, Bytes
wg B we and wy1 & Wy are both zero. By solving (@), we get the values of

(p, w).
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7T p
ni G N1 ng @ o
[01 02 0301] =0 01020301] =0
1) w
L n3 @ ng | Lni1 @ f1r J
_ . (3) - . (4)
w p
n1 G N1 ng @ o
[0301 0102] =0 03 01 01 02] =0
¢ w
L n3 @ ng | L n11 & f11

Once we know the values of m, ¢, p and w, message block ]\ny can be chosen
as follows:

Hnew new Hnew

1. Set the values of ng®’, ng®”, ny” and nj§"¥ as follows: ng®” = ng @ m,
ng®’ = ng @ p, Ny =na2 @ (;57 and N5 = nio @ w. Use ng" to replace nog,
ng®’ to replace ng, ny°"Y to replace ng, and ni§" to replace fqg.

2. Perform SR~ and SB’l. Since SR™! and SB~! are permutation and sub-
stitution, they do not affect the properties we have found. Now we have the
outputs of ARK in Round .

3. Compute the value of My as follows:

Hnew

M, = (g @ 50)||(Rge" & 3s)[|(RY5" & 52)||(A5" & 510).

So far, two messages (M, _3, My_2, M,_1, M) and (M,_3, M, », M;f‘lﬂ M,)
collide on 96 bits (i.e., Bytes w1, ws, w4, ws, we, wr, wy, w11, Wiz, w13, wig and
wis) in Round y + 1 after MC transformation.

3.1.3 Extending 96-Bit Collisions to 128-Bit Collisions

This step is straightforward as we can select message M, arbitrarily, and
construct message My+1 to cancel the differences between Bytes wg, ws, wo and
w1p. The construction is provided as follows:

My 11 = ((wo ® wo)||(ws @ Ws)||(wa © W2)||(wi0 ® W10)) S My41.

3.2 The Backwards-aNd-Backwards Search

The Backwards-aNd-Backwards search has the following form:

Known: 1. a selected key or a selected intermediate value.
2. one selected four-block message M (My—_3, My—_2, My_1, My).

Find:  another four-block message M (M,_3, M,_2, M,_1, M,) such that
these two messages collide on 32 bits (Bytes s4, s12, s¢ and s14) after
MC in Round y.

Method: solve four groups of linear functions. These four groups of functions are
named as (@), @), (@) and () in this subsection.
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We propose a method to find 32-bit collisions on Bytes s4, 12, s¢ and s14 (see
Figure 2) by solving four groups of linear functions. This search assumes that
for a selected key (or a selected intermediate value) and a selected four-block
message (My 3, My 2, My,h M,), we can generate another four-block message
(My 3, My 2, My M ) such that these two messages collide on Bytes s4, s12,
s¢ and s14 after MC in Round y. The method used by the BNB search is similar
to the idea employed by the BNF search, but works in only one direction (i.e.,
only backwards).

3.2.1 Deciding Four Values (35, j7, J13 and 315)
In the beginning, we choose (My_3, My_o, My_1, M,) randomly. Assume that
the input and the output of MC in Round y are listed as follows:

jO j4 j8 j12 S0 54 Sg S12

j jokd 5185 89 §

g1 38 Jo 375 MC 1 85 S9 S13
—

g2 Je Jio Jia S2 86 510 S14

% “old T Told s s ==

J3J7  Jit Jis 83 S7 S11 S15

Now we do not use the values of je'd, je'd, jelt or jfl!. Instead, we use js

(to replace j¢'%), j; (to replace j94), ji3 (to replace j¢4), and ji5 (to replace

jféd) such that we get values s4, $12, sg, and s14 on Bytes 54, §12, Sg, and 3514,

respectively (illustrated as follows):

jo ja Js Ji2 S0 S4 S8 S12

J1 75 Jo jis me | 5185 So 813

52 56 510 314 82 86 510 S14

Js j7 jui Jis S3 87 511 815
Now the question is “how can we make this happen”. Our answer is to solve
two groups of linear functions. For the values of s4 and sg, we have two linear

equations in (&) with only two unknown variables ( J5 and j7) Therefore, we can
solve () to obtain the values of j5 and j7.

[ Ga] fr
Ji2
Js -
[02 03 01 01] =54 J13
= [02 03 01 01] = 512
Je ~
J14
L jz ] -
SR (5) L j1s5
Ja o (6)
112
Js -
[01 01 02 03] = s6 J13
= [01 01 02 03] = 514
Je ~
J14
L jz ] -
LJ15 1




280 J. Huang, J. Seberry, and W. Susilo

Similarly, for the values of s12 and s14, we have two linear functions in (@) with
two unknown variables (j13 and j5). We can solve (@) to decide the values of
J13 and 315 After getting four values (Js, jr, 313, and j15) decided, we perform
the SR™! and SB~! transformations. As SR~! is permutation and SB~! is
substitution, 557 577 J13, and J15 are first relocated then substituted by another
four values 79, i3, 11, and 111, Trespectively. As the message injection layout does
not change the values of ig, i3, 41, and 711, these four values are not changed
after we do ARK. So, we get four known values (ig, 73, i1, and i11) after MC in
Round y — 1. Our next target is to modify message block My 2 so that we get
those four values ig, is, i1, and i11 after MC in Round y— 1.

3.2.2 Modifying Message Block My_z

Suppose by using the original message block J\Zl'y,g7 we have the following states
in Round y — 1:

ga«old §4 ggold £~I12 hold h4 ilgld il12 ? '%4 ? 212
g1 gs 9o 913 | sposr hi hs he his we |7 is ? i13
Bogr| 7 o
92" ge G165 gra h5' he hig" has Pis 7 i
g3 gr g1 Jis hs hr hi1 his 747 715
Now we replace ValueSN(iLald7ngld, Bg}d, hSld) with (ho, he, hs, hig) and then we
get those four values (ig, i3, 71, and 411) located as follows:
3o Ga s G2 ho ha hs hi2 ? %4 7 i1z
9195 99 913 | sposn hi hs ho hus e | i1is g i1s
e - - - . —_— _ _
93 6 Jio J1a ha he hio hia ? 96 7 d1a
g3 g7 g11 15 ils il? illl }~l15 53 %7 %11 515
Based on the property of MC transformation, we can form the following two
groups of linear functions:

o e ]
fll ;7/9
[01 02 0301] - =1 [01 020301] - =g
ha hi1o
iLg iLll
i (7) co_ (8)
ho hs
fll ;7/9
[03 01 01 02] - | =7 [03 01 01 02] - | =i
ha hi1o
iLg iLll

~ We know the values of iLh ﬁg, ﬁg %nd iLu from the originai message block
M, _5. We can get the values of (hg, ho) by solving (), and get the values of



On the Internal Structure of ALPHA-MAC 281

(hs, h1o) by solving (B). After finding the values of (hq, ha, hs, hig), we perform
SR~ and SB~!, and obtain the corresponding four values (g3, g3, G5, G5o)- Once
we know the values of (G5, G5, G5, G%o), we replace M, o with M;fg’. N;fg’ is
constructed as follows (note that go, gs, g2 and gio are known from the message
block M,_3 in Round y — 3):

rnew

55 = (90 @ 90)l1(g5 © 98)1(93 ® 2)I1(g10 © Fr0)-

3.3 Combining the BNB Search with the BNF Search

The second-preimage search algorithm combines the BNB search with the BNF
search. To search for a second preimage of the ALPHA-MAC, we perform the
following steps:

1. Select a key or an intermediate value.

2. Select a five-block message M (My_3, My_o, My_1, My, Myi1).

3. Generate the second preimage M (M, _3, Mo, M, 1, My, M, ;1) randomly.
We need to guarantee that My,g is not equal to M_3.

4. Perform the BNB search to generate 32-bit collisions. The BNB search is
done by modifying message block My 2.

5. Use the BNF search to extend those 32-bit collisions to 128-bit collisions.
The BNF search is carried out by modlfylng the values of My 1, M and
My+1. Message M(My_g7 My_z, My_l, My, My+1) is a second prelmage of
message M (My_3, My_o, My_1, My, My41) under the selected key (or the
selected intermediate value).

The routine of finding second preimages is shown in Table [I and Figure [3]
depicts this finding. The name of the BNB search comes from the fact that

Table 1. Second-preimage search = BNB search + BNF search

Search R Round y — 2 Di Round y — 1 Di Round y
BNB 1 < 54 — S4, S19 — S12, S6
— 56, 814 — S14
2 hold N ~h hold N h2,

h"ld — hg, h{ — hio
3 My_s — MY

Round y —1 Di Round y Di Round y +1
BNF 4 modify My,1 < collisions on s4, S12, Sé

and si4

5 = collisions on s4, S12, S¢,
S14, S1, So, S3 and s11

6 modify M, = 96-bit collisions

7 modify M1 — 128-bit

collisions

Di - Direction
R - Routine
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Injection Layout«

Injection Layout«

Injection Layout«

Injection Layout«

Myy1 (Myy1)

Fig. 3. The second-preimage search

searching for My,g is carried out by moving backwards and then backwards,
and the name of the BNF search comes from the fact that searching for M, 1,
M, and M, is performed by moving backwards and then forwards (see Table
). A personal computer takes about 1 second to find a second preimage of the
ALpaA-MAC. In Appendix [Al we provide a second preimage of a selected key
and a selected five-block message.

4 The Collision Search Algorithm

Known: a selected key or a selected intermediate value.

Find:  two five-block messages M and M such that they collide under the

selected key or the intermediate value.

Method: employ the second-preimage search.

In the second-preimage search, we choose the first five-block message arbitrar-
ily, and once it is decided, we do not modify it. All we need to do is modify
the second five-block message so that 128-bit collisions happen. Therefore, the
second-preimage search can also be used to find two colliding five-block messages

under a selected key (or a selected intermediate value).
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Conclusions

In this paper, we have presented our analysis on the internal structure of ALPHA-
MAC. We proposed a method to find second preimages of the ALpHA-MAC
by combining the Backwards-aNd-Forwards search and the Backwards-aNd-
Backwards search, based on the assumption that a key or an intermediate value
is known. Our method employs the algebraic properties of AES and the struc-
tural features of the ALpHa-MAC. To find a second preimage of the ALPHA-
MAC, our idea needs to solve eight groups of linear functions. We also showed
that the second-preimage finding method can be used to generate internal
collisions.
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A A Found Second Preimage

For a selected key K (see Table [B) and a selected five-block message M (see
Table B)), a second preimage found by our algorithm is M (shown in Table ).
The 128-bit colliding value is listed in Table[dl Note that these two messages are
listed after injection layout.
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Table 2. Two five-block messages

M (the selected message)

My—3 My—2 My—l My My+1
c40 80 e60 2a0 770 fd 0 e 0 al0 810 9f 0
000O0OO0OO0OO0OOOOOOOOOOOOOQOODO
940 f30 950 040 4c0 370 680 090 250 2¢O
000O0O0OO0OO0OOOOOOOOOOOOOQOODO

M (the found second preimage)

My73 My72 Myfl My My+1
1d0 430 220 040 e40 80 20 50 690 060
000O0O0OO0OO0OOOOOOOOOOOOOQOODO
lc0 0d0 2f0 300 20 9b0 d40 300 f4 0 3a0
000O0O0OO0OO0OOOOOOOOOOOOOQOODO

Table 3. The selected key K Table 4. The 128-bit collisions
83 55 2d 81 7d 69 88 d7
88 2¢ 05 67 02 cb 1f af
cl 63 be c2 b9 d8 7b 5e

2a a2 52 a4 O0e 10 79 21
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Abstract. XTEA is a block cipher with a very simple structure but
there has not been found attack even for half of full round version i.e
32-round version. In this paper we introduce a class of weak keys which
makes a 34-round reduced version of XTEA vulnerable to the related-
key rectangle attack. The number of such weak keys is about 2082
Our attack on a 34-round reduced version of XTEA under weak key
assumption requires 2%2 chosen plaintexts and 23%°* 34-round XTEA
encryptions.

Keywords: XTEA algorithm, related-key rectangle attack, weak key
class of XTEA.

1 Introduction

In 1994, Wheeler and Needham proposed a simple block cipher TEA [I4] that
uses exclusive-or, addition, and shift operation. It had a simple round function
which looked too weak to give sufficient security, but TEA had large number of
rounds of 64 enough to make itself secure against current attacks. Furthermore,
since it had a simple structure, its implementation and performance were not
bad.

However, Kelsey, Schneier and Wagner proposed a related-key attack on full-
round TEA in [9]. They used a differential characteristic for addition mod 232
with probability 1 that can be constructed under a pair of keys with a particular
difference. Wheeler and Needham proposed XTEA which was an improved ver-
sion of TEA [13]. XTEA is 64-bit block cipher using a 128-bit secret key. Until
now, the best attack is the related-key truncated differential attack on 27-round
XTEA proposed in [I1]. Table [Il depicts recent results on XTEA.

In 1993, Biham [2] introduced the related-key attack in which the attacker
can choose the relationship between two unknown keys. It depends on a key

* This research was supported by the MIC(Ministry of Information and Com-
munication), Korea, under the ITRC(Information Technology Research Center)
support program supervised by the IITA(Institute of Information Technology
Advancement)(IITA-2006-(C1090-0603-0025)).

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 286-297, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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scheduling algorithm and shows that a block cipher with a weak key schedul-
ing algorithm may be vulnerable to this kind of attack. In 1999, Wagner [15]
proposed the boomerang attack using chosen plaintexts and adaptively chosen
ciphertexts. For a block cipher, it may be that finding a long differential with
high probability is difficult but finding a short differential with high probability
is easy. In such a block cipher, the boomerang attack is useful since it uses two
short differentials with high probability to construct a long-round distinguisher.
The boomerang attack was developed into a chosen plaintext attack called the
amplified boomerang attack [§]. The transformation to a chosen plaintext at-
tack has price in a much larger data complexity for the identification of the right
quartets. After its introduction, Biham, Dunkelman, Keller [3] improved it into
the rectangle attack. In 2004, Kim et al. [I0] and Biham et al. [5] introduced a
combination of the related-key and the rectangle attacks, called the related-key
rectangle attack. Recently, Hong et al. [6] and Biham et al. [5] considered four
related keys to suggest related-key rectangle attack.

In this paper, we apply the related-key rectangle attack with four related
keys to reduced version of XTEA and introduce a class of weak keys for the
attack. Although XTEA is an improved version of TEA, it is very interesting
that XTEA still has weakness of related-key attack. We show that there exist
about 210821 keys which make XTEA not secure against the related-key rect-
angle attack. Under the assumption of such weak key, we construct a rectangle
distinguisher to break a 34-round reduced version of XTEA. This attack requires
262 chosen plaintexts and 23194 34-round XTEA encryptions.

This paper is organized as follows. In Section 2, we present the XTEA algo-
rithm. In Section 3, we describe a related-key rectangle distinguisher of XTEA
with weak key quartets. In Section 4, we present a related-key rectangle at-
tack under weak key assumption on a 34-round reduced version of XTEA. We
conclude in Section 5.

Table 1. Various attacks on reduced-round XTEA

Attack method paper Rounds Data complexity Time Complexity
Impossible Diff. 12 14 962.5 985
Diff. [7 15 959 9120
Truncated Diff. [7 23 923 9120.65
R-K Truncated Diff. [11] 27 9205 9115.15

R-K Rectangle

962 931.94
(weak key assumption)

this paper 34

2 XTEA Algorithm

In this section, we describe several notations used in this paper and briefly
describe XTEA.
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B : addition modulo 232
@ : exclusive-or

- : multiplication modulo
& (or >) : left (or right) shift

— || : concatenation of two binary strings

232

2.1 Description of XTEA

XTEA is a 64-round block cipher with 64-bit block size and 128-bit key K
which is split into four 32-bit words K = Ky||K:||K2||Ks. Let (Ly, R,) and
(Lp+1, Rny1) be the input and the output of the n-th round function, respec-
tively. For an n-th round key Sy, (Ly+1, Rnt1) is defined as follows.

Ln+1 = an
Rpi1 = Ln B F(Ry, Sn)
=L,B(GR,)BR, D S,),

where G(z) = (x < 4) ® (z > 5) for any 32-bit value x. For § = 9e3779b9, and
1 < n <64, the n-th round key S, is generated from K as follows.

S _ (i—l)'(SBElK((i_l),(s»ll)&g 1fn:2z—1,
" i-6H K(i'§>>11)&3 if n =24

L, R,
________ F__________
| -
! I
: G <«<4 :
|
! ; Jan l
il | '
[ ANV >5 !
|
|
|
|
e ___4
L R

n+1

Fig. 1. n-th round function of XTEA

3 Related-Key Rectangle Distinguisher of XTEA Under
Weak Key Assumption

In this section we show how to construct a 33-round related-key rectangle dis-
tinguisher of XTEA under weak key assumption.
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3.1 3-Round Related-Key Differential Characteristic of XTEA

Let ay = 80402010, and as = 80c¢02010,. We assume two equations x1Hxo = 23
and Y1 H Y2 = Ys. Al H AQ — Ag means ri; D Yy = Al(OI' xr1 D Y2 = A1)7
o ®ys = Ag(or z2 Dy = Az) and x3 P ys = As. The probability of oy B0 — a3
and the probability of a; Ha; — 0 are 273 over the random distribution of
(z1,22,Y1,Y2)-

We will explain three differential characteristics used in our attack. First, we
consider the probability of the 2-round differential characteristic in the case that
the input difference is zero and two consecutive round key differences are aq,
namely AS,, = AS, 11 = ay. See Fig[2l In the n-th round, the output difference
of F is a1 because AR, = 0 and AS,, = a;. The probability of 0Ba; — « is 273,
so AR, 11 = a; with the probability 273. In the (n+ 1)-th round, since G(a;) =
0, the probability of 0B a; — a3 is 273 and AS, 41 = a1, the output difference
of F is zero with the probability 273. So, AR, 4> = 0 when the output difference
of F is zero, because AL, = 0. Consequently, when AS,, = AS,,+1 = a1, the
probability of the differential characteristic (AL, AR,) — (ALyt2, ARy +2)
with (AL,, AR,) = (0,0) and (AL,42, AR,42) = (a1,0) is 275, We denote
this differential characteristic with ;.

AL, =0 AR, =0
F
G
<<4 —
AS, =0y N 3
N p=2
| /*\ M >>5 e
N O d

AL, =0 £ AR, =0,
G
AS <t
+ :u
n+l 1 g, == P = 93
mm P /*\ LM >>5 e
(| ! e
0 1
AL, =0, AR,.,=0

Fig. 2. 91, 2-round related-key differential characteristic of XTEA

11 can be extended to a 3-round differential characteristic with the probabil-
ity 27 by concatenating it to the one-round differential characteristic (AL, 2,
ARn+2) — (ALn+3,ARn+3) with ALn+2 = a17ARn+2 = ALn+3 = ARn+3 =
0, and AS,,+2 = 1. The additionally concatenated one-round differential char-
acteristic has the probability 272 because the probability of ay By — 0 is 273.
We denote this 3-round differential characteristic 5.
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AL, =0 AR, =0
F
G <<4 P
AS” =0 e; P = 3
=
o rY\ | >>5
| &l N ]
AL, =0 vl AR, =0,
G <<4
AS,. =0y 9 N 3
* N p,=2"
FH— NZa s
0 o ‘
AL, =0, il AR,,=0
G <<4 —
AS,., =0, | == » o
) =
ey A >5 ]
| N |
(0}
AL ., =0 AR =0

n+3 n+3

Fig. 3. 12, 3-round related-key differential characteristic of XTEA

11 can be extended to a 3-round differential characteristic with the probabil-
ity 2719 by concatenating it to the one-round differential characteristic (AL, 2,
ARn+2) — (ALn+3, ARn+3) with ALn+2 = a17ARn+2 = ALn+3 = ARn+3 =
0, and AS,,+2 = aa. The additionally concatenated one-round differential char-
acteristic has the probability 274 because the probability of oy Bag — 0 is 274,
We denote this 3-round differential characteristic 3.

3.2 Related-Key Rectangle Distinguisher of XTEA Under Weak
Key Assumption

We use the weakness of the XTEA key schedule to build a 33-round related-key
rectangle distinguisher in this subsection. We are interested in the property that
round keys inherit the difference from four words of the 128-bit master key. Table
shows us the order of four words Ky, K1, Ko, and K3 in the master key K of
XTEA in generating round keys.

According to Table 2 we can see that Ky is used from the 8th round to the
10th round and from the 17th round to the 18th round and that K is used from
the 26th round to the 28th round. We use this fact and the differential charac-
teristics 11,12, and ¥3 to build a 33-round related-key rectangle distinguisher
of XTEA.
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AL, =0 AR, =0
G P
AS, =o, 2
b=
[ —t WY\ |
[ dc, % [
AL, =0 vl AR, =0,
G <4 -
AS,, =0, Q N 3
AN ENY/ p, =2
ey /Y\ L >>5 |
= g
O 1
AL, =0, F AR, ,=0
G <<4 —
ASn+z =0 AN 4
N py=2
mu P /Y\ mm| >>5 | ’
[ (‘x % [
AL, ,=0 AR, =0

Fig. 4. 93, 3-round related-key differential characteristic of XTEA

Table 2. The order of four words Ko, K1, K2, and K3 in the master key K of XTEA
in generating round keys

Round 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16
Key Ko K; K1 K; Ko K, Kz Ko Ko Ko Ki K3 Ko Ko K3 K
Round 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
Key Ko Ko Ki Ko Ko Ky Kz Ko Ko Ki Ki Ki Ko Ko K3 Ks

Round 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
Key Ko Ko K1 K1 Ko K, Kz Ko Ko K3 Ki Ko Ko Ki K3 K

Round 40 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64
Key Ko Ko Ki K3 Ko Ko Kz Ko Ko Ki Ki Ko Ko Kz K3 Ko

Let K1, K2, K3, and K4 be 128-bit keys. We consider the following quartet
of related keys.

K1 = Ko||[K1|[Ka||K3, K2 = Kpj||K1]|K2||K3,
K3 = Ko||K{||K2||K3, K4 =K{}||K{||K2||Ks.

We assume that following conditions are satisfied.

(6-4BKo) ® (6-4BK)) = as, 1)
(6-8BKo) @ (6-SHK)) =y, 2)
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(0-9BKo) ® (8- 9B K) = o, (3)
(6-13BK) @ (5-13BK!) = ay, ()
(6-14BK)®@6-14BK) = al, (5)

(6-58 Ko) @ (658 K}) = . (6)

Let Fy be the XTEA encryption from the 2nd round to the 19th round and
FE; be the XTEA encryption from the 20th round to the 34th round, and let P,
and P, be 64-bit plaintexts. For Ey(K1, P;) and Ey(K2, P;), we can construct
a 18-round differential characteristic 14 using the differential characteristics ¥3
and 1, which is described Table[8l The probability of 14 is 2719.276 = 2716 Tet
Yi = Eo(K].,Pl),ng = E()(K2,P1)7Y3 = E()(K37P2) and Y;; = Eo(K4,P2) We
also apply ¥4 to Eo(K3, P») and Eo(K4, Py) such that Y1®Ys = Y3®Y,. Then the
probability of both Y1 ®Y5 = Y3® Y, and 4 are happened is Zg Pr((A0, A0) —
(AB, AD))? = (2718:38)2 where AB is a possible value of Aay B AO.

We assume that V1 @ Y3 = Yo @ Yy = (0,0). Then for E;(K1,Y7) and
E1(K3,Y3), we can construct a 15-round differential characteristic 15 using
the differential characteristic 15, which is described Table @l Then the prob-
ability of ’(/)5 is 279. Let Zl = E1(K1,Yv1), ZQ = E1(K27Y2)7Z3 = El(K37Y3)
and Zy = F1(K4,Y;). We also apply 95 to E1(K3,Ys2) and E;1(K4,Y,) such
that Z1 @ Z3 = Zo ® Z4 = (0,0). Then Z1 @ Z3 = Zy @ Z4 = (0,0) with the
probability (279)2.

If a quartet (Py, P1, P2, Py) satisfies above related-key differential charac-
teristics then we call (P, P1, Ps, P5) a right quartet. That is, right quartet
(P1, P1, Py, P») satisfies following conditions.

H@Y2:Y3®Y21:(/670)7 (7)
Yl @ }/3 = (0,0), (8)
Z1®Zs =28 Zy = (0,0). 9)

Let m be the number of plaintext pairs with input difference (0,0). Then
we have about m? - (2718:38)2 quartets satisfying (). If we assume that the
intermediate encryption values are distributed uniformly over all possible values,
we get Y1 ® Y3 = (0,0) with the probability 2-%4. This assumption enables us to
obtain m?2-2764. (2718:38)2 quartets satisfying () and (§). As stated above, ()
and (8) allow us to get Ya®Yy = (0, 0) with probability 1. Moreover, each of Y1®
Y3 and Y2@ Y4 satisfies the related-key differential 15 with the probability 27°.
Therefore, the expected number of right quartets is m? - (2718:38)2.2764.(279)2,
For a random permutation the expected number of Z; ® Zs = Zo ® Z4 = (0,0)
is m?2 - (2754)2 since there are m? possible quartets and each of the Z; ® Z3
and Zo @ Z, satisfies the (0,0) with the probability 2764, Consequently, our
related-key differential characteristics can form a 33-round related-key rectangle
distinguisher of XTEA since m? - (2718:38)2. 2764 . (2792 ig greater than m? -
(2—64)2.
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Table 3. 18-round differential characteristic 4

Round characteristic probability
2 ~T7 input differences and AS,, are all zero 1

8 ~10 This is same to 3 910
11~16 input differences and AS,, are all zero 1
17~18 This is same to 91 26

19  Ainput : (0,0), Aoutput : (8(= a1 B0),0), AS19 =0

Table 4. 15-round differential characteristic s

Round characteristic probability
20 ~25 input differences and AS,, are all zero 1

26 ~28 This is same to 2 279
29~34 input differences and AS,, are all zero 1

4 Related-Key Rectangle Attack on 34 Rounds of XTEA
Under Weak Key Assumption

We are now ready to show how to exploit the 33-round distinguisher to attack
34-round of XTEA under weak key assumptions. We assume that the 34 round
XTEA cipher uses the master key K1 as well as related keys K2, K3, K4. The
following is an attack procedure of 34 rounds of XTEA.

1. Choose 2% plaintext pairs (P, P1) and 250 plaintext pairs (P, P). (P1, Pi,
Py, P5) are encrypted using the keys (K1, K2, K3, K4), respectively, relating
the ciphertexts C, Csy, Cs, Cy.

2. Check that C1 @ C3 = Cy @ Cy = A(Lsg, R3s) = (£,0) where (£,0) is a
possible output difference when the input difference is (0,0). See Table [ for
description of £. There are 1080 possible values of &.

3. Guess a 32-bit round key quartet (Ki, K1, K1, K1) of the 35th round under
weak key assumptions.

(a) For all ciphertext quartets (Cq,C2,C3,Cy) passing Step 2 check that
E1(C1) ® Egz(Cs) = (0,0) and Egs(Ca) ® Ey(Ca) = (0,0)

(b) If the number of ciphertext quartets passing Step 3(a) is greater than or
equal to 2, output the guessed key quartet as the right key quartet of
round 35. Otherwise, go to Step [3

This attack requires two pools of 260 plaintext pairs and thus data complexity

of attack is 202. Using two pools of 260 plaintext pairs we can make 2120 plaintext
quartets. Here, 2121%(~ 2120 . (2737 . ;8 . 21120 . 298)2) quartets pass Step 2. The
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P,K2 P, K4

Fig. 5. 33-round related-key rectangle distinguisher of XTEA

00000000 0000 0000 0000 0000 00000000 0000 0000 0000 0000 0000 0000 0000 0000

A@, BK,)

Mm

ul []
[ U

A(SI, HBK ) ) Ho (: a ) 00000000 0000 0000 0000 0000 0000 0000

Fig. 6. Description of the 35th round operation

expected number of right quartets is about 2 (a 2120 . 2764 . (271838 . 9=9)2)
Thus in case that the right key of the 35th round is guessed, the expected
number of ciphertext quartets is 2 in Step 3(a). Next, we consider the case that
wrong key is guessed. Let &, &} for 1 < i,j < 1080 be any possible values of
&'. Then the probability that there exist Ci,Cs,C3,C4 such that C; & C3 =
(€,,0) and C2 ® Cy = (€},0) is 20, where 220% (=~ 1080 - 1080). Let T;;
for 1 < 4,57 < 1080 be the probability that E;& (C1) @ E;(é(Cg) = (0,0) and
Ex5(Ca) ® Exy(Cy) = (0,0) where C1 & Cs = (&,0) and Cy @ Cy = (&},0).
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Table 5. ( Possible values of )

i-th bit~j-th bit possible values of £ number of cases
4~0 10000 1
13~5 100000000, 100000001, 100000011,
-, 111111111, 011111111 10
23~ 14 1100000000, 1100000001,1100000011,
---,1111111111,1011111111,0011111111,0111111111 12
31~ 24 10000000,10000001,10000011,
---,11111111,01111111 9

Thus for each wrong key quartet the number of ciphertext quartets passing the
. 12.15 12.15 12.15
Step 3(3) 1S (320.15 : Tl,l : 223'87"’ 520.15 : T1,2 : 223'87"’ 520.15 : T1,3 : 223'87"’ ce
12.15 12.15
320_15 . T1080,1080 . 223.87)/223.87 — (320.15 . 223.87 . (Z Ti,j))/223'87 ~ 2—10 where
the number of weak keys, K11’s, is 22387 and Y T; ; is about 272. Therefore we
can get the right key used in the 35th round with the above attack procedure.

The time complexity of this attack is 2121° . 22387 . 314 . % 4~ 23194,

5 Conclusion

XTEA is a block cipher with a very simple structure but there was no known
attack even for half the total number of rounds version although it has 64 rounds.
In this paper, we have presented a related-key rectangle attack on XTEA under
weak key assumption. There are 2108-21 (= 220-35.923.87.964) (3 fraction 271979 of
all keys) weak keys which make it possible to construct the above distinguishers.
See appendix [Al for description of weak key quartets. The attack on 34 rounds
of XTEA under weak key assumptions requires 252 chosen plaintexts and 23!-94
34-round XTEA encryptions.
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Description of Weak Key Quartet of XTEA

We describe the form of weak key quartets of XTEA more in detail than ()~ (@l).
Let K1 = (Kol|K1|| Ka||K3), K2 = (Kq||K1|[Kal| K3), K3= (Kol K1|[K2|[K3),
K4 = (Ky||K{||K2||K3) and let K; = (K3, K%, K2, --- | K}, K}) for 0 < j <
3 be 32-bit strings. If K'1, K2, K3, K4 satisfy (1.1)~(2.7) then (K1,K2,K3,K4)
satisfies all conditions of ()~ ().

X! (Ko, K}) € {a,b,c} means that K} = K[ have the same value as a or b
or ¢ for i < k < j. NX;(Ky, K{)) means that Kj = 0 and K§ = 1. Similarly,
NX/ (Ko, K}) means that K} =0 and Kf =1 fori <k < j.

Let (K1, K2) and (K3, K4) satisfy following (1.1)~(1.8) :
1.1) Kj = K =0, X¢ (Ko, K{) € {011, 100, 101, 110, 111}.
2) K§ # K{ ieif K§ =1 then K§' = 0.
3) X3%(Ko, K§) € {11000100, 11000101, 11000110, 11000111, 11001000}
4) K§? £ K§3
5) If K33 =0, K§*® =1 then K, K{' for 14 < i < 19 have the same value
as follows :
- X19 (Ko, K§) € {01000, 01001, 01010, - - - , 11000}, NX14 (Ko, K{) or
- X1§ (Ko, K§) € {0100,0101, 0110,0111, 1000}, NX15(K}, Ko), NXia
(Ko, K§) or
- X12(Ko, K§) € {010,011}, NX16(K{, Ko), NX1i(Ko, K{) or
- X1§ (Ko, K§) € {01}, NX17(K§, Ko), NXi$(Ko, K{) or
- K = K =0, NX15(K}, Ko), NX1i (Ko, K{§)
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It K =1, =0’ then KO, K[} change the value each other.
(1.6) K3* # K’” 3£ K3, K £ K, K3? # K{? ie if K32 = 0 then
K/22 — ]_7 K K/23

(1.7) K = K{ for 24 g i <30 and K3' £ K3

— Let (K1, K3) and (K2, K4) satisfy following (2.1)~(2.7) :
(2.1) XS(Kl,K{) € {0010, 0011, 0100, 0110}
(22) Ki # Ki'
(2.3) Ki, Ki' for 5 < i < 12 have the value same as follows :
- X§(K1, K1)e {0000, 0001, 0010, - - -, 1010, 1100, }, X3*(K1, K{)€ {1000}
or
- X30(Ky,KY) € {010110,010111,011000 011001, 011010, - -- ,011111,
100000, 100001, - - - , 111111}, K{' = K{** =1, K{? = K{** =
(2.4) K{? ;A K3
(2.5) If K{® =0, K™ = 1 then K}, K{’ for 14 < i < 21 have the same value as
follows :
- X#(K1, K1) € {011110,01111, 100000, 100001, - - - , 101111},
NX14 (K|, K1)
- X (K1, K1) € {01111, 10000, 10001, - - - , 10110},
NXi5(K1, K1), NX14(K1, K1)
- XP(K1, K1) € {0111, 1000, 1001, - - - , 1011},
NXi6(K1, K1), NX15(K1, K1), NX14(K1, K1)
- X (K1, K1) € {100,101},
NXi7(K}, K1), NX16(K1,K}) , NX15(K1, K1), NX14(K1, K1)
- XI(K1, K1) € {10},
NXis(Ki, K1), NX17(K1, K}), NX16(K1, K}) , NX15(K1, K1),
NX14(K1,K{)
K =K =1
If K2 =1, K{ = 0 then K{, K for 14 < i < 21 change above values
each other.
(26) # K/22 K/23 =1
(2.7) K1 = K{ for 24 <i<30and K3' # K

Assume that K1, K2 satisfy (1.1)~(1.7) and K1, K3 satisfy (2.1)~(2.7). If
K3, K4 satisfy (1.1)~(1.7) then K1, K2, K3, K4 satisfy all conditions of
[ ~@). The weak key quartets are computed as follows :

— the number of K1y, K2y satisfying (1.1)~(1.7)
1.5.5.26=2%034
— the number of K1y, K3, satisfying (2.1)~(2.7)

— Thus the total number of weak key quartets is (220-34).(223:87).(264) = 2108.21
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Abstract. Especially for key establishment protocols to be used in in-
ternet applications, the (privacy) concern of deniability arises: Can a
protocol transcript be used—possibly by a participant—to prove the in-
volvement of another party in the protocol? For two party key estab-
lishment protocols, a common technique for achieving deniability is the
replacement of signature-based message authentication with authentica-
tion based on symmetric keys. We explore the question of deniability in
the context of group key establishment: Taking into account malicious
insiders, using a common symmetric key for authentication is critical,
and the question of how to achieve deniability arises.

Building on a model of Bresson et al., we offer a formalization of de-
niability and present a group key agreement offering provable security
in the usual sense, deniability, and security guarantees against malicious
insiders. Our approach for achieving deniability through a suitably dis-
tributed Schnorr-signature might also be of independent interest.

Keywords: group key agreement, plausible deniability.

1 Introduction

In addition to standard requirements like key secrecy or perfect forward secrecy,
often additional conditions are imposed on key establishment protocols. In par-
ticular for key establishment protocols geared towards internet applications, e. g.,
IKEv2 [11] or JFK [I], further issues like DoS resistance and protection of pri-
vacy become relevant. One of these (privacy) requirements that has, e.g., been
explicitly addressed in a memo on “Features of Proposed Successors to IKE”
[12] is the question of plausible deniability: Assume we run a key establishment
between two principals U; and U,. Then it can be desirable that a transcript
of the communication does not allow to prove that indeed U; and Us have es-
tablished a key in this session. Going one step further, even for each of the two
protocol participants it should be infeasible to prove to a third party that its
communication partner has been involved in the key establishment.

In [I5] Mao and Paterson put forward (informal) definitions for various degrees
of plausible deniability and also key establishment protocols achieving deniabil-
ity by using identity-based techniques. In joint work with Boyd [5], Mao and

P.Q. Nguyen (Ed.): VIETCRYPT 2006, LNCS 4341, pp. 298-B11], 2006.
© Springer-Verlag Berlin Heidelberg 2006
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Paterson discuss how to integrate the design goal of deniability in a two party
key establishment with a construction method of Canetti and Krawczyk [8]. A
key technique in [5] is the use of public information to derive a shared secret
between two principals Uy, Us aiming at the establishment of a common key.
The general question of deniability, and the question of deniable authentication
in particular, has received significant attention in the literature—a very partial
list including [TO/T6UONIRITY]. Nevertheless, for the deniability of key establish-
ment protocols a satisfying formal treatment that integrates with the existing
proof frameworks seems to be lacking. The authors of [I5] refer to the develop-
ment of more formal security models and security proofs for deniability as an
important avenue of future research and raise the question for building proofs
for deniability from proofs for the underlying key establishment primitives.

Our contribution. We suggest a definition of deniability in a group key estab-
lishment framework along the lines of Bresson et al. [6]. Passing from two parties
to a group setting adds qualitatively new problems, e. g., a single malicious par-
ticipant may be able to impersonate other protocol participants (cf. [7]). While
for the two-party case a shared secret seems well-suited for enabling deniability,
the group case appears to be more involved. Building on protocols in [13/4], we
present an efficient group key agreement protocol with a security analysis in the
random oracle model. In addition to provably offering key secrecy and deniabil-
ity, the suggested protocol offers perfect forward secrecy and security guarantees
against malicious insiders.

Organization. After recalling and establishing some theoretical tools for model-
ing group key establishment in Section[2] we suggest a definition of deniability for
group key establishment schemes. Thereafter, we describe a protocol that prov-
ably achieves deniability. In addition, we prove the usual key secrecy and perfect
forward secrecy requirements as well as security guarantees against malicious
insiders. For the proofs, a Computational Diffie Hellman assumption and the
random oracle model are used. Our main technical tool for establishing deniabil-
ity can be interpreted as a Schnorr signature whose computation is distributed
to different rounds of the protocol. This construction for achieving deniability
might be of independent interest outside the specific protocol discussed here.

2 Group Key Establishment: Modeling Security and
Deniability

In this section we summarize the basic components of the framework we use for
analyzing the group key establishment protocol proposed in Section Bl We start
by recalling a security model of Bresson et al. [6], more precisely we adopt a
variant of this framework already used in [4]. For the clarity of exposition, in the
formulation of the Send-oracle we introduce an additional role-flag that allows to
make explicit different roles taken by protocol participants: While some protocols
require all participants to perform identical computations, others exhibit a more
asymmetric structure, e.g. in a two-party key establishment, the two participants
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can play the roles of initiator and responder. Or in a group key transport protocol
we may encounter the roles of client and server.

2.1 Modeling Security of a Key Establishment

The modeling of participants, the communication network and adversarial capa-
bilities is fairly standard and—with exception of the indicated modification of
the Send-oracle—basically identical to the model in [4]. Because of all adversaries
considered being active, we did not include the Execute-oracle in the model: An
active adversary can simulate a query to Execute by means of his Send-oracle.

Participants. The set of potential protocol participants is a finite set U with each

U; being represented as a probabilistic polynomial time (ppt) Turing machine.

We allow U to be of polynomial size in the security parameter k. Each protocol

participant U; € P (where P C U) is allowed to execute a polynomial number

of protocol instances in parallel. We will denote an instance s; of principal U;

by II7* (i € N). Each such instance can be interpreted as a process executed by

U; and has assigned seven variables state;’, sid;’, pid;’, sk;’, term}’, used;" and

acc;t:

used;’ indicates whether this instance is or has been used for a protocol run.
The used;* flag can only be set through a protocol message received by the
oracle due to a call to the Send-oracle (see below);

state]’ keeps the state information during the protocol execution;

term;* shows if the execution has terminated;

sid;* denotes a non-secret session identifier that can serve as identifier for the
session key sk;‘—the attacker learns all session identifiers;

pid;* stores the set of identities of those principals that II;* aims at establishing
a key with—including U; himself;

acc;’ indicates if the protocol instance was successful, i.e., the instance II;*
accepted the session key;

sk® stores the session key once it is accepted by II7*. Before acceptance, it
stores a distinguished NULL value.

For more details on the usage of the variables we refer to [2]. We assume that
an instance II;* has to accept the session key constructed at the end of the
corresponding protocol instance if no deviation from the protocol specification
occurs.

Communication network. Arbitrary point-to-point connections among the prin-
cipals are assumed to be available. The network is considered to be non-private
and fully asynchronous. It is controlled by the adversary.

Adversarial model. As just mentioned, the adversary A has full control of the
communication network and may delay, suppress and insert messages at will.
To make the adversary’s capabilities explicit, the subsequently listed oracles are
used, and A is taken for a ppt Turing machine which may execute any of these.
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Send(U;, s;, M) This sends the message M to the instance II;* and outputs the
reply generated by this instance. If the adversary calls this oracle with an
unused instance IT;" and M = ({Ux,...,U,},role), then II7*’s pid;i-value is
initialized to the value pid;* := {Ux,...,U,} U {U;}, the used;*-flag is set,
and IT7* will act according to the role specified in role. At this, role is just a
string over some fixed alphabet to specify a particular function, like initiator,
to be played by the instance II;*.

If the instance II;* sends a message in the protocol right after receiving M,
then Send returns this message to the adversary.

Reveal(Uj, s;) returns the session key sk}.

Corrupt(U;) reveals the long term secret key SK; of U; to the adversary. Given
a concrete protocol run, involving instances I of principals Us, ..., U we
say that principal U;, € {Ux,..., U} is honest if and only if no query of the
form Corrupt(U;,) has been made by the adversary.

Test(U;, s;) Only one query of this form is allowed for an active adversary
A. Provided that ski* is defined, (i.e. acc;’ = true and sk* # NULL), A
can execute this oracle query at any time when being activated. Then with
probability 1/2 the session key sk’ and with probability 1/2 a uniformly
chosen random session key is returned.

Initialization. Before the actual key establishment protocol is executed for the
first time, an initialization phase takes place where for each principal U; € P a
public key/secret key pair (SK;, PK;) is generated. The value SK; is revealed
to U; only, and PK; is given to all principals. In the protocol below, (SK;, PK;)
will just be a pair («;, g%) with g a generator of a suitable cyclic group.

For the sake of simplicity, we assume all key pairs (SK;, PK;) to be generated
by a trusted party which also takes care of distributing the PK;-values. We do
not address the issue of malicious principals who try to generate incorrect key
pairs or adversaries that can influence the initialization phase.

Correctness. This property basically expresses that the protocol will establish a
good key without adversarial interference and allows us to exclude “useless” pro-
tocols. We take a group key establishment protocol for correct if in the absence
of attacks indeed a common key along with a common identifier is established:

Definition 1. A group key establishment protocol P is called correct if upon
honest delivery of all messages a single execution of the protocol for establishing
a key among Uy, ..., U, involves r instances IIT*, ..., IIZ" and ensures that with
overwhelming probability all instances:

— accept, i.e., acc]’ = --- = acci" = true.

— obtain a common session identifier sidj* = --- = sid>" which is globally
UNLQUE.

— have accepted the same session key ski' = --- = skl #NULL associated with

the common session identifier sidj".
— know their partners pidj* = pid3? = --- = pid," and it is pidj* = {U,... U, }.
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Partnering. For detailing the security definition, we will have to specify under
which conditions a Test-query may be executed. To do so, we follow the same
idea as in [4].

oy - . S . . ; - S5 .
Definition 2. Two instances II7*, II;” are partnered if sid}’ = sid’, acc}’ =
S . . - 1S
acc;’ = true and pid;* = pid;’.

Freshness. A Test-query should only be allowed to those instances holding a key
that is not for trivial reasons known to the adversary. To this aim, an instance
IT7" is called fresh if none of the following two conditions hold:

— For some U; € pid;* a Corrupt(U;) query was executed before a query of the
form Send(Uy, sk, *) has taken place where Uy, € pid;.
— The adversary queried Reveal(U;, s;) with II;* and II ;j being partnered.

The idea here is that revealing a session key from an instance II;* trivially
yields the session key of all instances partnered with II;¢, and hence this kind
of “attack” will be excluded in the security definition.

Security (key secrecy). The security definition of [6] can be summarized as fol-
lows. As a function of the security parameter k& we define the advantage Adv 4(k)
of a ppt adversary A in attacking protocol P as

Adv 4 := |2 - Succ — 1|

where Succ is the probability that the adversary queries Test on a fresh instance
IT7" and guesses correctly the bit b used by the Test oracle in a moment when
II7" is still fresh.

Definition 3. We call the group key establishment protocol P secure if for any
ppt adversary A the function Adv 4 = Adv 4 (k) is negligible.

2.2 Modeling Deniability in a Group Key Establishment Protocol

To introduce a definition of deniability for group key establishment schemes, we
build on the model outlined in the previous section. Before stating the definition,
we quickly review the notion of plausible deniability for the SIGMA protocol [14]
which serves as example for plausible deniability in [I5J5].

The SIGMA protocol. In the SIGMA protocol, both participants sign the pair
of ephemeral public keys of a Diffie-Hellman key exchange (g%, g¥) instead of
a message including identities of the participants. However, that two principals
A and B signed a message that includes (g%, ¢g¥) and did not establish the key
with each other certainly would only happen with a negligible probability for
honest participants. The plausible explanation for A, being confronted with a
transcript as above, is to argue that a corrupted B could have intentionally
signed the tuple (g%, ¢g¥) she caught from one of A’s former protocol runs with
a different partner.
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For a group key establishment, which in general involves more than two par-
ticipants, new questions come up:

— One may argue to what extent a plausible explanation of protocol data may
impose a maliciously acting collusion of several other protocol participants.
A straightforward application of SIGMA’s method to a group key establish-
ment protocol—not signing identities, but rather nonces and ephemeral keys
of the participants—would require the denying party to argue that all of his
presumable partners actually colluded to produce the transcript, this could
be seen no longer to be plausible.

— One may argue which former protocol runs are accepted as an excuse. If A
wants to deny a key establishment with, say, B and C. Would an actual pro-
tocol run between A, B, C' and D (a strict superset of { A, B, C'}) be accepted
as a plausible excuse? Depending on the application context, different views
can be adopted here.

Another weakness of plausible deniability as in SIGMA certainly is the undenia-
bility of a protocol execution itself. If n different tuples (g%, g¥) signed by A are
found, there is no plausible way for A to deny that he executed n protocol runs.
He might only repudiate his respective partners. To overcome these problems
we directly aim at a stronger form of deniability for group key establishment,
following the goals of complete deniability in [I5]. Principals should be able to
deny involvement in any protocol run. This should also hold in a situation where
the adversary is even willing to disclose internal state information, possibly in-
cluding long term keys, in order to provide evidence for the involvement of some
principal in a key establishment.

Deniability for group key establishment. We consider an adversary 44 that tries
to break deniability in a group key establishment protocol. More specifically, we
take A4 for a ppt algorithm expecting as input the security parameter k and
the initial public keys PK; of all potential protocol participants U; € U as well
as a bound ¢. € Ny on the number of possibly dishonest (corrupted) principals.
Having received this input, A4 interacts with the instances II;* of the principals
U; by querying the oracles Corrupt, Send and Reveal. Access to the Test oracle
is not granted and the Corrupt oracle may be queried at most ¢, times. Finally,
Aq outputs a protocol transcript T a, (k, ¢, { PK;}:), which from a formal point
of view can be an arbitrary bitstring, and intuitively represents evidence for the
involvement of a certain principal in a particular key establishment.

Let T4, (k, g.) be the random variable that describes T's, (k, gc, { PK;};) with
uniformly chosen randomness for the adversary, the oracles and the key genera-
tion in the initialization phase.

The idea is now to introduce a simulator Sq that accepts the same input and
can impose the same number of corrupted principles as A4 does, but must not
invoke any uncorrupted principal. This means, Sy may execute up to ¢. queries to
the Corrupt-oracle, but has no access to Send and Reveal. Analogously as above,
we define a transcript Ts, (k, ¢, { PK;}:) and a random variable Ts, (k, g.).
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Definition 4. We call a group key establishment protocol deniable if for each
adversary Aq as specified above and for all inputs k € IN, q. € Ng a ppt simu-
lator Sq as specified above exists such that Ta,(k,q.) and Ts,(k,q.) are compu-
tationally indistinguishable, 1. e. no ppt algorithm D can distinguish them with
non-negligible probability.

In the next section we present a four round group key agreement protocol that,
under a Computational Diffie Hellman assumption and in the random oracle
model, offers deniability along with other security guarantees that are common
in group key establishment.

3 A Deniable Group Key Agreement Protocol

We present a group key establishment protocol that achieves deniability in the
sense of Definition @l Our protocol builds on protocols in [I3/4] and from these
inherits features like being contributory, perfect forward secrecy and offering re-
sistance against malicious insiders. The system parameters are a cyclic group G
of prime order ¢ with generator g, such that the Computational Diffie Hellman
problem in G is hard. Also, we make use of the random oracle model. In the
initialization phase, all principals U; obtain a secret key SK; := «; chosen uni-
formly at random from ZZ,, and the corresponding public keys PK; := g®* are
distributed to all principals.

3.1 Protocol Description and Design Rationale

For authentication we will use a protocol which lies in-between Schnorr’s zero-
knowledge identification scheme and signature scheme [20]. Unlike as in the
signature scheme, the verifiers’ challenge will not depend on the prover’s first
random value—only on the message to be authenticated. This means that also
the message may not depend on the prover’s random value, thus must be de-
termined before. For the protocol to be sound, the verifiers must be convinced,
that the message to be authenticated is not known to the prover at the time he
sends the first random value. This fact, that a message is determined but not yet
known, restricts the usability of the deniable authentication protocol for general
use. Key establishment protocols, however, will lead to a fresh and previously
unknown key so that the authentication scheme is particularly well-suited for
key establishment protocols.

The proposed protocol is summarized in Figure[[lwith H(-) denoting a random
oracle. All protocol participants perform identical computations, i.e., play an
identical role participant. So we can restrict to specifying the computations of
an instance IT;" initialized with pid]* = {Ui,...,U,}. As there is no risk of
confusion, for the sake of readability, we omitted the upper index s; in the
protocol description for instance IT;. Also, we note that in Figure [I] for the
computation of ¢; in Round 4, the bitstring output by H(-) is interpreted as
binary representation of a non-negative integer, and when writing ;11 resp.
yi—1, indices are to be understood mod n, i.e., y,4+1 = y1 and yo = y,. Finally,
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as usual & denotes a random choice with uniform distribution. Before proving
properties of the protocol, some comments on the underlying basic ideas are in
order:

— The first round is essentially the same as in [I3/4]. In our protocol all prin-
cipals will broadcast H(k;), which acts as a commitment to their nonce k;.
Thus, after the first round, the session identifier and also the session key are
determined, though the session key is not yet known to any participant.

— The second round prepares the deniable authentication. Each principal U;
chooses a value z; = ¢". It is important, that the session key was fixed
beforehand and does not depend on g™ to obtain deniability. Choosing his
value k; after knowing g™ would allow a malicious participant U; to obtain
an undeniable Schnorr signature of U;. Further on, the value z; has to be
fixed before U; learns the the session key (and therewith the key confirma-
tion message that is to be authenticated). Otherwise the authentication is
not convincing. Hence, only in the third round the participants reveal their
nonces k;. Deviating from the previous protocols, for the sake of symmetry,
in the protocol below all participants do this encrypted.

— Finally, in the fourth round all principals know the session key and can pro-
vide an “a posteriori authentication” for the session. If the final verification
in Round 4 succeeds, too, an instance accepts the session key.

Verifying Correctness of this protocol is straightforward—the only possibly
non-obvious step is the decryption of the k;-values in Round 3. One easily checks,
however, that the T}-values received in Round 2 enable U; to iteratively recover
all needed tf—values, starting with a neighbor in the “circle of protocol partici-
pants”.

3.2 Security Analysis

Deniability. We start by an analysis of the deniability feature. As the authen-
tication is based on Schnorr’s zero-knowledge identification scheme, anyone can
simulate a transcript of the authentication protocol. This fulfills our definition
of complete deniability.

Proposition 1. The protocol in Figurelllis deniable in the sense of Definition[4)

Proof. For constructing the required simulator Sy, we use the adversary Aq as
black-box. Namely, Sq will initiate Agq with (k, ¢, {PK;};) and will simulate
the instances of all protocol participants and the oracles Send and Reveal. If Aq
queries Corrupt(U;), Sq will do likewise, learn the secret key SK; and hand it
over to Ag.

Once &4 needs to access the secret key SK; = «; of any uncorrupted protocol
participant to compute M} = d; = r; — c;a; mod ¢, the simulator stops the
execution and rewinds Agq such that Sy can choose a different z; for U; in this
session in Round 2. The simulator chooses first at random a value dﬁZq for
use in this session and computes then z; = g¢(PK;)% with ¢; = H(sid;||sconf;).
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Protocol for instance I1; of principal U;

Round 1: Compute kii{o, l}k, xz«EZq, yi =g"
Broadcast M} = (H(k:),y:,Us)

Round 2: Compute sid; = H (pid, ||H (k1)|| - .. || H (k»)), n«izq, zi=g"
Broadcast M? = (sids, 23, Us).

Round 3: Compute tr =H(yi ), ti' = H(yii,), Ti = tf @ tf
Broadcast M} = (ki @ t]*,T;, Us)

Round 4: Verify T1@---®Tn =0, and for all decrypted k;, H(k;) equals
the 1°* component of M} (j € {1,...,n}\ {i})

Session Key sk; = H(pid,||k1]| ... ||kn)
Session Confirmation sconf; = H((y1, k1) - - ||(yn, kn))
Compute ¢; = H(sid;||sconf;) mod g, d; = r; — cia; mod ¢
Broadcast M} = (di,Us)
Verify g% (PK;) = z; for all j € {1,...,n} \ {i}

Fig. 1. A deniable group key agreement protocol

The element z; will be uniformly distributed in G, perfectly indistinguishable

from the honest choice as g™ with n«iZq.

From this point, the adversary received a different message than in the former
protocol run and will generally deviate. However, unless A4 finds a collision of
the hash function being able to reveal another value k;, Aq cannot anymore
influence the values sid and sconf and therewith ¢; from that moment. Thus, Sgq
will be able to return d as a valid authentication in Round 4 of this session.

Once Aq outputs a transcript, Sq uses it as its output. Because Aq was used
with an indistinguishable simulation of the instances it interacted with, the out-
put of Ag in this experiment—thus the output of Sg—must be indistinguishable
from Aq’s output in interaction with real instances. O

Key secrecy. For proving key secrecy, it is important that the confirmation
messages are authenticated to all participants. Thus, the proof of security begins
by understanding that the value d computed in Round 4 indeed authenticates
the session key to the protocol participants.

Lemma 1. Suppose the discrete logarithm problem in G = (g) is hard. Then,
with message M2, a principal U, € P unforgeably authenticates the session
identifier sid, and the key confirmation message sconf, to all participants.

Proof. An adversary A who is able to produce with non-negligible probability a
valid message M2 for an uncorrupted protocol participant U, can be used as a
black-box to solve the dlog-problem in G. A given instance of the dlog problem
y € G is assigned to U, as his public key PK,. Signing queries of A, i.e., a
Send-query to an instance of U, requiring to compute a message of Round 4,
can be answered as before by rewinding the adversary.

Assume now that A outputs with non-negligible probability a message M2 =
(dg,U,) such that for a certain instance with ¢; = H(sid;||sconf;) the verification
Zq = gd“ (PK,)® holds. The confirmation message sconf includes the nonces k;
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that will be released in the third round after z, is already fixed. For any honest
participant who does not publish his nonce k; before he knows z,, the signature
of U, can only be computed in the order (z,,sconf, H(sid||sconf), d,). Then, by
the forking lemma [I7], A can be restarted given the same random tape and
the same inputs, except that the random oracle H will deviate from the old
answers from a certain point such that now ¢, = H'(sid;||sconf;). The adversary
A will now with non-negligible probability output a message M2 = (d.,U,) for
the same instance, and it holds that z, = gd;(PKa)C;. Then one can compute
SK, =log, PK, = (do — d,)/(c; — ¢;) mod q. |

Proposition 2. If the CDH problem in G is hard, the protocol in Figure[l is a
secure authenticated key establishment protocol.

Proof. Intuitively the secrecy follows from the secrecy of the original protocol:
The message of the first round is authenticated, the messages of Rounds 2 and 4
constitute the authentication. Moreover, modifying the message of the third
round cannot give any information to the adversary: The partnering bases on
the session identifier, that is already defined after Round 1—thus, Reveal is of
no use—and no participant would accept a weak key, because the correctness of
the key can be checked via the commitments given in Round 1-—the Test-session
cannot be influenced. A more detailed proof is given in the appendix. O

Perfect forward secrecy. Perfect forward secrecy is implied by the standard ar-
gument that the long term secret keys are used for message authentication ex-
clusively.

Agreement property and protection against malicious insiders. Due to the com-
putation of the session key with the random oracle involving a nonce from each
participant, the protocol is certainly contributory. For the same reason, if at least
one participant is honest, the resulting session key will be chosen uniformly at
random and cannot be predicted by malicious insiders.

Due to the construction of the session identifier that allows to verify the session
key, the proof for integrity and entity authentication is analogous to [34].

4 Conclusions

The above discussion illustrates that the concept of deniable key establishment
becomes qualitatively more involved, when passing from the two party case to
a group setting. On the constructive side, the suggested protocol shows that
a rather strong form of deniability can provably be achieved with reasonabe
efficiency and without having to sacrifice other security features offered by a
group key establishment protocol. The chosen approach to enable deniability
through a suitably distributed Schnorr signature might be of independent in-
terest, when trying to augment other group key establishment protocols with
deniability.
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A Proof of Proposition

Proof. Let A be an adversary that is allowed at most g¢s, g, queries to the
Send respectively random oracle. Moreover, let Advepg, Advayu, be the by
assumption negligible probabilities to solve the CDH-problem in G respectively
break the authentication scheme.

Let Forge be the event that the adversary succeeds in forging the message
of Round 4 for an uncorrupted participant U; such that it is accepted by an
instance of any honest user U;. Lemmall[l] guarantees that Forge only occurs with
negligible probability.

Let Collision be the event that the random oracle produces a collision. The
random oracle can be queried from one Send-query at most (n + 2) times in
Round 4 or directly by the adversary. The number of queries to the random
oracle is bounded by (n + 2) - ¢s + g0, the probability that a collision of the
random oracle occurs is then

((n + 2) “qs + qr0)2 .

P(Collision) < ok

Let Repeat be the event that an instance chooses a nonce k; that was pre-
viously used by any other instance of any principal. There are at most ¢, used
oracles that may have chosen a nonce k; and thus Repeat can only happen with
a probability

2
P(Repeat) < (q;k) .
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Let Succ := (Adv4 + 1)/2 be the success probability of adversary A to win
the Test-experiment. Now we connect A to a simulator Sim that simulates the
oracles and instances. We consider a sequence of games and bound the difference
of the success probability for the adversary between the games.

In Game 0 the simulator Sim simulates the oracles and principals’ instances
faithfully. Thus, there is no difference for the adversary and denoting .A’s success
probability in Game i by Succgame i, we have Succgame 0 = Succ.

In Game 1 the simulator stops the simulation as soon as one of the events Forge,
Collision or Repeat occurs.

|SuccGame 1 — SucCgame o] < P(Forge) + P(Collision) + P(Repeat).

In Game 2 the simulation of the Send oracle is modified. On a Send(U;, s;, Mjl)
query, which delivers the last message of Round 1 to II;* and executes Round 2
for this oracle starting with computing the session identifier sid;*, the simulator
checks if all users in pid;’ are uncorrupted and all messages (H(k;),y;,U;) were
unmodified delivered to II?, i.e. the simulator itself generated the messages
in the name of an instance of principal Uj;. In this case, instead of querying
the random oracle, the simulator simulates an own random oracle and chooses

random values tZ t® € {0,1}*. The simulator keeps a list of the mappings

YL, — tiL/ ® for consistency in the protocol and will in further rounds first
check if the value exists already in the list.

If the condition on corrupted users is not fulfilled the simulator checks his
list and returns the corresponding value if available. However, if the value is not
available the simulator queries the random oracle H(-) and inserts the result in
his list. The simulator does not generate an own random element, because it
could be known to the adversary. This procedure guarantees consistency if some
users get the messages delivered honestly but others in the same session do not.
We will see later that such a session does not qualify as Test-session.

The success probabilities can only differ, if A queries one of the Diffie-Hellman
keys yi |, yii, to the random oracle and detects the difference. Denoting this
event by Random, we have

|Succaame 2 — Succgame 1] < Pr(Random).

Lemma 2. The probability Pr(Random) of the event Random to occur is negli-
gible if CDH in G is hard.

Proof. Given a Diffie-Hellman challenge (g%, g°) the adversary that reaches Ran-
dom can be used to obtain g?®. The simulator will use the challenge in the first
message of two instances randomly selected from the set {II]|i € {1,...,n},s; €
{1,...,¢s}}. Then the simulator will pick a random element from the adversary’s
Random Oracle queries and give it as answer to the CDH instance. The proba-
bility to be right is
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Advepr > Pr(Random),

2
s4ro

thus
Pr(Random) < ¢2g.oAdvepr.

O

Because all users authenticate in sconf; all Round 1 messages it follows that if
any participant would have received a different message, the verification of this
user’s authentication message fails for all participants. Therefore the Test-session
must only consist of instances among which all Round 1 messages were delivered
honestly.

Now it is clear, having random values XORed on the nonces k;, that the
transcript provides no information about the key and the adversary’s success
probability is é In the Test-session, the adversary cannot modify any Round 1
message.

Putting it all together we obtain

((n + 2) “qs + qTO)2

ok + AdVautn + @3 groAdveDE

2
Adv.4 = |Succ — 1/2| < (‘12,3 +

a
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Abstract. We present a novel implementation of the threshold RSA.
Our solution is conceptually simple, and leads to an easy design of the
system. The signing key is shared in additive form, which is desirable for
collaboratively performing cryptographic transformations, and its size,
at all times, is logn, where n is the RSA modulus. That is, the system
is ideal.
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Schemes.

1 Introduction

Society-oriented cryptography [4] requires that cryptographic transformations
to be performed by a group of users, rather than just an individual. A par-
ticularly interesting class of society-oriented cryptographic transformations is
threshold cryptosystems. In a threshold cryptosystem, the power to perform a
cryptographic operation is distributed among ¢ users, such that the following
conditions are satisfied:

— any set of more than k (k < £) users can successfully perform the required
cryptographic operation;

— any set of k or fewer users fail to perform the required cryptographic oper-
ation successfully;

— neither the group secret key nor the shares of users from the group secret
key can be derived from the partial cryptographic results.

An early implementation of a proper threshold cryptosystem is due to Desmedt
and Frankel [6]. Their proposed threshold decryption is based on the ElGamal [§]
cryptosystem. The main concern in implementing the threshold RSA cryptosys-
tem is how to distribute the secret key over Z¢(n), when ¢(n) is kept secret
(here n is the RSA modulus). In [7], Desmedt and Frankel have demonstrated
a method which solves this problem. The drawback of their solution, however,
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is that the key associated with each user increases in size with respect to the
number of users who take part in the cryptographic transformation.

Implementation of an efficient threshold RSA system has been the subject
of extensive investigation [BITTITIT2IT52]. Due to large size of the keys associ-
ated to each signatories in signature generation phase, some implementations of
the threshold RSA systems are not practical. For example, in [3], for a (4, 10)
threshold RSA system, the size of the key associated to each user for signature
generation is £logn, and in [9], it is 10logn. In [12], the authors claim that the
size of the key in their scheme is comparable to that of [10], and is 2log (En.
The most efficient threshold RSA system was invented by Shoup [I5], in which
the key size of each shareholder is bound by a constant multiplied by the size
of the RSA module. Shoup’s scheme also requires that primes p and ¢ have a
special form. Although this assumption is removed by Damgard and Dupont [2],
the sise of the key still is bound by a constant multiplied by the size of the RSA
module. That is, no ideal threshold RSA signatures has ever been presented in
the literatured.

In this paper, we present a novel technique for implementing an ideal threshold
RSA signature. The size of the key for each user is equivalent to the size of the
secret itself (i.e., logn), at all times. Furthermore, our solution is conceptually
simple that leads to an easy implementation. The organization of this paper
is as follows. In Section 2l we will give an overview of our scheme. In Section
Bl we will give an implementation of our basic system, in which the adversary
is passive. In Section Ml we will discuss the robustness of our system in the
presence of active adversary. Section [ is devoted to the security and efficiency
consideration. Finally, the paper concludes in Section [Gl

2 Overview of Our System

The RSA system [I3] uses a composite integer n, which is the product of two large
primes p and g, i.e., n = pq. The public key e is chosen such that ged(e, ¢(n)) = 1,
where ¢(n) = (p — 1)(¢ — 1). The secret key is an integer d that satisfies the
equation e x d = 1 mod ¢(n). The signature on a message m is 0 = m? mod n.
The signature is accepted to be genuine, if m = ¢® mod n is satisfied.

A common technique in the design of a (k, ) threshold RSA signature is to
distribute the secret key, d, among a set of £ users in such a way that for any
authorized set, A, (] A] > k) the set of modified shares, d;, corresponding to user
u;, satisfies the following equation:

! Considering their backup shares description, the memory requirement for each user
is 2¢log(4n).

2 A threshold signature scheme is ideal if the length of the modified shares that each
participant uses, for generating its partial signature, is the same as the group’s secret
key.
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An authorized set of users, A, can generate the signature on a message m, since
each user generates its partial signature on message m (i.e., o; = m%), and the
signature on m can be calculated by multiplication of these partial signatures,

d’.
o= H o; = m=uicadi = pd (mod n).
u; €A

The problem with this design is that the computation of modified shares, d;
cannot be done over modulo ¢(n), since ¢(n) is unknown to the participants. In
order to overcome this problem, computations are performed over integers. This
solution, however, yields to schemes in which the size of the modified shares d;
is larger than the secret.

2.1 A Novel Implementation of Threshold RSA

Our implementation utilizes the RSA modulus n for all computations (i.e., in
the underlying secret sharing scheme and/or in the performance of cryptographic
operations). That is, we distribute the secret key, d, among a set of ¢ users in
such a way that for any authorized set, A, (|.A| > k) the set of modified shares,
d;, corresponding to users u; € A, satisfies the following equation

An advantage of this technique is that each user can compute their modified
share in modular arithmetic environment, since the modulus n is public. Hence,
the size of each modified share, d; is bound by logn, which is the sise of the
secret.

In the signature generation phase, each participant of an authorized set, A,
generates its partial signature on message m, i.e., o; = m%. Multiplication
of these partial signatures is not a correct signature. However, as will will see
shortly, the correct signature can be obtained easily.

3 Basic Scheme

In this scheme we assume that the adversary is passive. That is, it can corrupt
up to k users, and thus, learns all the information held by the corrupted users.
However, it has no control on the behavior of users and/or on their information
(i.e., all users follow the protocol appropriately).

Let U = {u1,...,us} be the set of users and k (k < £) be the threshold pa-
rameter —the maximum number of users that can be corrupted by the adversary.

3.1 Initialization

This is a one-time protocol, and can be run by a trusted dealer or any of the
known distributed RSA key generation protocols. It accepts system parameters
as input, and generates the RSA modulus n = pq, where p and ¢ are distinct
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primes of requested size. It also chooses the public key e, such that ged(e, ¢(n)) =
1, and computes the secret key d = 1/e (mod ¢(n)). It utilizes the following
secret sharing scheme, in order to distribute the secret key among all users:

1. Secretly chooses, independently at random, k elements of Z,,, denoted a1, . . .,
ay, and forms a polynomial

f(x) =d+ a1z + apa® + - - + apa®.
Note that, ay # 0, i.e., f(x) is a polynomial of degree k.
2. Computes s; = f(x;), for 1 <4 < £. Since x;8 are public, without loss of
generality, we let x; = i and thus, s; = f(i) (mod n).
3. Gives (in private) share s; to user w;.

This threshold secret sharing scheme is due to Shamir [14] and it has been proven
to be information theoretically secure, i.e., any subset of up to k shareholders,
collaboratively, cannot get any useful information about the secret. On the other
hand, any subset A (|A| > k) is an authorized subset and they can collabora-
tively reconstruct the associated polynomial, f(z), using Lagrange interpolation
formula, ( )
T — Iy
f(x) Erl€u4f($l)HwTLz;;\] (-Ti _ $j)’ (1)

and thus, uniquely determine the secret.

3.2 Signature Generation

Let m (0 < m < n) be the hash value of the message that is requesting a
signature. Given a message m, the signature of the message is ¢ = m? mod n.
The verification of the signature utilizes the public key, e, and the signature is
accepted as genuine if it satisfies the equation m = ¢¢ mod n.

In threshold signatures, the group’s secret key is not known to any user.
The generation of the signature, however, can be carried out by collaboration of
every authorized set A, which can reconstruct the group’s secret. In our proposed
threshold RSA system, the secret key d can be obtained according to the formula
given in equation (), since d = f(0):

0—x,;
A= Spenf (@)l a0 )
wita; (T — ;)
That is, each user u;, of an authorized subset, A, (].A| > k) calculates its modified
share, using .
J
d; = s; o 2
SHJ_Z (mod n) 2)
uj €A
J#i
such that,
d= Z d; (mod n). (3)

u; €A
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For security reasons, however, the participants do not recover the secret key d,
otherwise the secret key will be known to single participants. This would then
enable them to sign any messages individually. Instead, the participants take
part in a protocol that outputs the group’s signature on the message, without
compromising the group’s secret key. Our signing protocol works as follows.
1. Each user, u; € A computes his partial signature o; = m®.
2. After collecting all partial signatures from participants of the active group
A, the combiner computes

d; d
0'/ = H o; = mZWGA mod 1 — md+I-A><n =0 X mIAXTL (mod n).

u; €A

The required signature o, can be obtained if the above result is multiplied by
m~IAX" We call I 4 the indez of the active subset A. It is not difficult to see that
I 4 is approximately |.A|/2, since each d; is an element of Z,,. A naive algorithm
requires one exponentiation to compute m~", and approximately |.A|/2 multi-
plications, in order to obtain the required result. In Section @ we will provide
a direct and efficient method for deriving the correct signature from collected
partial signatures.

4 Robust Scheme

Up to this stage we have assumed that adversary is passive. i.e, all users ap-
propriately follow the signing procedure. In this section we consider an active
adversary. That is, the adversary not only learns all the information held by the
corrupted users, it also controls the behavior of all corrupted users. So, it may
force corrupted users to not follow the protocol.

A desirable characteristic of a threshold signature is that the participants must
be able to generate the signature, even if unauthorized subsets want to prevent
the signing protocol. That is, the system must, to an extent, tolerate deceptive
users who do not cooperate properly in the signature generation protocol. We will
show that in our scheme, a signature generation can be carried out successfully if
majority of participants follow the protocol appropriately. We set the threshold
parameter k < ¢/2. Hence, the system tolerates up to k corrupted or deceptive
users, who do not cooperate properly in the signature generation protocol.

In order to prevent deceptive users from interfering with the signature gen-
eration protocol, the system must possess a facility to distinguish faulty partial
results from correct results. This requires the normal protocols to be armed with
verification facilities.

4.1 Initialization

1. Secretly chooses, independently at random, k elements of Z,, denoted

ai,...,a, and forms a polynomial f(z) = d + a1x + ax2® + - + apa®,

where ai # 0. That is, f(z) is a polynomial of degree k.
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Computes s; = f(i), for 1 <i < /.

Gives (in private) share s; to user u;, and broadcast go = g%, g1 = g%,
92=9",...,9r =g* (mod n), where g is an element of high order in Z,.
User u; verifies that g% = Hj’?:Og}] (mod n). If the equality does not hold,
u; publishes s;. If more than k users complain, the dealer fails.

All users can check that the set of following public values,
wo=g¢"" =1, w =g wa=g¢"", ... w=g

are computed correctly.

Note that giving away the signature of g is not a security problem, because
finding a message that its hash value (with proper padding) is equal to g is
an intractable problem —assuming that the underlying hash function is collision
resistant.

4.2 Signature Generation

Signing a message m (0 < m < n) is more or less the same as in the basic
scheme, but armed with partial signatures verification that eliminates corrupted
users.

1.

2.

Each user u; € A (|A| > k), computes their modified share d;, according to
equation (2]).

Each user u; € A computes their partial signature o; = m® and a verification
value g%. Our partial signature verification is similar to that of [I1], and
works as follows:

After combiner received all verified pairs (o, g%) from all active participants,
it computes

[Tucag®
wr, = WS (4)
g
and obtains I 4, which is the index of an element in the set of public values

Wo, W1y ..., Wp.

Input
Secret: modified shares d; € Zn
Common: g, n, m, partial signatures ¢;, and verification values g%

1. The verifier, V, chooses a,b €r Zn and computes z = ¢%m® mod n,
which is sent to the prover, u; € A.

2. u; computes y = 2% mod n and sends it to the verifier, V.

3. V verifies that y = (¢%)%? mod n.

If equality holds, then the verifier accepts the partial result, o;,
as a genuine partial signature; otherwise, it is rejected.

Fig. 1. Verification of partial signatures
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4. The combiner computes the signature of m using

o= HuiE.A Ui. (5)

mIAn
Theorem 1. The above protocol generates a correct RSA signature.

Proof. Since each d; is an integer smaller than n, equation (B]) can be rewritten
as 3, cadi = d+ ILan for some integer 0 < I4 < |A|. Therefore,

d; d+1
Huq‘,GAg _g+An_ Ian __
d = g 9T T WL
g g

That is, wy, must be one of the elements wo, w1, ..., w 4. Knowing I4, the
signature on the message m can be obtained from equation (&).

5 Evaluation

5.1 Security

The underlying secret sharing scheme employed for the share distribution proto-
col is Shamir’s threshold scheme, which is believed to be information-theoretically
secure. In signature generation protocol, however, one might be able to learn the
constant integer I 4, associated to the active signing group A, where

EiEAdi :EiEAsi H j . ZI_A ><n+d

uj €A J -t

J#
From the point of view of an honest but curious user no information (neither
about the shares s;, nor about the group secret d) leaks from the index I4. So,
let us consider the scenario in which an adversary has corrupted k users, and has
thus learnt k shares s; (w.l.o.g. let the set of corrupted users is uy,usg, ..., uk).
We want to see whether or not this adversary can learn any useful information
about other shares and/or the group secret d.

We assume that the adversary (who knows k shares s1, s9, . .., s ) participates
(along with all k corrupted signatories) in a signature generation. That is, in a
signature generation there is only one user u, (k < x < £), in which the adversary
does not know the respective secret value. In this setting, the adversary easily
can determine whether ¥ ;d; (mod n) is smaller or larger than the group
secret, d (obviously if the number of non-corrupted users participating in the
signature generation is more than one, the adversary cannot determine whether
Xk d; (mod n) is larger or smaller than d). Furthermore, if the system is
made one-time system or the number of users is small, then the adversary will
cannot get any useful information that enables him a successful attack to the
system.

Considering the fact that all shares in the Shamir scheme are indistinguishable
from random values, the modified shares d;, and thus their summation, are
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random values in the interval [0, n[. That is, after signing p messages (with the
assumption that each message is signed by a group, consisting of all corrupted
users and a honest user) the adversary has a list of p values, some of them
which are smaller than d, and the rest which are larger than d. In order to see
how likely/unlikely it is that the adversary can learn any useful information
about the group secret d, let the RSA module have a moderate size (e.g., n
is a 1024-bit integer). After signing 224 messagesd, which will never happens in
practice, the average distance between any two of these numbers is approximately
21000 (due to uniform distribution of random values). Although this provides
some extra information to the adversary, we are not aware of any method in
which this information enables the adversary to launch a successful attack to
the system.

5.2 Efficiency

The proposed threshold RSA signature scheme requires each signatories to sign
the message using their modified shares, which is of size logn. This is the most
efficient way that a shared generation signature can be designed (note that in
a secret sharing scheme, if shares are smaller than the secret, it leaks some
information about the secret). It is worth mentioning that in the most efficient
existing schemes the size of the share of each participants is log (2¢!n).

In order to calculated the correct signature, however, we need to know the
index of the active group (which is an integer smaller than the number of co-
signers). Considering the facts that:

— The index of each group of collaborating servers/users is a constant integer,
and therefore does not need to be calculated more than once.

— In order to increase the speed of the signature generation protocol, groups
of users who prefer to work together can calculate their group’s index prior
to signing procedure.

The cost of our threshold RSA signature scheme is just one exponentiation by
each user and the combiner, where the size of the exponent is the same as the
secret key.

6 Conclusions

We have presented a novel technique for implementing the first ideal threshold
RSA system. The proposed scheme has the following advantage:

— The share of each user from the group’s secret key, at all times, is not larger
than the size of the group’s secret key itself.

— In the signature generation phase, each user performs only one exponentia-
tion, where the exponent is not larger than the size of the secret key of the
underlying RSA system.

3 This implies that there must be at least 224 honest users in the system.
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— The combining process requires only one exponentiation and a few multipli-
cations.

— The scheme is robust, i.e., the signature generation process cannot be pre-
vented by k or less corrupted users.
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